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Abstract; In the traditional centralized data trading system, sensitive data such as electric power
data are easily abused due to duplicability. To address this, the blockchain-based power data’s
capitalization and trading system was proposed. Considering the trust in blockchain technology, a
multi-party trusty network can be established between multiple parties in distributed ledger with
cryptographic algorithms, multi-centralized architecture and distributed multi-party consensus
protocol. The system was developed with Hyperledger’s consortium blockchain framework Fabric,
which made power data trading safe, transparent, traceable and immutable by means of the
technical characteristics of the blockchain. In addition, a supervision mechanism was introduced.
The system also provided Web service as application layer for ease of use. Finally, the system was
tested by simulating multi-node deployment on a single device. And the results show that the
system runs well in integrated test, meets the design requirements, and has low maintenance costs
and enhances security. Compared with the traditional data trading system, the blockchain-based
power data’s capitalization and trading system demonstrates comprehensive functionality and
security advantages.

Key words: power data; trading system; blockchain; Hyperledger; system design and
implementation

KB 2020 -06 - 18

ELWB.: BEFREAHEITRTH (2019YFB1404903) ; FR H AR 4 ¥ BT H (61972382 ,61672499 ,61772502) ; b at ik
P15 H (Z181100003218018 ) ; [ 5 L A5 BR 28 B RHEE #8551 H (5100 - 201957475A -0 -0 -00).

TEE TN EMOC(1997 =), 55 I A, P EREBOTE B AR LA 7 B (1979 ), B iR HE S A, FEE
SERE R P EB BT AR RIS ST b, A S



%2

EIMAF. ATRBEHEGE AHEER FHAR Y & %%+ 167

Bifi 5 306 ) 55 TS AL B R Pl e Bl
R S S BB A A AR R A H
Bl T RBE 04 i 5 LA I 17 R 140 2 X 5040 1Y
FROAL A FR ) 8, X 7E U B AL DR B AR B AT
B = BdE 22 5 7 AR IS e o g . i T
P o] v R A 2 LA Al B 2 T
ORI R A ZE T L TE PR IR 2
T, KRB AR 2 B S A FE A S AL
P AT SRAETE RS B s 5 b AN L= 5 Sk — il
FHO RN, 2531580 0 R RS R, FH AR T 4 9 5 ds
(A BSAS , (EAR SR X LA 2 48 5000 04 3t 1)

I KA 2 HE s i A7k & R i) HE 22 0T
K. H KB KB H P BRAL R AL S A
PSS ARTE I, R b 77 BT —F U BR FH
W] AR PR RIS AR () 3 52 5 58 5
WAEC R o YNNI (=1 S S I A R €
()45 T 5 2 Db AR A7 6 1 o X B RO
Rusitschka 25" 45 H F 2= T8 S B0 26 d o o
({75 3L 5 Bobba 252 41 7R E5 H X HoRE A
R N 0 A R G R X 2K
TRER HATAE B 5 S BORVEUE 2 9k 16 1% ) .

X B AR 1 1 B SR B ) I b A A
KT IR TT 8 PR 08 77 58 oy B AR
P RSy AR ) TR . Pan 250 R
HH T IX B % P B HE R SE B 7, Mehta %51
P — T XHEE A LA B R 52 SR
TR %€, Casino %51 $5 H F) F IX B fig e (5 4
L BEWTR [A) . DX A e AR A A [R] S0k & 5 T
Bl 55 % 4 BB RTIUE AN T B R

SR, HATR A X HesE R 17 25040 48 FE Y
WA AL HoM A A . Liang 26000 $2 H 3ET
DB 1) Tl A 356 ) 55 i 2 4, R X B oy 2
A SEARARE , 5340 b 22 5y S AR R S B 0
SR AR R N 25 0 e = O AR Sl A
BT BERE T, HAk /DX B 22 5 10 W A L. 22
AT B LT X e 14 o, BE IE ML 1
R T ATREM R G A (HB A BR T BRI T a5
ASSCER O HL B B 5 A RS By TR T
TR BE M R G I T DA B, ff e 1 %t 0
WAL B R, A LT 3 M

1) o B R AT 0T DL AT e & A B
o B AE T AT DL R A AR A SE L nT DOk A
A L35 W i AR S ) | B S 45 s 1k bl =
S

2) I A HLG H AL, I X Bt R 5
AW TR BRI S R — R

3) L JIEHE I N 2 B0 R AR AE & il SR AF
SHTE X HEE |, i 205 SeARIL R dedr O T )
B ) L2 AP RN B T e 1 WY | AT B B KA T
B

AR Linux 4 238 AT H (915
HE2H) Hyperledger Fabric'® = {ii ] fabric-sdk-go
10,454 Go Web FYTHHESE Gin-gonic, 15 1] JiE
J2 X B IR S5 AT RS T &, SE L T B B
P S SE Sy Z 1 I vl 55 32 B SR AL ] LY
Go Web Al LAk S i, 75 1 il it Go Web i
POt FefE B P B R A BE R LR BOE &
i ARSI RE.

1 XERBEFOAR M IR A

1.1 XERERFAR

X H M AR IR T LU AR X b2 3
ZINAT B E SR O i XK A RS, &
P A S E A BAR AR ST DLl i e —
IR LR g4 — A

X Ptk H—Fh o A 20 e rpo e it e
FEREARHE . TE 2L, IR 1 X 45 101 5 A XU
EAEE BB RS ; B o AL ) T
2 FH A S R 52 A8 B B S R 7E T
WL X U 2R 52 5 S A BN X Herh A T
FRIGE B 2%, I 2k LRI A g 2 44 55 DRIIE
X BRI 22 g () A Pk TR IX HediE &
GricATidREv, DX a4 IR 5 4 L B e A —
B, R ZL 8 T AT DAAR 25 5 b 36 i 204 2 75
BBk 3B ER T N2 A8 B B AR RS X R
Gy 4 R G A& AT A R — A
P2P (W4 S EAT B0 UE AN IC S A R 0 22 ), ¥
A AR AT DL T 15058 5 PR 7 il
A A B AR SR A S .

X B e 1 anfel £ TC Rl B ALk H 2
i fa BAX BRI ST, @S PR il — 42
IZ5M Ao hn B ERGEE L. X
Pk n g s AR 2 | NLoe b S 42 AR 0 42 il 43
B, 95 B A AN AT BT SR R | RRASUER B
WG BB E s YT R LAl
JH X St A e ) i

FRHE AL PR A AT DR DX BE 55 R N 65 RD i
R EE. AT BB T R e feny , 2
S HAE BB LA A AT AR ] DUE AT A AN
HIHE. e X s R IR AN H Y T2k 3
AE X — H AT B 7E PR v i — 2t



168 ARRXFFR(BAFFIR)

%42 %

AERICER W] AR Y. e DA AR A TR
(RGN A BE RS 5 AR RO I RAEE Z 0], & 2
s AR, AR SCIR T A 2 T X HRE 19 e ) B8
AL Ty R, W TR A R R AR A
v SR SRS | HAS ) A AT, PRIk B i 1
PR e A

1.2 BRKAK

K A (Hyperledger ) &2 H Linux & 4 2>
Z2RAE 2015 4F 12 H R 3 i — T 4ol 21X B
TR K b BT U550 H . 2 AR B UK X B
FORGI AN 5 19 0 5 Serh, R REE T X
HUBEHORAT 1 2 RCR A R M 48 4T BL Al AH e
T — A X B R o, WA Bl 3 o A X
PMETF K IXBUEE R R | Sl IR A 2 B R
PR AR I B 2ok Fl— & 45 1fE. Hyperledger
Fabric J& e 5 il A B8 9 A 150 5 o 1 Tt 9 35
B, 21 Al i o A A & 5L T AR
HOEARA BHRES Y, KRR AT Y, B
IBM Z5All T 2015 4R R A BN 4L X, 2 1 A 1
] 156 B3 B8 b ¢ W JF R W H. H 1 Hyperledger
Fabric EL BT 2. 1 MUA.

Hyperledger Fabric MAR 22 [X B 2 45 Hh i
i T B R RAE I HE ARy, AT o
VFLA AR B 0y 2 5 W 2% 14 FF il X BCRR &R 4t
Hyperledger Fabric %2 (1% 1 51 8 ik 19 AT 15 B 5
ik 55 $2& 4 75 ( membership service provider, MSP)
SRARUE R G0 ) FL %5 M. Hyperledger Fabric 2 FF %
T ] ARG I, WA W] DL LA 2 Fioks O A7
fith, TP AL vT LA B B D0 e 9 OC, IF SRR 2 R
MSP. Hyperledger Fabric it 2 it T 4] # i 8
(channel) FITIRE, RIF—H S 58 QI BP0 1) 32
GyA IR LS 505 Bl —A- il iE IR 4
A X 22 5 FPNA 200 T ) IR A B A

FEFARAHLH] J5 17, Hyperledger Fabric 701 M
KR PR e S 58 Z A E R A
PHLH, H AT AL 35 solo, kafka'*'. Hyperledger
Fabric H 1715 5 5 A8 b sl L&A B AN TR]
Hyperledger Fabric "7 fUA — & 1943 T, 73 5
Fo HER T A AT SRR A [T T
NAFERMAS, HAHEH —A F 07 S50
SMEAE. H—% P ki — B G e ek )
WAL T — K R A B A&
1f 1Y 28 by A5 R AR A AT AL, T A
solo B kafka £ f¥ i Jr 045 B MR S5 IR AR5
FERA AN F 9 8, E s HE i gossip P
W R AR A LUK A5 A BRIl SR,

Hyperledger Fabric A& 80 0 ML T 5
JRJZ X He g5 22 H /) gRPC % 0 K 563 0 /)
SDK. Hill SDK % #f Go,Java,Python fil Node. js
. FJZN AT DGE T SDK 17 1] X B 9 2%
W5 IRIA KA AL Sy FATHERD | fib e FF AR
P4, Hyperledger Fabric MYE iE& 202 HEE1S
( chaincode ) SEFLIY , I H A X ek S5 0 FH 2 5
B ], DAtk 5k AAZ B BEAS H A S RiE S
J& Go Ml Java, KM L HFHE ZIEF.

SUBYR L, F Hyperledger Fabric 5281 A9 5K 3
BE W A SCRGENIR)Z X U (2K | RIS AITAL
AN b AL 25 SR ] 50 a5 N 4% B AL T Y 22 )
A3 BT R R, PR T ) BE i
i

2 VR RS R
55

2.1 REFK

H, D 2 W) 5 H, g A 7 il 4% HROA ] b s T LA
K530 224 HL I 438 /) R 22 W g A 7 Al 8K
I A R 1 OB A RS A BB B 5. R
PSR DN FL 2 B 5 H 7 A 7= Al 3R A5 FL T 8K
Pt , e TR B Rl A BN TS A9 fR T B B A
Brite . 2T X Hesk i v 07 508 9% 7 4k Je 22 5 °F
B RO T RAETE R A | L A 4l BHTE
SR R HAh EL ) FH =2 ) ST B H, O s B Y
2 B AL Ty, TR F GE AN 6] 1 SE AR 2 L]
P B2 5285, IR REA H AT LU £
PEGEIRAERE b U A AT BUBOH & A, R TR
SE 7 P SCASEAR R, B AN A6 S5 AT LA S A s BE R Y
FIA R, A SR 2 I 32 2 R G S B 9
TIRE R IF P 0 SeAE 8 e G
AR B BEIR ) I 4 F SO & A ) BRI R A
BRI KA (B 3K AN AT B0 S B8 R, (B TH
SKEHEMIRFFA LTI IR FE 1L (BT IR BT A ALY
AR R AT E AR A R, WK HRB AR LB
I5) JH it BE A SR sl SR A A
2.2 ®mEigit

BT DX Uk i v ) B W A S 28 oy B Gk
7 Hyperledger Fabric BKBHEM 2 LI &1 5,
HAZ .ol ary e ARRAS i ) Bl 2 4]
RSO0 & AR AR & 1 Fs.

AR F B O R A B A4k 4
2. LR RH P, AW P T LGE P
i R 55 NS ik 22 A T P A BRI W A



%2 M IR

. ATRBEGE AHER SHER Y £ %t 169

AT B P, 58 2 Web RS2,
Go 1575 1Y Gin-gonic IR 55 HE 2238 i3 fabric-sdk-
go W5 X IBEREID A B AR &4 10 25 = )2 &
L B 5 7 A S s o R GE L 55 R 2 2 T
Ak B h iy A% 0 BT, 38 3 65 69 (Hyperledger
Fabric "1 HI BG40 i S IX HBE 776t i i di
S, SEEUAE R AL 55 DIRE. AR ISR T R —2E 28
Gy T B D7 5 28 il sk AU P S SRR S AR T
DL i 17 () AR SR B 3. B iS22 28 2 Rl
55 1L B 30 DX M X 28 15 o i, SR A5 TE) 1Y
Pl E .

@A,
s ) P an
Go Web ] > g;lié%g
SDK{ API
= Golk 5
X4 i}
5 R ™ BT R BB
1%
]
(Byperledger FabricRity | o A

E1 REEEZEH
Fig. 1 Overall system framework

ZARGMA T W HLH P R A AR
JURVE BE B3 R B . A B T RUR %
Sl RS S G AN R Y B
PR RGERH FHEAMZE S WEHRE— A
T AR A ZH A UK A, L o ) 5 Fi S A5
SR WA BOR IX R A AN AT BL PR R E T
AT A ERAVE AT LG 391 D7 sl sw, (B AR TR T ik
AR R T B R 5 5 DR I — J2 R T
AT I X HUBE R 48 P i — RO s ——n A
P — BB T A R A G R A R B
K ABUBEI LSRG, WE AR,
e A L A 122 2R SR VE REL AT, O >4 22
BRI LA BLOLY AL, SRR 255 M S B
Wi S, i/ D HE A SEAF (417 B0 A A

Z Y0 A5 AT R BT S 1 H B
FIRIRE R WA O, ek 55 2 it b PA
TIEHEFEIR A AT LK B N 28 58 U
A AL, i2 N S, I A A ek b, oAt it i 3K
PP AT RLSEAST AR SE ) A0 A% 45 2 B8 B2 R S. 4 1
KT RAETTIR S BT AR B TR Sz 25 A
F g bR 55 3 A s MR AR B S R B P R
0 R B ) i e R A AR DR E R RO B S

SEMEAT S MR b R R LR B, W R ]
JUB BRI S MG KA T A TSRS
GEUR S BT IR S S il —1y S'Segn -
B, WL B A Bl B IR S AR A C 1
P BCEHREBTIR S BYAE iR K AT ) T K80
GRS, S' i P B Bk g HRTIaSK I C,
M B A A BRI S i 1 B I T
SR H BB AR TR S IR R I kA, R4
A L 2 B X — = 55 e s ad o 1 A
P, S5 hR R AT A W] DLRLEE b & A0 s I
[N 26407 HT P B BYIX — 47 4. X Ffil
il st AR GBI B G R i DB A
BRI, A2 IR R 807 A B0 B4 T 52 i 4 T
WAZ Ty it IR Gz AN T . B 2 s D e A
PG PR s A

[ 2 2
FFIA Oy7 Ofpic
- . Lo
- - oM
FFIA FFB e
g™ - VRS
b 2 e
FPAL FPED FPIC

B2 BANEZERFETEE

Fig.2 Scheme of power data flow
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