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Model for Data Access Control and Sharing Based on Blockchain

WANG Xiu-Li, JIANG Xiao-Zhou, LI Yang

(School of Information, Central University of Finance and Economics, Beijing 100081, China)

Abstract: Data has become an important asset for an enterprise. How to effectively control access to data within an enterprise and
securely share data between enterprises have been a challenge. Distributed ledger in blockchain can solve these problems in some ways.
However, the asymmetric encryption mechanism applied by blockchain can only be transmitted peer to peer securely; it does not meet the
complex access control requirements within the enterprise. This paper presents a model for data access control and sharing using block
chain, and uses attribute based encryption to control and share enterprise data, so as to achieve the purpose of fine-grained access control
and secure sharing. Through comparative analysis, the model can solve difficulties ofaccess control withinthe enterprise and sharing data
between enterprises in security and performance.

Key words: blockchain; parallel blockchain; attribute-based encryption; access control; data sharing
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Table 1 Comparative analysis between the model and traditional blockchain

R 1 ABI G L 48 DCHEEXT LE

AR R F AR L G IX Y

AT T 5L A S SRR, T
iy ) SR ABE 1T 1 1 Vs PBBHLRY Al Rl ek
RS | B R I 2 ST
el S M 05T B £ 5

Mol 2
i _E BB, R G B BT Hdl

Aol i) 5

. R AN B 2 T U 325 A
sy |

R,
A IR 9945 TR B R I A S A e

S| ARV R A P BICAE | G R i e B P IE
B | e 0 N B (T B RN T | R B S S LR 15 S

TR | LB ok 7 A i o PR, I

FUFIE| A b PR A S R T PR R

B A7 i

References:

[1

[2
[3]

[4]
(5]

(6]

(7

(8]

)

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

2018 China blockchain industry white paper. MIIT, 2018 (in Chinese). http://www.miit.gov.cn/n1146290/n1146402/n1146445/
€6180238/part/6180297.pdf

Swan M. Blockchain: Blueprint for a New Economy. O’Reilly Media Inc., 2015.

Yuan Y, Wang FY. Blockchain: The state of the art and future trends. Acta Automatica Sinica, 2016,42(4):481-494 (in Chinese
with English abstract). [doi: 10.16383/j.aas.2016.c160158]

Bitcoin traffic bulletin (redux). http://hashingit.com/analysis/44-bitcoin-traffic-bulletin-redux

Yuan Y, Wang FY. Parallel blockchain: Concept, methods and issues. Acta Automatica Sinica, 2017,43(10):1703-1712 (in Chinese
with English abstract). [doi: 10.16383/j.aas.2017.c170543]

Tsai WT, Yu L, Wang R, Liu N, Deng EY. Blockchain application development techniques. Ruan Jian Xue Bao/Journal of
Software, 2017,28(6):1474-1487 (in Chinese with English abstract). http://www.jos.org.cn/1000-9825/5232.htm [doi: 10.13328/
j.cnki.jos.005232]

Tsai WT, Blower R, Zhu Y, Yu L. A system view of financial blockchains. In: Proc. of the IEEE Symp. of Service-oriented System
Engineering. IEEE, 2016. 450-457. [doi: 10.1109/SOSE.2016.66]

Zyskind G, Nathan O, Pentland A. Decentralizing privacy: Using blockchain to protect personal data. In: Proc. of the IEEE Security
and Privacy Workshops. IEEE, 2015. 180-184. [doi: 10.1109/SPW.2015.27]

Zyskind G, Nathan O, Pentland A. Enigma: Decentralized computation platform with guaranteed privacy. 2015. https://enigma.co/
enigma_full.pdf

Maymounkov P. A peer-to-peer information system based on the XOR metric. In: Proc. of the IPTPS. LNCS 2429, Springer-Verlag,
2002. 53-65. [doi: 10.1007/3-540-45748-8_5]

Ekblaw A, Azaria A, Halamka JD, MD, Lippman A. A case study for blockchain in healthcare: “MedRec” prototype for electronic
health records and medical research data. Technical Report, 5-56-ONC, Massachusetts Institute of Technology, 2016. https://www.
healthit.gov/sites/default/files/5-56-onc_blockchainchallenge_mitwhitepaper.pdf

Stinson DR, Paterson M. Cryptography: Theory and Practice. 4th ed., CRC Press, 2018.

FIPS 180-2. Secure Hash standard. http://csrc.nist.gov/publications

SEC 2: Recommended elliptic curve domain parameters. 2010. http://www.secg.org/sec2-v2.pdf

Sahai A, Waters B. Fuzzy identity-based encryption. In: Proc. of the EUROCRYPT. LNCS 3494, Springer-Verlag, 2005. 457-473.
[doi: 10.1007/11426639_27]

Goyal V, Pandey O, Sahai A, et al. Attribute-based encryption for fine-grained access control of encrypted data. In: Proc. of the
ACM Conf. on Computer and Communications Security. ACM Press, 2006. 89-98. [doi: 10.1145/1180405.1180418]

Bethencourt J, Sahai A, Waters B. Ciphertext-policy attribute-based encryption. In: Proc. of the IEEE Symp. on Security and
Privacy. IEEE, 2007. 321-334. [doi: 10.1109/SP.2007.11]

Merkle RC. A digital signature based on a conventional encryption function. In: Proc. of the CRYPTO. LNCS 293, Springer-Verlag,
1987. 369-378. [doi: 10.1007/3-540-48184-2_32]



EHA) Fom R R kb 5T ) 454 G 3k AR 1669

[19] Hyperledger whitepaper-wg. https://wiki.hyperledger.org/groups/whitepaper/whitepaper-wg

B F 325 25 ST

[1] 2018 4E [ X B 2=k (1 B2 5. T4 45,2018, hitp://www.miit.gov.cn/n1146290/n1146402/n1146445/c6180238/part/6180297.pdf

[3]1 5, T BB AR R IR 5 . [ 34k 2% 4%, 2016,42(4):481-494. [doi: 10.16383/j.aas.2016.c160158]

[5] 5, F RERSPAT IR M . 7S NIRRT . B 34644 41),2017,43(10):1703-1712. [doi: 10.16383/j.aas.2017.¢170543]

[6] ER AR ASE, F 5,0, XS B 5L T X P B 10 Y R 48 T R 7T ET 9T 4R 2% 4, 2017,28(6):1474-1487. http://www.jos.org.cn/
1000-9825/5232.htm [doi: 10.13328/j.cnki.jos.005232]

EFFI(L977—), 5, b K A R =3 (1981 —), B, 1+ wl #Hd% ,CCF Ll
H¥%,CCF migh 4 51, 1 BWF 9 s £l 2 5, BTN £ B w4
BHEL A TR R85 24

STREFF(1995—), 7 i -+ 2=, 35 HwF 9 45,
X B




