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PREFACE

This fifth edition of ourtextbook appears at a time whtre Internet and the Web
continue to grow and have an impact on every aspect of our society. For example, the
introductory chapter of thbook notes their impaoh application areas as diverse as
finance and commerce, arts and entertainment and the emergence of the informatior
society more generally. lalso highlights the very demanding requirements of
application domains such as web search and multiplayer online games. From a
distributed systems perspective, these developments are placing substantial new
demands on the underlyirmystem infrastructure in terna$ the range of applications
and the workloads and system sizes supported by many modern systems. Importan
trends include the increasing disgy and ubiquity ofnetworking technologies
(including the increasing importance of wireless networks), the inherent integration of
mobile and ubiquitous comting elements into thdistributed systems infrastructure

New to the fifth edition

New chapters:

Indirect CommunicatiorCovering group comunication, pubBh-subscribe and
case studies on JavaSpaces, JMS, WebSphere and Message Queues.

Distributed Objects and Componer@avering component-based middleware and
case studies on Enterprise JavaBeans, Fractal and CORBA.

Designing Distributed Systenmdevoted to a major new case study on the Google
infrastructure.

Topics added to other chapter€loud computing, network virtualization, operating
system virtualization, message passing interface, unstructured peer-to-peer, tuple
spaces, loose coupling in relation to web services.

Other new case studiesSkype, Gnutella, TOTA, 3imbo, BitTorrent,End System
Multicast.

See the table on page XV for further details of the changes.

Xl
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(leading to radically different physical architectures), the need to support multimedia
services and the emergence of the cloathputing paradigm, which challenges our
perspective of distributed systems services.

The book aims to provide an understanding of the principles on which the Internet
and other distributed systems are based; #drehitecture, algorithms and design; and
how they meet the demands of contempodistributed applications. We begin with a
set of seven chapters that together cover the building blocks for a study of distributed
systems. The first two chapters provide a conceptual overview of the subject, outlining
the characteristics of distributed systems and the challenges that must be addressed i
their design: scalability, hetegeneity, security and failure handling being the most
significant. These chapters also develop abstramdets for understanding process
interaction, failure and security. Theye followed by other foundational chapters
devoted to the study of networkinigterprocess communication, remote invocation,
indirect communication and operating system support.

The next set of chapters covers the important topic of middleware, examining
different approaches to supporting distributed applications including distributed objects
and components, web services and alternative peer-to-peer solutions. We then cover th
well-established topics of security, distributed file systems and distributed naming
before moving on to important data-related aspects including distributed transactions
and data replication. Algithms associated with all these topics are covered as they arise
and also in separate chapters devoted to timing, coordination and agreement.

The book culminates in chapters that address the emerging areas of mobile and
ubiquitous computing and distributed multimedia systems before presenting a
substantial case study focusing on the design and implementation of the distributed
systems infrastructure that supports Googlé litterms of core search functionality
and the increasing range of additiosatvices offered by Google (for example, Gmail
and Google Earth). This last chapter has an important role in illustrating how all the
architectural concepts, algorithms and technologies introduced in the book can come
together in a coherent overall design for a given application domain.

Purposes and readership

The book is intended for use in undergraduate and introductory postgraduate courses. |
can equally be used for self-study. We take a top-down approach, addressing the issue
to be resolved in the design of distributed systems and describing successful approache
in the form of abstract models, algorithmsdagetailed case studies of widely used
systems. We cover the field in sufficient depth and breadth to enable readers to go on tc
study most research papers in the literature on distributed systems.

We aim to make the subject accessible to studembshave a basic knowledge of
object-oriented programming, operating systems and elementary computer architecture.
The book includes coverage of those aspedtcomputer networks relevant to
distributed systems, including the underlying tedbgies for the Internet and for wide
area, local area and wireless networks. Algorithms and interfaces are presented
throughout the book in Java or, in a feases, ANSI C. For brevity and clarity of
presentation, a form of pseudo-code derived from Java/C is also used.
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Foundations Distributed algorithms

1 Characterization of 14 Time and Global States

Distributed Systems 15 Coordination and Agreement
System Models

Networking and Internetworking
Interprocess Communication
Remote Invocation

Indirect Communication
Operating System Support

~N~No abhwN

Middleware y Shared data Y
8 Dist. Objects and Components 16 Transactions and Concurrency Control
9 Web Services » 17 Distributed Transactions
10 Peer-to-Peer Systems 18 Replication
System services i New challenges
11 Security 19 Mobile and Ubiguitous Computing
12 Distributed File Systems 20 Distributed Multimedia Systems
13 Name Services

Substantial case study

A2 Designing Distributed Systems:
Google Case Study

Organization of the book

The diagram shows the book’sagters under seven main togieas. It is intended to
provide a guide to thedok’s structure and to indicate recoranded navigation routes
for instructors wishing to provide, or readershing to achieveynderstanding of the
various subfields of distributed system design.

References

The existence of the World Wide Web has changed the way in which a book such as this
can be linked to source material, including research papers, technical specifications anc
standards. Many of the source documeares now available on the Web; some are
available only there. For reasons of brevity and readability, we employ a special form of
reference to web material that loosely resembles a URL: references such as
[www.omg.ord and www.rsasecurity.com] Irefer to documentation that is available
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only on the Web. They can be looked up in the reference list at the end of the book, but
the full URLs are given only in an online version of the reference list at the book’s web
site,www.cdk5.net/refsvhere they take the form of clickable links. Both versions of the
reference list include a more detailed explanation of this scheme.

Changes relative to the fourth edition

Before embarking on the writing of this new edition, we carried out a survey of teachers
who used the fourtkedition. From the results, we identified the new material required
and a number of changes to be made. In addition, we recognized the increasing diversity
of distributed systems, particularly in terms of the range of architectural approaches
available to distributed systems developers tod@ais required significant changes to

the book, especially in the earlier (foundational) chapters.

Overall, this led to our writing three entirely n@hapters, making substantial
changes to a number of other chapters and making numerous insertions throughout the
book to fold in new material. Many of the chapters have been changed to reflect new
information that has become available about the systems described. These changes al
summarized in the table below. To help teachers who have used the fourth edition,
wherever possible we have preserved the strueiopted from the previous edition.
Where material has been removed, we have placed this on our companion web site
together with material removed from previous editions. This includes the case studies
on ATM, interprocess communication in UNIX, CORBA (a shortened version of which
remains in Chapter 8), the Jidistributed events specification and Grid middleware
(featuring OGSA and the Globus t&i), as well as the chapter on distributed shared
memory (a brief summary of which is now included in Chapter 6).

Some of the chapters in the book, such as the new chapter on indirect
communication (Chapter 6), cover a lot of material. Teachers may elect to cover the
broad spectrum before choosing two or three techniques to examine in more detail (for
example, group communication, gives foundational role, and publish-subscribe or
message queues, given their prevalence in commercial distributed systems).

The chapter ordering has been changed to accommodate the new material and t
reflect changes in the relative importance of certain topiosa full understanding of
some topics readers may find it necessary to follow a forward reference. For example,
there is material in Chapter 9 on XML security tecjugis that will make better sense
once the sections that it references in Chapter 11 Security have been absorbed.

Acknowledgements

We are very grateful to the following teachers who participated in our survey: Guohong
Cao, Jose Fortes, Bahram Khalili, George Blank, Jinsong Ouyang, JoAnne Holliday,
George K. Thiruvathukal, Joel Wein, Tao Xie and Xiaobo Zhou.

We would like to thank th&llowing people who reviewed the new chapters or
provided other substantial help: Rob Allen, Roberto Baldoni, John Bates, Tom Berson,
Lynne Blair, Geoff Coulson, Paul Grace, Andrew Herbert, David Hutchison, Laurent
Mathy, Rajiv Ramdhany, Richard Sharp, Jean-Bernard Stefani, Rip Sohan, Francois
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New chapters:

6 Indirect Communication Includes evearsd notification from 4th edition.
8 Distributed Objects and Includes a precised version of the CORBA case
Components study from the 4th edition.
21 Designing Distributed Systems Inclugemajor new case study on Google

Chapters which have undergosebstantial changes:

1 Characterization of DS Significant restruairing of material
New Section 1.2: Examples distributed systems
Section 1.3.4: Cloud computing introduced

2 System Models Significant restruatring of material
New Section 2.2: Physical models
Section 2.3: Majorewrite to reflect new book
content and associated architectural perspectives

4 Interprocess Communication Several updates
Client-server communication moved to Chapter 5
New Section 4.5: Network ftualization (includes
case study on Skype)
New Section 4.6: Case study on MPI
Case study on IPC in UNIX removed

5 Remote Invocation Significant restruairing of material
Client-server communicatiomoved to here
Progression introduced from client-server
communication through RPC to RMI
Events and notification nved to Chapter 6

Chapters to which new material has been added/removed, but without structural changes:

3 Networking and Internetworking Several updates
Section 3.5: mizrial on ATM removed

7 Operating System Support New Sectior: OS virtualization
9 Web Services Section 9.2: Discussion added on loose coupling
10 Peer-to-Peer Systems New Section 10.5.3: Unstructured peer-to-peer
(including a new casgtudy on Gnutella)
15 Coordination and Agreement Material oogp communication moved to Ch. 6
18 Replication Material on group communication moved to Ch. 6

19 Mobile and Ubiquitous Computing Section 19.3.1: New material on tuple spaces
(TOTA and LZimbo)

20 Distributed Multimedia Systems e&ion 20.6: Nevcase studies added on
BitTorrent andEnd System Multicast

The remaining chapters haveceived only minor modifications.




XVI

PREFACE

Taiani, Peter Triantafillou, Gareth Tyson and ke Sir Maurice Wilkes. We would
also like to thank the staff at Google who provided insights into the design rationale for
Google Infrastructure, namely: Mike Burrows, Tushar Chandra, Walfredo Cirne, Jeff
Dean, Sanjay Ghemawat, Andrea Kirmse and John Reumann.

Our copy editor, Rachel Head also provided outstanding support.

Web site

As before, we continue to maintain a web site with a wide range of material designed to
assist teachers and readers. This web site can be accessed via the URL:

www.cdk5.net

The web site includes:

Instructores GuideWWe provide supporting material for teachers comprising:
» complete artwork of the boakvailable as PowerPoint files;
» chapter-by-chapter teaching hints;
» solutions to the exercises, protected by a password available only to teachers.

Reference listThe list of references that can be found at the end of the book is replicated
at the web site. The web versiohthe reference list includes active links for material
that is available online.

Errata list:A list of known errors in the book is maintained, with corrections. The errors
will be corrected when new impressions are printed aseparate errata list will be
provided for each impression. (Readers are encouraged to report any apparent error
they encounter to the email address below.)

Supplementary materidfVe maintain a set of supplementary material for each chapter.
This consists of source code for the proggamthe book and relevant reading material
that was present in previous editions of the book but was removed for reasons of space
References to this supplementary material appear in the book with links such as
www.cdk5.net/ipc(the URL for supplementary material relating to the Interprocess
Communication chapter). Two entire chapters from the 4th edition are not present in this
one; they can be accessed at the URLS:

CORBA Case Study www.cdk5.net/corba
Distributed Shared Memorywww.cdk5.net/dsm

George Coulouris
Jean Dollimore
Tim Kindberg
Gordon Blair
London, Bristol and Lancaster, 2011
authors@cdk5.net



CHARACTERIZATION OF
DISTRIBUTED SYSTEMS

1.1  Introduction

1.2 Examples of distributed systems
1.3  Trends in distributed systems

1.4  Focus on resource sharing

1.5 Challenges

1.6 Case study: The World Wide Web
1.7 Summary

A distributed system is one in which components located at networked computers
communicate and coordinate their actions only by passing messages. This definitio
leads to the following especially significant characteristics of distributed systems:
concurrency of components, lack of a global clock and independent failures of
components.

We look at several examples of modern distributed applications, including web
search, multiplayer online games and financial trading systems, and also examine the ki
underlying trends driving distributed systems today: the pervasive nature of modern
networking, the emergence of mobile and ubiquitous computing, the increasing
importance of distributed multimedia systems, and the trend towards viewing distributec
systems as a utility. The chapter then highlights resource sharing as a main motivation fc
constructing distributed systems. Resources may be managed by servers and accesse
by clients or they may be encapsulated as objects and accessed by other client objects

The challenges arising from the construction of distributed systems are the
heterogeneity of their components, openness (which allows components to be added c
replaced), security, scalability ... the ability to work well when the load or the number
users increases ... failure handling, concurrency of components, transparency ar
providing quality of service. Finally, the Web is discussed as an example of a large-sca
distributed system and its main features are introduced.
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1.1

Introduction

Networks of computers are everywhere. The Internet is one, as are the many networks
of which it is composed. Mobile phone networks, corporate networks, factory networks,
campus networks, home netikks, in-car networks. all of these, both separately and in
combination, share the essential characteristics that thake relevant subjects for
study under the headindistributed systemsin this book we aim to explain the
characteristics of networked computers that impact system designers and implementor:
and to present the main concepts and techniques that have been developed to help in tt
tasks of designing and implemergisystems that are based on them.

We define a distributed system as one/irich hardware or software components
located at networked computers communicate and coordinate their actions only by
passing messages. This simple definition coverstitiee range of systems in which
networked computers can usefully be deployed.

Computers that are connected by a netwody be spatially separated by any
distance. They may be on separate continents, in the same building or in the same room
Our definition of distributed systems has the following significant consequences:

Concurrency In a network of computerspncurrent program execution is the norm.

| can do my work on my computer while you do your work on yours, sharing
resources such as web pages or files when necessary. The capacity of the system t
handle shared resources can be increaseatidyng moreresources (for example.
computers) to the network. We will describe ways in which this extra capacity can be
usefully deployed at many points in this book. The coordination of concurrently
executing programs that share resources is algo@ortant andecurring topic.

No global clock When programs need to cooperate they coordinate their actions by

exchanging messages. Close coordination afegends on a shared idea of the time

at which the programs’ actions occur. But it turns out that there are limits to the

accuracy with which the computers in a network can synchronize their clocks — there
is no single global notion of the correct time. This is a direct consequence of the fact
that theonly communication is by sending messages through a network. Examples of
these timing problems and solutiongiem will be described in Chapter 14.

Independent failuresAll computer systems can fail, and it is the responsibility of
system designers to plan foetbonsequences of possible failures. Distributed systems
can fail in new ways. Faults in the netwoesult in the isolation of the computers that

are connected to it, but that doesn’t mean that they stop running. In fact, the programs
on them may not be able to detect whetiher network has failed or has become
unusually slow. Similarly, the failure of a computer, or the unexpected termination of
a program somewhere in the systerarésh), is not immediately made known to the
other components with which it commaates. Each component of the system can fail
independently, leaving the otherdlstinning. The consequences of this characteristic

of distributed systems will be a recurring theme throughout the book.

The prime motivation for constructing and usdistributed systems stems from a desire
to share resources. The term ‘resource’ is a rather abstract one, but it best characterize
the range of things that can usefully be shared in a networked computer system. It
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1.2

1.2.1

extends from hardware components such as disks and printers to software-defined
entities such as files, databases and dbjects of all kinds. It includes the stream of
video frames that emerges from a digital video camera and the audio connection that &
mobile phone call represents.

The purpose of this chapter is to convey a clear view of the nature of distributed
systems and the challenges that must be addressed in order to ensure that they a
successful. Section 1.2 gives some illustrative examples of distributed systems, with
Section 1.3 covering the key underlying trends driving recent developments. Section 1.4
focuses on the design of resource-sharing systems, while Section 1.5 describes the ke
challenges faced by the designers of distributed systems: heterogeneity, openness
security, scalability, failure halidg, concurrency, transparency and quality of service.
Section 1.6 presents a detailed case study of agewa! known distributed system, the
World Wide Web, illustrating how its design supports resource sharing.

Examples of distributed systems

The goal of this section is to providetivational examples of contemporary distributed
systems illustrating both the pervasive roléisfributed systems drthe great diversity
of the associated applications.

As mentioned in the introduction, networks are everywhere and underpin many
everyday services that we now take for granted: the Internet and the associated Worlc
Wide Web, web search, online gaming, email, social networks, eCommerce, etc. To
illustrate this point further, consider Figure Jwhich describes a selected range of key
commercial or social application sectors highlighsoge of the associated established
or emerging uses of distrbked systems technology.

As can be seen, distributed systems encompass many of the most significant
technological developments of recent years and hence an understanding of the
underlying technology is absolutely centimla knowledge of modern computing. The
figure also provides an initial insight intoetlwide range of applications in use today,
from relatively localized systems (as found, foammyle, in a car or aircraft) to global-
scale systems involving millions of nodes, fratata-centric services to processor-
intensive tasks, from systems bdiom very small and relately primitive sensors to
those incorporating powerful computational elements, from embedded systems to ones
that support a sophisticated interactive user experience, and so on.

We now look at more specific examples of distribiggstems to further illustrate
the diversity and indeed complexiy distributed systems provision today.

Web search

Web search has emerged as a major growth industry in the last decade, with recen
figures indicating that the global number of searches has risen to over 10 billion per
calendar month. The task of a web search engine is to index the entire contents of the
World Wide Web, encompassing a wide range of information styles including web

pages, multimedia sources and (scanned) books. This is a very complex task, as currer
estimates state that the Web consists of over 63 billion pages and one trillion unique web
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Figure 1.1  Selected application domains and associated networked applications

Finance and commerce

The information society

Creative industries and
entertainment

Healthcare

Education

Transport and logistics

Science

Environmental management

The growth of eCommerce as exemplified by companies such as
Amazon and eBay, and underlying payments technologies such as
PayPal; the associated emergence of online banking and trading and
also complex information dissemination systems for financial markets.

The growth of the World Wide Web as a repository of information and
knowledge; the development of web search engines such as Google
and Yahoo to search this vast repository; the emergence of digital
libraries and the large-scale digitization of legacy information sources
such as books (for example, Google Books); the increasing
significance of user-generated content through sites such as YouTube,
Wikipedia and Flickr; the emergence of social networking through
services such as Facebook and MySpace.

The emergence of online gaming as a novel and highly interactive form
of entertainment; the availabilitpf music and film in the home
through networked media centres and more widely in the Internet via
downloadable or streaming content; the role of user-generated content
(as mentioned above) as a new form of creativity, for example via
services such as YouTube; the creation of new forms of art and enter-
tainment enabled by emergent (including networked) technologies.

The growth of health informatics as a discipline with its emphasis on
online electronic patient recordsd related issuesf privacy; the
increasing role of telemedicine in supporting remote diagnosis or more
advanced services such as remote surgery (including collaborative
working between healthoa teams); the increasing application of
networking and embedded systems technology in assisted living, for
example for monitoring the elderly in their own homes.

The emergence of e-learning through for example web-based tools
such as virtual learning environments; associated support for distance
learning; support for collaborative or community-based learning.

The use of location technologies such as GPS in route finding systems
and more general traffic managemeystems; the modecar itself as

an example of a complex distributed system (also applies to other
forms of transport such as aircraft); the development of web-based map
services such as MapQuest, Google Maps and Google Earth.

The emergence of the Grid as a fundamental technology for eScience,
including the use of complex networks of computers to support the
storage, analysis and processing of (often very large quantities of)
scientific data; the associated use of the Grid as an enabling technology
for worldwide collaboration between groups of scientists.

The use of (networked) sensor technology to both monitor and manage
the natural environment, for example to provide early warning of
natural disasters such as earthquakes, floods or tsunamis and to co-
ordinate emergency response; the collation and analysis of global
environmental parameters to better understand complex natural
phenomena such as climate change.
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addresses. Given that most search engines analyze the entire web content and then car
out sophisticated processing on this enormdatsbase, this task itself represents a
major challenge for distributed systems design.

Google, the market leader in web search technology, has put significant effort into
the design of a sophisticated distribusdtem infrastructure to support search (and
indeed other Google applications and services such as Google Earth). This represent
one of the largest and most complex distributed systems installations in the history of
computing and hence demands close emation. Highlights of this infrastructure
include:

* an underlying physical infrastructure consisting of very large numbers of
networked computers located at data centres all around the world;

« adistributed file system designed to support very large files and heavily optimized
for the style of usage required by searcth atiher Googlepplications (especially
reading from files at high and sustained rates);

« an associated structured distributed storage system that offers fast access to ven
large datasets;

» alock service that offers distributed system functions such as distributed locking
and agreement;

« a programming model that supports the management of very large parallel and
distributed computations across the underlying physical infrastructure.

Further details on Googledistributed systems services andderlying communica-
tions support can be found in Chapter 21, apelfing case study of a modern distrib-
uted system in action.

Massively multiplayer online games (MMOGS)

Massively multiplger online games offer an immersive experience whereby very large
numbers of users interact through the Internéh wipersistent virtual world. Leading
examples of such games include Sony’s EverQuest Il and EVE Online from the Finnish
company CCP Games. Such worlds haveeiased significantly in sophistication and
now include, complex playing arenas (for example EVE, Online consists of a universe
with over 5,000 star systems) and multifarious social and economic systems. The
number of players is also rising, with systeabte to support over 50,000 simultaneous
online players (and the total number of players perhaps ten times this figure).

The engineering of MMOGs represents a major challenge for distributed systems
technologies, particularly because of the need for fast response times to preserve the use
experience of the game. Other challenges include the real-time propagation of events tc
the many players and maintaining asistent view of the shared world. This therefore
provides an excellent example of the challenges facing modern distributed systems
designers.

A number of solutions have been proposed for the design of massively multiplayer
online games:

« Perhaps surprisingly, the largest online game, EVE Online, utiliden&server
architecture where a single copy of the state of the world is maintained on a
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centralized server and accessed by clientnarag runningon players’ consoles

or other devices. To support large numbers of clients, the server is a complex
entity in its own right consisting of @uster architecture featuring hundreds of
computer nodes (this client-server approaalissussed in more detail in Section

1.4 and cluster approaches are discussed in Section 1.3.4). The centralized
architecture helps significantly in termo§ the management of the virtual world

and the single copy also eases consistenoyaras. The goal is then to ensure fast
response through optimizing network protocols and ensuring a rapid response to
incoming events. To support this, the load is partitioned by allocating individual
‘star systems’ to particular computers within the cluster, with highly loaded star
systems having their own dedicated computer and others sharing a computer.
Incoming events are directed to the right computers within the cluster by keeping
track of movement of players between star systems.

e Other MMOGs adopt more distributed architectures where the universe is
partitioned across a (potentially very large) number of servers that may also be
geographically ditributed. Users are then dynamically allocated a particular
server based on current usage patterns and also the network delays to the serve
(based on geographicatoximity for example). This style of architecture, which
is adopted by EverQuest, is naturally extensible by adding new servers.

» Most commercial systems adopt one of the two models presented above, but
researchers are also now looking at more radical architectures that are not basec
on client-server principles but rather adopt completely decentralized approaches
based on peer-to-peer technology where every participant contributes resources
(storage and processing) to accommodate the game. Further consideration of peer
to-peer solutions is deferred until Chapters 2 and 10).

1.2.3 Financial trading

As a final example, we look at distributed systemgpsufor financial trading markets.
The financial industry has long been the cutting edge of distributed systems
technology with its need, in particular, for real-time access to a wide range of
information sources (for example, current share prices and trends, economic and
political developments). The industry empdoyautomated monitoring and trading
applications (see below).

Note that the emphasis in such systenmishe communicatn and processing
of items of interest, known &ventdn distributed systems, with the need also to deliver
events reliably and in a timely manner to potentially very large numbers of clients who
have a stated interest in such information items. Examples of such events include a droy
in a share price, the release of the latest unemployment figures, and so on. This require
a very different style of underlying architecture froine styles mentioned above (for
example client-server), and such systems typically employ what are known as
distributed event-based systeriige present an illustration of a typical use of such
systems below and returntiuis important topic in more depth in Chapter 6.

Figure 1.2 illustrates a typical finaat trading system. This shows a series of
event feeds coming into a given financial institution. Such event feeds share the
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Figure 1.2  An example financial trading system
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following characteristics. Firstly, the sources are typically in a variety of formats, such
as Reuters market data events and FIX events (events following the specific format of
the Financial Information eXchange protocol), and indeed from different event
technologies, thus ilktrating the problem of hetegeneity as encountered in most
distributed systems (see also Section 1.5.1). The figure shows the use of adapters whic
translate heterogeneous formats into a cominternal format. Secondly, the trading
system must deal with a variety of event streamsralling at rapidrates, and often
requiring real-time processing to detect pattehat indicate tradg opportunities. This
used to be a manual process but competjtressures have leditereasing automation
in terms of what is known as Complex Event Processing (CEP), which offers a way of
composing event occurrences together into logieatporal or spatial patterns.

This approach is primarily usetb develop customized algorithmic trading
strategies covering both buying and sejliof stocks and shares, in particular looking
for patterns that indicate a trading opporturatyd then automatically responding by
placing and managing orders. &s example, consider tfi@llowing script:

WHEN
MSFT price moves outside 2% of MSFT Moving Average
FOLLOWED-BY (
MyBasket moves up by 0.5%
AND
HPQ's price moves up by 5%
OR
MSFT's price moves down by 2%

)
ALL WITHIN

any 2 minute time period
THEN

BUY MSFT

SELL HPQ
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This script is based on the functionality provided by Apamavj.progress.coip a
commercial product in the financial world originatlgveloped out of research carried

out at the University of Cambridge. The script detects a complex temporal sequence
based on the share prices of Microsoft, HP and a basket of other share prices, resulting
in decisions to buy or sell particular shares.

This style of technology is increasingly being used in other areas of financial
systems including the monitoring of trading activity to manage risk (in particular,
tracking exposure), to ensure compliance with regulations and to monitor for patterns of
activity that mightindicate fraudulent transactions. In such systems, events are typically
intercepted and passed through what is equivalent to a compliance and risk firewall
before being processed (see also the discussion of firewalls in Se&ibroelow).

Trends in distributed systems

Distributed systems are undergoing a period of significant change and this can be tracec
back to a number of influential trends:

» the emergence of pervasive networking technology;

» the emergence of ubiquitous computing coupled with the desire to support user
mobility in distributed systems;

 the increasing demand for multimedia services;

 the view of distributed systems as a utility.

Pervasive networking and the modern Internet

The modern Internet is a vast interconnected collecti@omputer networks of many
different types, with the range of types increasing all the time and now including, for
example, a wide range of wireless communication technologies such as WiFi, WiMAX,
Bluetooth (see Chapter 3) and third-generation mobile phone networks. The net result is
that networking has becama pervasive resource and devices can be connected (if
desired) at any time and in any place.

Figure 1.3 illustrates a typical portion ofettinternet. Programs running on the
computers connected to it interact by passing messages, employing a common means «
communication. The design and construction of the Internet communication
mechanisms (the Inteeh protocols) is a major technical achievement, enabling a
program running anywhere to address messages to programs anywhere else an
abstracting over the myriad of technologies mentioned above.

The Internet is also a very large distributed system. It enables users, wherever they
are, to make use of services such as the World Wide Web, email and file transfer.
(Indeed, the Web is sometimes incorrectly equated with the Internet.) The set of services
is open-ended — it can be extended by the addition of server computers and new types ¢
service. The figure shows a collection dfamets — subnetworks operated by companies
and other organizations and typicallytacted by firewalls. The role offiewall is to
protect an intranet by preventing unauthorized messages from leaving or entering. A
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Figure 1.3 A typical portion of the Internet
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firewall is implemented byiltering incoming and outgoing messages. Filtering might
be done by source or destiivat, or a firewall might abw only those messages related
to email and web access to pass into or out of the intranet that it protects. Internet Service
Providers (ISPs) are companies that provimeadband links andther types of
connection to individual users and small organizations, enabling them to access service:
anywhere in the Internet as well as providing local services such as email and web
hosting. The intranets are kied together by backbones.backbones a network link
with a high transmission capacity, ploying satellite conections, fibre optic cables
and other high-bandwidth circuits.

Note that some organizationsay not wish to connectelr internal networks to
the Internet at all. For example, police and other security and law enforcageecies
are likely to have at least some internal intranets that are isolated from the outside world
(the most effective firewall possible — the absence of any physical connections to the
Internet). Firewalls can also be phetmatic in distributedsystems by impeding
legitimate access to services when resource sharing between internal and external usel
is required. Hence, firewalls must often bemplemented bymore fine-grained
mechanisms and policies, as discussed in Chapter 11.

The implementation of the Internet atie services that it supports has entailed
the devebpment of practical solutis to many distributedystem issues (including
most of those defined in Section 1.5). We shall highlight those solutions throughout the
book, pointing out their scope ancethlimitations where appropriate.
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Mobile and ubiquitous computing

Technological advances in device miniaturizateord wireless networking have led
increasingly to the integration of small and portable computing devices into distributed
systems. These devices include:

e Laptop computers.

» Handheld devices, including mobile phones, smart phones, GPS-enabled devices,
pagers, personal digital assistants (PDAs), video cameras and digital cameras.

» Wearable devices, such as smart watches with functionality similar to a PDA.

» Devices embedded in appliances such as washing machines, hi-fi systems, cars
and refrigerators.

The portability of many of these devices, together with their ability to connect
conveniently to networks in different places, makebile computingossible. Mobile
computing is the performance obmputing tasks while the user is on the move, or
visiting places other than their usual environment. In mobile computing, users who are
away from their ‘home’ intranet (the intranet at work, or their residence) are still
provided with access to resources via the devices they carry with them. They can
continue to access the Internet; they can continue to access resources in their hom
intranet; and there isicreasing provision for users to utilize resources such as printers
or even sales points that a@nveniently nearby as theyove around. The latter is also
known adocation-awareor context-aware computingylobility introduces a number of
challenges for distributeslystems, including thneed to deal with variable connectivity

and indeed disconnection, and the need to maintain operation in the face of device
mobility (see the discussion on mobility transparency in Sedt®:T).

Ubiquitous computings the harnessing of many small, cheap computational
devices that are present in users’ physical environmeotading the home, office and
even natural settings. The term ‘ubiquitous’ is intended to suggest that small computing
devices will eventually become so pervasive in everyday objects that they are scarcely
noticed. That is, their computational behaviuilf be transparently and intimately tied
up with their physical function.

The presence of computers everywhere only becomes useful when they can
communicate with one another. For example, it may be convenient for users to control
their washing machine or their entertainmentaysfrom their phone or a ‘universal
remote control’ device in the home. Equally, the washing machine could notify the user
via a smart badge or phone when the washing is done.

Ubiquitous and mobile coputing overlap, since theahile user can in principle
benefit from computers that are everywhere. But #ireydistinct, in general. Ubiquitous
computing could benefit users ihthey remain in aingle environment such as the
home or a hospital. Similarly, shile computing has advantages eiféninvolves only
conventional, discrete computers and desisuch as laptops and printers.

Figure 1.4 shows a user who is visitigpost organization. The figure shows the
user's home intranet and the host intranet at theethit the user is visiting. Both
intranets are connected to the rest of the Internet.

The user has access to three forms of wireless connection. Their laptop has a
means of connecting to the host’s wireless LAN. This network provides coverage of a
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Figure 1.4

Portable and handheld devices in a distributed system
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few hundred metres (a floor of a building, say). It connects to the rest of the host intranet
via a gateway or access point. The user also has a mobile (cellular) telephone, which is
connected to the Internet. The phone gives access to the Web and other Internet service
constrained only by what can be presented ®sntall display, anthay also provide
location information via biltrin GPS functionality. Finally, the user carries a digital
camera, which can communicate over a personal area wireless network (with range uf
to about 10m) with a device such as a printer.

With a suitable system infrastructuree thiser can perform some simple tasks in
thehost site using the devictieey carry. While journeying tthe host site, the user can
fetch the latest stock prices from a wssver using the mobile phone and can also use
the built-in GPS and route finding software to get directions to the site location. During
the meeting with their hosts, the user can show them a recent photograph by sending i
from the digital camerdirectly to a suitably enabled (local) printer or projector in the
meeting room (discovereding a location service). This requiresly the wireless link
between the camera and printer or projector. And they can in principle send a document
from their laptop to the same printer, utilizitgtwireless LAN and wired Ethernet links
to the printer.

This scenario demonstrates the needsupportspontaneous interoperation,
whereby associations between devices are routinely created and destroyed — for exampl
by locating and using the host’s devices, saglprinters. The main challenge applying
to such situations is to make interoperation fast and convenient (that is, spontaneous)
even though the user is in an envir@mnthey may never have visited before. That
means enabling the visitor's device to communicate on the host network, and
associating the device with suitable local services — a process satléce discovery

Mobile and ubiquitous eoputing represent lively areasf research, and the
various dimensions mentionatiove are discusseddepth in Chapter 19.
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1.3.3

Distributed multimedia systems

Another important trend is the requirement to support multimedia services in distributed
systems. Multimedia support carefidly be defined as the abilito support a range of
media types in an integrated manner. One can expect a distributed system to support th
storage, transmission and presentation of what are often referred to as discrete medi
types, such as pictures or text messages. A distributed multimedia system should be abls
to perform the same functions for continuous media types such as audio and video; thaf
is, it should be able to store and locate audio or video files, to transmit them across the
network (possibly in real time as the streams emerge from a video camera), to support
the presentation of the media types to the user andnaiif also to share the media
types across a group of users.

The crucial characteristic of continuous media types is that they include a
temporal dimension, and indeed, the integritytteé media type is fundamentally
dependent on preserving real-tinedationships between elements of a media type. For
example, in a video presentation it is necessapydaserve a given throughput in terms
of frames per second and, for real-time streams, a ginaximum delay or latency for
the delivery of frames (this is one exampleoality of service, discussed in more detall
in Sectionl1.5.8).

The benefits of distributed multimidcomputing are considerable in that a wide
range of new (multimedia) services and applications can be provided on the desktop,
including access to live or pre-recorded television broadcasts, access to film libraries
offering video-on-demand services, access to music libraries, the provision of audio and
video conferencing facilities and integratiedephony features including IP telephony
or related technologies such as Skype, a peer-to-peer alternative to IP telephony (the
distributed system infrastructure underpinning Skype is discussed in Section 4.5.2).
Note that this technology is revolutionamychallenging manufacturers to rethink many
consumer devices. For example, what is the core home entertainment device of the
future — the computer, the television, or the games console?

Webcastings an application of distributed multimedia technology. Webcasting is
the ability to broadcast continuous media, typically audio or video, over the Internet. It
is now commonplace for major sporting or music events to be broadcast in this way,
often attracting large numbers of viewers (for example, the Live8 concert in 2005
attracted around 170,000 sittaneous users at its peak).

Distributed multimedia applications such as webcasting place considerable
demands on the underlying distributed infrastructure in terms of:

» providing support for an (extensible) rangfeencoding and encryption formats,
such as the MPEG series of standards (inctudlim example the popular MP3
standard otherwise known as MPEG-1, Audio Layer 3) and HDTV;

» providing a range of mechanisms to ensure that the desired quality of service can
be met;

» providing associated resource managem&mnategies, including appropriate
scheduling policies to support the desired quality of service;

« providing adaptation strategies to dealthwithe inevitable situation in open
systems where quality of service cannot be met or sustained.

Further discussion of such mechanisms can be found in Chapter 20.
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1.3.4 Distributed computing as a utility

With the increasing maturity of distributed systems infrastructure, a number of
companies are promotingettview of distributed resources aommodity or utility,
drawing the analogy between distributed resources and other utilities such as water or
electricity. With this model, resources are provided by appropriate service suppliers and
effectively rented rather than owned by the end user. This model applies to both physical
resources and more logical services:

» Physical resources such as storage and processing can be made available t
networked computers, removing the need to own such resources on their own. At
one end of the spectrum, a user may opt for a remote storage facility for file
storage requirements (for example, for multimedia data such as photographs,
music or video) and/or for backups. Similarly, this approach would enable a user
to rent one or more computational nodes, either to meet their basic computing
needs or indeed to perform distributed computation. At the other end of the
spectrum, users can access sophistical@d centres(networked facilities
offering access to repositories of often large volumes of data to users or
organizations) or indeed computational infrastructure using the sort of services
now provided by companies such as @mon and Google. Operating system
virtualization is a key enabling technology for this approach, implying that users
may actually be provided with services &wirtual rather than a physical node.
This offers greater flexibilityto the service supplier in terms of resource
management (operating system virtualization is discussed in more detail in
Chapter 7).

» Software services (as defined in Sectlof) can also be made available across the
global Internet using this approach. Indeed, many companies now offer a
comprehensive range of services for effective rental, including services such as
email and distributed calendars. Goodbe,example, bundles a range of business
services under the banner Google Appanv.google.com]l This development
is enabled by agreed standards for software services, for example as provided by
web services (see Chapter 9).

The termcloud computings used to capture this vision of computing as a utility. A
cloud is defined as a set of Internet-based application, storage and computing service:
sufficient to support most users’ needs, thus enabling them to largely or totally dispense
with local data storage and application software (Bigire 1.5). The term also
promotes a view of everything assarvice, from physical or virtual infrastructure
through to software, often paid for on a per-usage basis rather than purchased. Note tha
cloud computing reduces requirements on users’ devices, allowing very simple desktop
or portable devices to access a potentially wide range of resources and services.
Clouds are generally implemented on cluster computers to provide the necessary
scale and performance required by such servicesluster computeris a set of
interconnected computers that cooperate closely to provide a single, integrated high-
performance computing capability. Buitdj on projects such as the NOW (Network of
Workstations) Project at Berkeley [Andersenhal 1995, now.cs.berkeley.equand
Beowulf at NASA jvww.beowulf.ord, the trend is towards utilizing commodity
hardware both for the computers and fa thterconnecting netwosk Most clusters
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consist of commodity PCs running a standard (sometimes cut-down) version of an
operating system such as Linux, interconnected by a local area network. Companies
such as HP, Sun and IBM offer blade solutioidade serversare minimal
computational elements containing for example processing and (main memory) storage
capabilities. A blade system consists of a potenti@ige number of blade servers
contained within a blade enclosure. Other elemsitfi as power, cooling, persistent
storage (disks), networking adéplays, are providegither by the enclosure or through
virtualized solutions (discussed in Chapter 7). Through this solution, individual blade
servers can be much smaller and also cheaper to produce than commodity PCs.

The overall goal of cluster computerstés provide a range of cloud services,
including high-performance computirgpabilities, mass storagfor example through
data centres), and richer application services such as web search (Google, for exampl
relies on a massive cluster computer architecture to implement its search engine anc
other services, as discussed in Chapter 21).

Grid computing(as discussed in Chapter 9, Section 9.7.2) can also be viewed as
a form of cloud computing. The terms argglely synonymous anat times ill-defined,
but Grid computing cagenerally be viewed as a precursor to the more general paradigm
of cloud computing with a bias towardspport for scientifi@applications.

Focus on resource sharing

Users are so accustomed to the benefits of resource sharing that they may easily
overlook their significance. We routinely share hardware resources such as printers, date
resources such as files, and resources with more specific functionality such as searct
engines.
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Looked at from the point of view of hardware provision, we share equipment such
as printers and disks to reduce costs.d@df@r greater significance to users is the sharing
of the higher-level resources that play a part in their applications and in their everyday
work and social activities. For example, users are concerned with sharing data in the
form of a shared database or a set of web pages — not the disks and processors on whic
they are implemented. Similarly, users think in terms of shared resources such as a
search engine or a currency converter, without regard for the server or servers that
provide these.

In practice, patterns of resource sharing vary widely in their scope and in how
closely users work together. At one extreme, a search engine on the Web provides &
facility to users throughout the world, users who need never come into contact with one
another directly. At the other extreme, aomputer-supported cooperative working
(CSCW), a group of users who cooperate directly share resources such as documents i
a small, closed group. The pattern of sharing arel gbographic distribution of
particular users determines what mechanisms the system must supply to coordinate
users’ actions.

We use the termservicefor a distinct part of a computer system that manages a

collection of related resources and presents theationality to users and applications.
For example, we access shared files through a file service; we send documents tc
printers through a printing service; we buy goods through an electronic payment service.
The only access we have to the service is via the set of operations that it exports. Fol
example, a file service providesad write anddeleteoperations on files.

The fact that services restrict resource access to a well-defined set of operations is
in part standard software engineering practice. But it also reflects the physical
organization of distributed systems. Ras@s in a distributed system are physically
encapsulated within computers and can only be accessed from other computers by
means of communication. For effective sharing, each resource must be managed by
program that offers a communication interface enabling the resource to be accessed an
updated reliably and consistently.

The termserveris probably familiar to most readelstefers to a running program
(aproces$ on a networked computer that accepts requests from programs running on
other computers to perform a service and responds appropriately. The requesting
processes are referred todignts,and the overall approach is knowndignt-server
computing In this approach, requests are sent in messages from clients to a server anc
replies are sent in messages from the server to the clients. When the client sends
request for an operation to be carried out, we say that the iclieites an operation
upon the server. A congie interaction between a client and a server, from the point
when the client sends its request to when it receives the server’s response, is called
remote invocation

The same process may be both a client and a server, since servers sometime
invoke operations on other servers. The terms ‘client’ and ‘server’ apply only to the roles
played in a single request. Clients are active (making requests) and servers are passiv
(only waking up when they receive requests); servers run continuously, whereas clients
last only as long as the applications of which they form a part.

Note that while by default the terms ‘client’ and ‘server’ refgrrtmcessesather
than the computers that they execute upon, in everyday parlance those terms also refe
to the computers themselves. Amet distinction, which we shall discuss in Chapter 5,
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is that in a distributed system written in an object-oriented language, resources may be
encapsulated as objects and accessed by client objects, in which case we sgeak of a
objectinvoking a method uponserver object

Many, but certainly not all, distributesystems can be constructed entirely in the
form of interacting clients and servers. The World Wide Web, email and networked
printers all fit this model. We dises alternatives to client-server systems in Chapter 2.

An executing web browser is an example of a client. The web browser
communicates with a web server, to request web pages from it. We consider the Web
and its associated client-server architecture in more detail in Séddion

Challenges

The examples in Section 1.2 are intenttedlustrate the scope dfistributed systems

and to suggest the issues that arise girthesign. In many of them, significant
challenges were encountered and overcome. As the scope and scale of distribute
systems and applications is extended the same and other challenges are likely to b
encountered. In this section we describe the main challenges.

Heterogeneity

The Internet enables users to access services and run applications over a heterogeneo
collection of computers and networks. tel®geneity (that is, variety and difference)
applies to all of the following:

* networks;

e computer hardware;

* operating systems;

e programming languages;

* implementations by different developers.

Although the Internet consistd many different sorts of network (illustrated in Figure
1.3), their differences are masked by the fact that all of the computers attached to them
use the Internet protocols to communicate with one another. For example, a computer
attached to an Ethernet has an implementation of the Internet protocols over the
Ethernet, whereas a computer on a differentafarétwork will need an implementation
of the Internet protocols for that network. Chapter 3 explains how the Internet protocols
are implemented over a variety of different networks.

Data types such as integers maydggesented in different ways on different sorts
of hardware..for example, there are two alternatives for the byte ordering of integers.
These differences in representation must be dealt with if messages are to be exchange
between programs running on different hardware.

Although the operating systems of edmputers on the Internet need to include
an implementation of the Internet protocols, they do not necessarily all provide the same
application programming interface to these protocols. For example, the calls for
exchanging messages in UNIX are different from the calls in Windows.
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Different programming languages use different representations for characters and
data structures such as arrays and records. These differences must be addressed
programs written in different languages are to be able to communicate with one another.

Programs written by different developers cannot communicate with one another
unless they use common standards, for exanipleretwork commurdation and the
representation of primitive data itsnand data structures in messages. For this to
happen, standards need to be agreed and adopted — as have the Internet protocols.

Middleware €The term middleware applies to a software layer that provides a
programming abstraction as well as masking treterogeneity of the underlying
networks, hardware, operating systems and programming languages. The Common
Object Request Broker (CORBA), which is described in Chapters 4, 5 and 8, is an
example. Some middleware, such as Java Remethod Invocation (RMI) (see
Chapter 5), supports only a single programming language. Most middleware is
implemented over the Internet protocols, which themselves mask the differences of the
underlying networks, but all middleware dealith the differences in operating systems
and hardware — how this is done is the main topic of Chapter 4.

In addition to solving the problesnof heterogeneity, middleware provides a
uniform computational model for use liye programmers of servers and distributed
applications. Possible aodels include remote object invocation, remote event
notification, remote SQL access adidtributed transaction processing. For example,
CORBA provides remote objedhvocation, which allows an object in a program
running on one computer to invoke a methafdan object in a program running on
another computer. Its iplementation hides the fact that messages are passed over a
network in order to send the invocation request and its reply.

Heterogeneity and mobile code Ehe ternmobile codes used to refer to program code

that can be transferred from one computer tol@radnd run at the destination — Java
applets are an example. Code suitable for running on one computer is not necessarily
suitable for running on another because executable programs are normally specific both
to the instruction set and to the host operating system.

The virtual machineapproach provides a way of making code executable on a
variety of host computers: the compiler for a particular language generates code for a
virtual machine instead of a particular hardware order code. For example, the Java
compiler produces code for a Java virtual machine, which executes it by interpretation.
The Java virtual machine needs to be implemented once for each type of computer to
enable Java programs to run.

Today, the most commonly used form of mobile code is the inclusion Javascript
programs in some web pages loaded into client browsers. This extension of Web
technology is discussed further in Section 1.6.

Openness

The openness of a computer system is the characteristic that determines whether th
system can be extended aeinplemented in various wsa. The openness of distributed
systems is determined primarily liye degree to which new resource-sharing services
can be added and be made available for use by a variety of client programs.
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Openness cannot be achieved unless the specification and documentation of the
key software interfaces of the components of a system are made available to software
developers. In a word, the key interfaces jaublished This process is akin to the
standardization of interfaces, but it often bypasses official standardization procedures,
which are usually cumbersome and slow-moving.

However, the publication of interfaces is only the starting point for adding and
extending services in a distributed system. The challenge to designers is to tackle the
complexity of distributed systemesonsisting of many components engineered by
different people.

The designers of the Internet protocols introduced a series of documents called
‘Requests For Comments’, or RFCs, each of which is known by a number. The
specifications of the Internet communication protoeadse published in this series in
the early 1980s, followed by specifications for applications that run over them, such as
file transfer, email and telnet by the mid-1980s. Thactice has continued and forms
the basis of the technical documentation of the Internet. This series includes discussion:s
as well as the specifications of protocols. Copies can be obtainedvinemigtf.org.

Thus the publication of the original Internet communication protocols has enabled a
variety of Internet systems and applications including the Web to be built. RFCs are not
the only means of publication. Forample, the World Wide Web Consortium (W3C)
develops and publishes standards related to the working of the Web [www.w3.0rg].

Systems that are designed to support resouaringfin this way are termexpen
distributed system® emphasize the fact that they are extensible. They may be extended
at the hardware level by the addition of computers to the network and at the software
level by the introduction of new services dhd reimplementation of old ones, enabling
application programs to share resources. A further benefit that is often cited for open
systems is their independence from individual vendors.

To summarize:

» Open systems are characterized by the fact that their key interfaces are published.

» Open distributed systems are based on the provision of a uniform communication
mechanism and published interfaces for access to shared resources.

» Open distributed systems can be constructed from heterogeneous hardware anc
software, possibly from different vendors. But the conformance of each
component to the published standard must be carefully tested and verified if the
system is to work correctly.

Security

Many of the information resources that are made available and maintained in distributed
systems have a high intrinsi@alue to their users. Their security is therefore of
considerable importance. Security for information resources has three components:
confidentiality (protection against disclosure woauthorized individuals), integrity
(protection against alteration or corruption), aadailability (protection against
interference with the means to access the resources).

Section 1.1 pointed out that althougfe Internet allows a program in one
computer to communicate with a program in another computer irrespective of its
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location, security risks are associated with allowing free access to all of the resources in
an intranet. Althougta firewall can be used to form a barrier around an intranet,
restricting the traffic that can enter and leave, this does not deal with ensuring the
appropriate use of resources by users within an intranet, or with the appropriate use of
resources in the Internet, that are not protected by firewalls.

In a distributed system, clients send requests to access data managed by server:
which involves sending information messages over a network. For example:

1. A doctor might request access to hospital patient data or send additions to that data

2. In electronic commerce and banking, users send their credit card numbers across
the Internet.

In both examples, the challenge is to send deasitformation in a message over a
network in a secure manner. But security is not just a matter of concealing the contents
of messages — it also inves knowing for sure the identity of the user or other agent on
whose behalf a message was sent. In the fieshple, the server needs to know that the
user is really a doctor, and in the second example, the user needs to be sure of the identit
of the shop or bank with which they are dealing. The second challenge here is to identify
a remote user or other agent correctly. Both of these challenges can be met by the use «
encryption techniques developed for this purpose. They are used widely in the Internet
and are discussed in Chapter 11.

However, the following two security challenges have not yet been fully met:

Denial of service attacksAnother security problem is that a user may wish to
disrupt a service for some reason. This can be achieved by bombarding the service
with such a large number of pointlessuests that the serious users are unable to use

it. This is called aenial of servicattack. There have been several denial of service
attacks on well-known web services. Currently such attacks are countered by
attempting to catch and punish the perpetrators after the event, but that is not a
general solution to the problem. @dermeasures based on improvements in the
management of networks are undewvelopment, and these wile touched on in
Chapter 3.

Security of mobile codeMobile code needs to be handled with care. Consider
someone who receives an executable program as an electronic mail attachment: the
possible effects of running the program are unpredictable; for example, it may seem
to display an interesting picture but in reality it may access local resources, or perhaps
be part of a denial of service attack. Some measures for securing mobile code are
outlined in Chapter 11.

1.5.4 Scalability

Distributed systems operate effectively and efficiently at many different scales, ranging
from a small intranet to the Internet. A system is describedalableif it will remain
effective when there is a significant increaséhe number of resourcesd the number

of users. The number of computers and servers in the Internet has increased
dramatically. Figure 1.6 shows the increasing number of computers and web servers
during the 12-year history of the Web up to 2088kpn.org. It is interesting to note the
significant growth in both computers and web servers in this period, but also that the
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relative percentage is flattening ow trend that is explained by the growth of fixed and
mobile personal computing. One web sermesly also increasingly be hosted on
multiple computers.

The design of scalable distributed systems presents the following challenges:

Controlling the cost of physical resourceAs the demand for a resource grows, it
shoud be possible to extend the system, at reasonable cost, to meet it. For example,
the frequency with which files are accessed in an intranet is likely to grow as the
number of users and computers increases. It must be possible to add server computel
to avoid the performance bottleneck that would arise if a single file server had to
handle all file access requests. In general, for a systenmwéérs to be scalable, the
guantity of physical resources requitedsupport them should be at moshi3¢ that

is, proportional tan. For example, if a single file server can support 20 users, then
two such servers should be able to support 40 users. Although that sounds an obviou:
goal, it is not necessarily easy to achieve in practice, as we show in Chapter 12.

Controlling the performance losConsider the managemeuita set of data whose
sizeis proportional to the number of users or resources in the sysi@nexample,

the table with the correspondence between the domain names of computers and thei
Internet addresses held by the Domain Name System, which is used mainly to look
up DNS names such as www.amazon.com. Algorithms that use hierarchic structures
scale better than those that use linear structures. But even with hierarchic structures
an increase in size will result in some lasperformance: the time taken to access
hierarchically structured data isl@g n), wheren is the size of the set of data. For a
system to be scalable, the maximum perforoedoss should be no worse than this.

Preventing software resources running:ofin example of lack of scalability is
shown by thenumbers used as Internet (IP) addresses (computer addresses in the
Internet). In the late 1970s, it was decidedise 32 bits for this purpose, but as will

be explained in Chapter 3, the plipof available Internet addresses is running out.
For this reason, a new version of the protocol with 128-bit Internet addresses is being
adopted, and this will require modifications to many software components. To be fair

Figure 1.6  Growth of the Internétomputers and web servers)

Date Computers Web servers Percentage

1993, July 1,776,000 130 0.008
1995, July 6,642,000 23,500 0.4
1997, July 19,540,000 1,203,096 6
1999, July 56,218,000 6,598,697 12
2001, July 125,888,197 31,299,592 25
2003, July ~200,000,000 42,298,371 21

2005, July 353,284,187 67,571,581 19
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to the early designers of the Internet, there is no casodation to thigproblem. It is
difficult to predict the demanthat will be put on a system years ahead. Moreover,
overcompensating for future growth may be worse than adapting to a change when
we are forced to — larger Internet addresses will occupy extra space in messages an
in computer storage.

Avoiding performance bottlenecks general, algorithms should be decentralized
to avoid having performance bottlenecks. We illustrate this point with reference to
the predecessor of the Domain Name System, in which the name table was kept in &
single master file that could be downloaded to any computers that needed it. That was
fine when there were only a few hundred comeps in the Internet, but it soon
became a serious performance and administrative bottleneck. The Domain Name
System removed this bottleneck by pa@stitng the name table between servers
located throughout the Internet aadiministered locally — see Chapters 3 and 13.
Some shared resources are accessed very frequently; for example, many user:
may access the same web page, causing a decline in performance. We shall see i
Chapter 2 that caching and replication may be used to improve the performance of
resources that are very heavily used.

Ideally, the system and application software shoulcheet to change when the scale

of the system increases, but this is difficult to achieve. The issue of scale is a dominant
theme in the development of distributed systems. The techniques that have been
successful are discussed extensively in this book. They include the use of replicated dat:
(Chapter 18), the associated technique of caching (Chapters 2 and 12) and the
deployment of multiple servers to handlercoonly performed tasks, enabling several
similar tasks to be performed concurrently.

Failure handling

Computer systems someesmfail. When faults occur in hardware or software, programs

may produce incorrect results or may stop before they have completed the intended

computation. We shall discuss and classify a range of possible failure types that can

occur in the processes and networks that comprise a distributed system in Chapter 2.
Failures in a distributed system are partial — that is, some components fail while

others continue to function. Therefore thendling of failures is particularly difficult.

The following techniques for deag with failures are discussed throughout the book:

Detecting failures Some failures can be detected. For example, checksums can be

used to detect corrupted data in a message or a file. Chapter 2 explains that it is
difficult or even inpossible to detect some other failures, such as a remote crashed

server in the Internet. The challenge is to manage in the presence of failures that
cannot be detected but may be suspected.

Masking failures Some failures that have been detected can be hidden or made less
severe. Two examples of hiding failures:

1. Messages can be retransmitted when they fail to arrive.

2. File data can be written to a pair of disks so that if one is corrupted, the other may
still be correct.
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Just dropping a message that is corrupted is an example of making a fault less sever
— it could be retransmitted. The readeitl probably realize that the techniques
described for hiding failureare not guaranteed to work in the worst cases; for
example, the data on the second disk may be corrupted too, or the message may nc
get through in a reasonable time however often it is retransmitted.

Tolerating failures Most of the services in the Internet do exhibit failures — it would
not be practical for them to attempt to deted hide all of the failures that might
occur in such a large network with so many components. Their clients can be
designed to tolerate failures, which generailyolves the users tolerating them as
well. For example, when a web browser cannot contact a web server, it does not make
the user wait for ever while it keeps on tryinig informs the user about the problem,
leaving them free to try again later. Services that tolerate failures are discussed in the
paragraph on redundancy below.

Recovery from failuresRecovery involves the design of software so that the state of
permanent data can be recovered or ‘rolled back’ after a server has crashed. In
general, the computations performed by some programs will be incomplete when a
fault occurs, and the permanent data that they update (files and other material storec
in permanent storage) may not be in a consistent state. Recovery is described in
Chapter 17.

Redundancy Services can be made to tolerate failures by the use of redundant
components. Consider the following examples:

1. There should always be at least thfferent routes between any two routers in
the Internet.

2. In the Domain Name System, every name table is replicated in at least two
different servers.

3. A database may be replicated in several servers to ensure that the data remain
accessible after the failure of any single server; the servers can be designed to
detect faults in their peers; when a fault is detected in one server, clients are
redirected to the remaining servers.

The design of effective techniques for keeping replicas of rapidly changing data up-
to-date without excessive loss of performance is a challenge. Approaches are
discussed in Chapter 18.
Distributed systems provide a high degree of availability in the face of hardware faults.
Theavailability of a system is a measure of the proportiotinoé that it is available for
use. When one of the components in a distributed system fails, only the work that was
using the failed component is affected. A user maye to another coputer if the one
that they were using fails; a sery@pcess can be started on another computer.

Concurrency

Both services and applicatis provide resources that can be shared by clients in a
distributed system. There is therefore a possibility seatral clients will attempt to
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access a shared resource at the same time. For example, a data structure that records b
for an auction may be accessed very frequently when it gets close to the deadline time.
The process that manages a shared resource could take one client request at a tim
But that approach limits throughput. Therefore services and applications generally allow
multiple client requests to be processed concurrently. To make this more concrete,
suppose that each resource is encapsulated as an object and that invocations are execu
in concurrent threads. In this case it is possible that several threads may be executing
concurrently within an object, in which case their operations on the object may conflict
with one another and produce inconsistessults. For example, if two concurrent bids
at an auction are ‘Smith: $122" and ‘Jones: $111’, and the corresponding operations are
interleaved without any control, then they might get stored as ‘Smith: $111’ and ‘Jones:
$122'.

The moral of this story is that any object that represents a shared resource in a
distributed system mudie responsible for ensuring that it operates correctly in a
concurrent environment. This applies nmly to servers but also to objects in
applications. Therefore any programmer who takes an implementation of an object that
was not intended for use in a distributed system must do whatever is necessary to maks
it safe in a concurrent environment.

For an object to be safe in a concurrent environment, its operations must be
synchronized in such a way that its data remains consistent. This can be achieved by
standard techniques such as semaphores, whicheaténusost operating systems. This
topic and its extensioto collections of distributed shared objects are discussed in
Chapters 7 and 17.

Transparency

Transparency is defined as the concealment from the user and the application
programmer of the separation of components distributed system, gbat the system
is perceived as a whole rather than as a collection of independent components. The
implications of transparency are a major influence on the design of the system software.
The ANSA Reference Manual [ANSA 1989] and the International Organization
for Standardization’s Reference Model for Open Distributed Processing (RM-ODP)
[ISO 1992] identify eight forms ofransparency. We have paraphrased the original
ANSA definitions, replacing their migratiotransparency with our own mobility
transparency, whose scope is broader:

Access transparencgnables local and remote resources to be accessed using
identical operations.

Location transparencgnables resources to be accessed without knowledge of their
physical or network location (for exampighich building or IP address).

Concurrency transparenognables several processes to operate concurrently using
shared resources without interference between them.
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Replication transparencgnables multiple instances of resources to be used to
increase reliability and performance without knowledge of the replicas by users or
application programmers.

Failure transparencyenables the concealment of faults, allowing users and
application programs to complete their taskespite the failure of hardware or
software components.

Mobility transparencyallows the movement of resources and clients within a system
without affecting the operation of users or programs.

Performance transparencyllows the system to be reconfigured to improve
performance as loads vary.

Scaling transparencgllows the system and applications to expand in scale without
change to the system structure or the application algorithms.

The two most important transparencies are access and location transparency; theil
presence or absence most strongly affectstilization of distributed resources. They
are sometimes referred to togethenasvork transparency

As an illustration of access transparency, consider a graphical user interface with
folders, which is the same whether the files inside the folder are local or remote. Another
example is an API for files that uses the same operations to access both local and remot
files (see Chapter 12). As an example of a lack of access transparency, consider &
distributed system that does not allow you to access files on a remote computer unles:
you make use of the ftp program to do so.

Web resource names or URLs are location-transparent because the part of the
URL that identifies a web server domain namfers to a computer name in a domain,
rather than to an Internet address. However, URLs are not mobility-transparent, because
someone’s personal web page cannot move to their new place of work in a different
domain — all of the links in other paged! still point to the original page.

In general, identifiers such as URLSs that include the domain names of computers
prevent replication transparency. Altilgh the DNS allows a domain name to refer to
several computers, it pisust one of them when it loskip a name. Since a replication
scheme generally needs to be able to access all of the participating computers, it woulc
need to access each of the DNS entries by name.

As an illustration of the presence of network transparency, consider the use of an
electronic mail address suchf®ed.Flintstone@stoneit.carithe address consists of a
user’s name and a domain name. Sending mail to such a user does not involve knowing
their physical or network location. Nor does the procedure to send an email message
depend upon the location of the recipient. Thus electronic mail within the Internet
provides both location and access transparency (that is, network transparency).

Failure transparency can also be illustrated in the context of electronic mail, which
is eventually delivered, even when servers or communication links fail. The faults are
masked by attempting to retransmit messages until they are successfully delivered, evelr
if it takes several days. Middleware generally converts the failures of networks and
processes into programming-level exceptions (see Chapter 5 for an explanation).

To illustrate mobility transparency, considee ttase of mobile phones. Suppose
that both caller and callee are travelling by tiaidifferent parts of a country, moving
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from one environment (cell) to another. We regard the caller's phone as the client and
the callee’s phone as a resource. The two phone users making the call are unaware of th
mobility of the phones (the client and the resource) between cells.

Transparency hides and renders anonymous the resources that are not of direc
relevance to the task in hand for users and application programmers. For example, it is
generally desirable for similar hardware resourcelet@llocated interchangeably to
perform a task — the identity of a processor used to execute a process is generally hidde
from the user and remains anonymous. As pointed out in Section 1.3.2, this may not
always be what is required: for example, a traveller who attaches a laptop computer to
the local network in each office visited should make use of local services such as the
send mail service, using different servers at eachitocdEven withina building, it is
normal to arrange for a document to be printed@rticular, named printer: usually one
that is near to the user.

Quality of service

Once users are provided witie functionality that they require of a service, such as the
file service in a distributed system, we can go on to ask about the quality of the service
provided. The main nonfunctional propegiof systems that affect the quality of the
service experienced by clients and users ratiability, security and performance
Adaptabilityto meet changing system configurations and resource availability has been
recognized as a further important aspect of service quality.

Reliability and security issues are critical in thessign of most computer systems.

The performance aspect of quality of service was originally defined in terms of
responsiveness and computational throughput, but it has been redefined in terms of
ability to meet timeliness guarantees, as discussed in the following paragraphs.

Some applications, including multimadapplications, handkme-critical data—
streams of data that are required to be processed or transferred from one process t
another at a fixed rate. For example, a movie service might consist of a client program
that is retrieving a film from a video servamnd presenting it on the user’s screen. For a
satisfactory result the successive frames of video toelee displayed to the user within
some specified time limits.

In fact, the abbreviation QoS has effectively been commandeered to refer to the
ability of systems to meet such deadlinesatisievement depends upon the availability
of the necessary computing and network resources at the appropriate times. This implies
a requirement for the system to provide guaranteed computing and communication
resources that are sufficient to enable applications to complete each task on time (for
example, the task of displang a frame of video).

The networks commonly used today have high performaticeexample, BBC
iPlayer generally performs acceptabljbut when networks are heavily loaded their
performance can deteriorate, and no guarantees are provided. QoS applies to operatin
systems as well as networks. Each critical resource must be reserved by the application
that require QoS, and there must be resource managers that provide guarantees
Reservation requests that cannot be met are rejected. These issues will be addresse
further in Chapter 20.
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Case study: The World Wide Web

The World Wide Webwyww.w3.org | Berners-Lee 1991] is an evolving system for
publishing and accessing resources and services across the Internet. Through commonl
available web browsers, users retrieve and view mecits of many types, listen to
audio streams and view video streams, and interitlatan unlimited set of services.

The Web began life at the European centre for nuclear research (CERN),
Switzerland, in 1989 as a vehicle for exchanging documents between a community of
physicists connected by the Internet [Berners-Lee 1999]. A key feature of the Web is that
it provides ehypertextstructure among the documents that it stores, reflecting the users’
requirement to organize their knowledge. This means that documents dimks{or
hyperlink§ — references to other documents andusses that are also stored in the Web.

It is fundamental to the user’s experience of the Web that when they encounter a given
image or piece of text within a document, this will frequently be accompanied by links to
related documents and other resources. The structure of links can be arbitrarily complex anc
the set of resources that can be added is unlimited — the ‘web’ of links is indeed world-wide.
Bush [1945] conceived of hypertextual structures over 50 years ago; it was with the
development of the Internet that this idea could be manifested on a world-wide scale.

The Web is aropensystem: it can be extendedd implemented in new ways
without disturbing its existing functionality (see Section 1.5.2). First, its operation is
based on communication standards and decurar content standards that are freely
published and widely implemented. For example, there are many types of browser, eact
in many cases implemented on several platforms; and there are many implementation:s
of web servers. Any conforamt browser can retrieve resoes from any conformant
server. So users have access to browsers on the majority of the devices that they use
from mobile phones to desktop computers.

Second, the Web is open with respect to the types of resource that can be publishe
and shared on it. At its simplest, a resource on the Web is a web page or some other typ
of contentthat can be presented to the user, such as media files and documents in
Portable Document Format. If somebody invents, say, a new image-storage format, then
images in this format can immediately be publisbedhe Web. Users require a means
of viewing images in this new format, but browsers are designed to accommodate new
content-presentation functionality in tfe@m of ‘helper’ applications and ‘plug-ins’.

The Web has moved beyond these simple data resources to encompass service:
such as electronic purchasing of goods. It hasvedowithout changing its basic
architecture. The Web is based on three main standard technological components:

» the HyperText Markup Language (HTML), a language for specifying the contents
and layout of pages as they are displayed by web browsers;

» Uniform Resource Locators (URLS), also known as Uniform Resource |dentifiers
(URIs), which identify documents and other resources stored as part of the Web;

* a client-server system architecture, with standard rules for interaction (the
HyperText Transfer Protocol — HTTP) by whibtowsers and other clients fetch
documents and other resources from web servers. Figure 1.7 shows some wek
servers, and browsers making requests to them. It is an important feature that user:
may locate and manage their own web servers anywhere on the Internet.
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Figure 1.7  Web servers and web browsers
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We now discuss these components in turn, and in so doing explain the operation of
browsers and web servers when a user fetches web pages and clicks on the links withir
them.

HTML €The HyperText Markup Languagenvw.w3.org Il is used to specify the text
and images that make up the contents of a web page, and to specify how they are lai
out and formatted for presentation to the user. A web page contains such structured item:
as headings, paragraphs, tables and images. HTML is also used to specify links anc
which resources are associated with them.

Users may produce HTML by hand, usingtandard text editor, but they more
commonly use an HTML-aware ‘wysiwyg’ editorathgenerates HTML from a layout
that they create graphically. A typical piece of HTML text follows:

<IMG SRC = “http://www.cdk5.netebExample/Images/earth.jpg”> 1
<P> 2
Welcome to Earth! Visitors may also be interested in taking a look at the 3
<A HREF = “http://www.cdk5.net/WebExample/moon.html”>Moon</A>. 4

</P> 5

This HTML text is stored in a file that a web server eaness — let us say the file
earth.html A browser retrieves the contents of this file from a web server — in this case
a server on a computer calleghw.cdk5.netThe browser reads the content returned by
the server and renders it into formatted text anag@s laid out on a web page in the
familiar fashion. Only the browsernet the server — interpethe HTML text. But the
server does inform the browser of the type of caniteis returning, to distinguish it
from, say, a document in Portable Document Format. The server can infer the content
type from the filenam extension ‘.html'.

Note that the HTML directives, known &gs, are enclosed by angle brackets,
such as<P>. Line 1 of the example identifies a file containing an image for
presentation. Its URL i&ttp://www.cdk5.net/WebExample/Images/earth.jpges 2
and 5 are directives to begin and end agraah, respectively. Lines&hd 4 contain
text to be displayed on the wphge in the standard paragraph format.
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Line 4 specifies a link in the web page. It contains the word ‘Moon’ surrounded
by two related HTML tagssA HREF...>and</A>. The text between these tags is what
appears in the link as it is presented on the web page. Most browsers are configured tc
show the text of links underlined by defiaso what the user will see in that paragraph
is:

Welcome to Earth! Visitors may also be interested in taking a look Mdbe.

The browser records the association between tikéslidisplayed text and the URL
contained in thecA HREF...>tag — in this case:

http://www.cdk5.net/WebExample/moon.html

When the user clicks on the text, the browser retrieves the resource identified by the
corresponding URL and presents it to the user. In the example, the resource is an HTML
file specifying a web page about the Moon.

URLs €The purpose of a Uniform Resource Locatew{v.w3.org Il1] is to identify a
resource. Indeed, the term used in web architecture documents is Uniform Resource
Identifier (URI), but in this book the better-known term URL will be used when no
confusion can arise. Browsers examine URLs in order to access the corresponding
resources. Sometimes the user types a URL into the browser. More commonly, the
browser looks up the corresponding URL when the user clicks on a link or selects one
of their ‘bookmarks’; or when the browser fetches a resource embedded in a web page
such as an image.

Every URL, in its full, absolute form, has two top-level components:

scheme : scheme-specific-identifier

The first component, the ‘scheme’, declares which type of URL this is. URLs are
required to identify a variety of resources. For examphailto:joe@anlISP.net
identifies a user's email addreftp;//ftp.downloadlt.com/dtware/aProg.exéentifies

a file that is to be retrieved usingetRile Transfer Protocol (FTP) rather than the more
commonly used protocol HTTP. Iadr examples of schemes are ‘tel’ (used to specify a
telephone number to dial, which is peudfiarly useful when browsing on a mobile
phone) and ‘tag’ (used to identify an arbitrary entity).

The Web is open with respect to the types of resources it can be used to access, b
virtue of the scheme designators in URLs. If sbody invents a useful new type of
‘widget’ resource — perhaps with its owddressing scheme for locating widgets and its
own protocol for accessing them — then the world can start using URLs of the form
widget:....Of course, browsers must be given the capability to use the new ‘widget’
protocol, but this can be done by adding a plug-in.

HTTP URLs are the most widely used, for accessing resources using the standard
HTTP protocol. An HTTP URL has two main jobs: to identify which web server
maintains the resource, and to identify which of the resources at that server is required.
Figure 1.7 shows three browsers issuing requests for resources managed by three we
servers. The topmost browser is issuing a query to a search engine. The middle browse
requires the default page of another web site. The bottommost browser requires a wet
page that is specified in full, including a path name relative to the server. The files for a
given web server are maintained in one or more subtrees (directories) of the server’s file
system, and each resource is identified by a path name relative to the server.
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In general, HTTP URLs araf the following form:
http:// servername [:port] [/pathName] [?query] [ #fragment]

where items in square brackets ardapl. A full HTTP URL always begins with the
string ‘http://’ followed by a server namexpressed as a Domain Name System (DNS)
name (see Section 13.2). The server’s DNS niaroptionally followed by the number
of the ‘port’ on which the server listens for requests (see Chapter 4), which is 80 by
default. Then comes an optiomath name of the server’s resource. If this is absent then
the server’'s default web page is required. Finally, the URL optionally ends in a query
component — for example, when a user submits the entries in a form such as a searc
engine’s query page — and/or a fragment identifier, which idengfesmponent of the
resource.

Consider the URLs:

http://www.cdk5.net
http://www.w3.org/standards/faq.html#conformance
http://www.google.com/search?q=obama

These can be broken down as follows:

Server DNS nam¢ Path name Query Fragment
www.cdk5.net (default) (none) (none)
www.w3.0rg standards/fag.html (none) intro
www.google.com search g=obama (none)

The first URL designates the default page supplieahoy.cdk5.nefThe next identifies

a fragment of an HTML file whose path namet&ndards/fag.htnrelative to the server
www.w3.org The fragment’s identifier (specified after th# character in the URL) is

intro, and a browser will search for that fragment id@mtwithin the HTML text after

it has downloaded the whole file. Thard URL specifies a query to a search engine.
The path identifies a program called ‘search’, and the string after the *?’ character
encodes a query string supplied as arguments to this program. We discuss URLSs tha
identify programmatic resources in more detail when we consider more advanced
features below.

Publishing a resourcaVhile the Web has a clearly defined model for accessing a
resource from its URL, the exact methods for publishing resources on the Web are
dependent upon the web server implementation. In terms of low-level mechanisms, the
simplest method of publishing a resource on the Web is to place the corresponding file
in a directory that the web server can access. Knowing the name of theSsandea

path name for the fil@ that the server can recognize, the user then constructs the URL
ashttp://S/P. The user puts this URL in a link froam existing documeror distributes

the URL to other users, for example by email.

It is common for such concerrte be hidden from users when they generate
content. For example, ‘bloggers’ typically use software tools, themselves implemented
as web pages, to create organized collections of journal pages. Product pages for :
company’s web site are typically created usimpm@tent management systeagain by
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directly interacting with the web site through administrative web pages. The database or
file system on which the product pages are based is transparent.

Finally, Huanget al. [2000] provide a model for inserting content into the Web
with minimal human intervention. This is phaularly relevant where users need to
extract content from a variety of devices;lsas cameras, for publication in web pages.

HTTP €The HyperText Transfer Protocaljvw.w3.org IV] defines the ways in which
browsers and other types of client interact with web servers. Chapter 5 will consider
HTTP in more detail, but here we outlinentgin features (restricting our discussion to
the retrieval of resources in files):

Request-reply interactiondHTTP is a ‘request-reply’ protocol. The client sends a
request message to the server containing the URL of the required resource. The
server looks up the path name and, if it exists, sends back the resource’s content in ¢
reply message to the client. Otherwisesahds back an error response such as the
familiar ‘404 Not Found’. HTTP defis a small set of operationsmethodghat can

be performed on a resource. The most comarenGET, to retrieve data from the
resource, and POST, to provide data to the resource.

Content typesBrowsers are not necessarily capable of handling every type of
content. When a browser makes a request, it inclutissd the types of content it
prefers — for example, in principle it may be able to display images in ‘GIF’ format
but not ‘JPEG’ format. The server may be able to take this into account when it
returns content to the browser. The server includes the content type in the reply
message so that the browser will know how to process it. The strings that denote the
type of content are called MIME types, and they are standardized in RFC 1521 [Freed
and Borenstein 1996]. For example, if the content is of type ‘text/html’ then a
browser will interpret the text as HTML and displayif the content is of type
‘image/GIF’ then the browser will renddr as an image in ‘GIF’ format; if the
content type is ‘application/zip’ then it is data compressed in ‘zip’ format, and the
browser will launch an external helper application to decompress it. The set of
actions that a browser will take for a given type of content is configurable, and
readers may care to check these settings for their own browsers.

One resource per requesClients specify one resource per HTTP request. If a web
page contains nine images, say, then the browser will issue a total of ten separate
requests to obtain the entire contents of the page. Browsers typically make several
requests concurrently, to reduce the overall delay to the user.

Simple access controBy default, any user with network connectivity to a web
server can access any of its published resources. If users wish to restrict access to
resource, then they can configure the server to issue a ‘challenge’ to any client that
requests it. The corresponding user then hpsotee that they have the right to access

the resource, for example, by typing in a password.

Dynamic pages €o far we have described how useais publish web pages and other
content stored in files on the Web. However, much of the users’ experience of the Web
is that of interacting with services rather thaatrieving data. For example, when
purchasing an item at an online store, the user often fills ewgbaformto provide
personal details or to specify exactly what they wish to purchase. A web form is a web
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page containing instructions for the user and input widgets such as text fields and check
boxes. When the user submits the form (usually by pressing a button or the ‘return’ key),
the browser sends an HTTP request to a web server, containing the values that the use
has entered.

Since the result of the ragst depends upon the user’s input, the server has to
processthe user’s input. Therefore the URL os initial component designates a
programon the server, not a file. If the user’s input is a reasonably small set of
parameters it is often sent as theery component of the URL, using the GET
method; alternatively, it is sent as additional data in the request using the POST
method. For example, a request containtimg following URL invokes a program
called ‘search’ at www.google.com and specifies a query string of ‘obama’:
http://www.google.com/search?q=obama.

That ‘search’ program produces HTML text as its output, and the user will see a
listing of pages that contain the word ‘obama’. (The reader may care to enter a query
into their favourite search engine and notice the URL that the browser displays when the
result is returned.) The server returns théVHLTtext that the program generates just as
though it had retrieved it from a file. In other words, the difference between static
content fetched from a file and content that is dyaityi generated iransparent to
the browser.

A program that web servers run to gene@intent for their clients is referred to
as a Common Gateway Interface (CGIl) program. A CGI program may have any
application-specific functionalityas long as it can parse the arguments that the client
provides to it and produce content of the required type (usually HTML text). The
program will often consult or update a database in processing the request.

Downloaded codeA CGI program runs at the server. Sometimes the designers of web
services require some service-related code to run inside the browser, at the user’s
computer. In particular, coderitten in Javascript yww.netscape.copnis often
downloaded with a web page containing a form, in order to provide better-quality
interaction with the user than that suppotigdHTML’s standard widgets. A Javascript-
enhanced page can give the user idiate feedback on invalid entries, instead of
forcing the user to check the values at the server, which would take much longer.

Javascript can also be used to update parts of a web page’s contents without
fetching an entirely new version of the page and re-rendering it. These dynamic updates
occur either due to a user action (such as clicking on a link or a radio button), or when
the browser acquires new data from the server that supplied the web page. In the latte|
case, since the timing of the data’s arrival is unconnected with any user action at the
browser itself, it is termedsynchronousA technique known a&JAX(Asynchronous
Javascript And XML) is used in such cases. AJAX is described more fully in Section
2.3.2.

An alternative to a Javascript program isagplet an application written in the
Java language [Flanagan 2002], ehthe browser automatically downloads and runs
when it fetches a corresponding web page.léggpnay access the network and provide
customized user interfaces. For example, ‘chat’ applications are sometimes
implemented as applets that run on the users’ browsers, together with a server program
The applets send the users’ text to the server, whichriristributes it to all the applets
for presentation to the user. We discuss applets in more detail in Section 2.3.1.
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Web services €50 far we have discussed the Web lardedyn the point of view of a
user operating a browser. But programs other than browsers can be clients of the Web
too; indeed, programmatic access to web resources is commonplace.

However, HTML is inadequate for programmatic interoperation. There is an
increasing need to exchange many types of structured data on the Web, but HTML is
limited in that it is not extensié to applications beyond information browsing. HTML
has a static set of structures such as paragraptishey are boungp with the way that
the data is to be presentedusers. The Extensible Markup Language (XML) (see
Section 4.3.3) has been designed as a wagpresenting data inastdard, structured,
application-specific forms. In principle, data expressed in XML is portable between
applications since it iself-describingit contains the names, types and structure of the
data elements within it. For example, XML may be used to describe products or
information about users, for mardifferent services or applications. In the HTTP
protocol, XML data can be transmitted by @ST and GET operations. In AJAX it
can be used to provide data to Javascript programs in browsers.

Web resources provide service-specific operations. For example, in the store at
amazon.com, web service operations include one to ardeok and another to check
the current status of an order. As we have mentioned, HTTP provides a small set of
operations that are applicable to any resource. These include principally the GET and
POST methods on existing resources, and the PUT and DELETE operations,
respectively. for creating and deleting web resources. Any operation on a resource car
be invoked using one of the GET or POST methods, with structured content used to
specify the operation’s parameters, results and error responses. The so-called RES
(REpresentational State Transfer) aetture for web services [Hding 2000] adopts
this approach on the basis of its extensibility: every resource on the Web has a URL and
responds to the same set of operatiaftough the processing of the operations can
vary widely from resource to resource. The flip-side of that extensibility can be a lack
of robustness in how software operates. Chapter 9 further describes REST and takes a
in-depth look at the web services framework, which enables the designers of web
services to describe to programmers more specifically what service-specific operations
are available and how clients must access them.

Discussion of the Web &he Web's phenomenal success rests upon the relative ease
with which many individual and organizational sources can publish resources, the
suitability of its hypertext structure for organizingany types of information, and the
openness of its system architecture. The standardswpich its architecture is based

are simple and they were widgdyblished at an early stage. They have enabled many
new types of resources and services to be integrated.

The Web's success belies some design probl First, its hypertext model is
lacking in some respects. If a resource is deleted or moved, so-called ‘dangling’ links to
that resource may still remain, causing frattm for users. And there is the familiar
problem of users getting ‘lost in hyperspace’. Users often find themselves confused,
following many disparate links, referengi pages from a disparate collection of
sources, and of dubious reliability in some cases.

Search engines are a highly popular alternativieltowing links as a means of
finding information on the Web, but these are imperfect at producing what the user
specifically intends. One approach to this problem, exemplified in the Resource
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Description Frameworkwww.w3.0rg V], is to produce standard vocabularies, syntax
and semantics for expressing metadata about the things in our world, and to encapsulat
that metadata in corresponding web resources for programmatic access. Rather thal
searching for words that occur in web pages, programs can then, in principle, perform
searches against the metadata to compile lists of related links based on semantic
matching. Collectively, the web of linked tadata resources is what is meant by the
semantic web.

As a system architecture the Web faces problems of scale. Popular web servers
may experience many ‘hits’ per second, and as a result the response to users can be slo
Chapter 2 describes the use of caching in browsers and proxy servers to increase
responsiveness, and theidion of the server'toad across clusters of computers.

Summary

Distributed systems are everywhere. The Internet enables users throughout the world tc
access its services wherever they may be located. Each organization manages a
intranet, which provides local services and Internet services for local users and generally
provides services to other users in the rimte Small digibuted systems can be
constructed from mobile cgoaters and other smatiomputational devices that are
attached to a wireless network.

Resource sharing is the main motivgtifactor for constructing distributed
systems. Resources such as printers, files, web pages or database records are manac
by servers of the appropriate type. For example, web servers manage web pages an
other web resources. Resources are accessed by clienexample, the clients of web
servers are generally called browsers.

The construction of distributed stgms produces many challenges:

Heterogeneity They must be constructed from a variety of different networks,
operating systems, computer hardware and programming languages. The Internet
communication protocols mask the difference in networks, and middleware can deal
with the other differences.

Openness Distributed systems should be extiées — the first step is to publish the
interfaces of the components, but the integration of components written by different
programmers is a real challenge.

Security Encryption can be used to provide adequate protection of shared resources
and to keep sensitive information secret when it is transmitted in messages over a
network. Denial of service attacks are still a problem.

Scalability A distributed system is scalable if the cost of adding a user is a constant

amount in terms of the resources that must be added. The algorithms used to acces
shared data should avoid performance bottlenecks and data should be structurec
hierarchically to get the best access times. Frequently accessed data can be replicate

Failure handling Any process, computer or network may fail independently of the
others. Therefore each component needs to be aware of the possible ways in whict
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the components it depends on may fail and be designed to deal with each of those
failures appropriately.

Concurrency The presence of multiple users in a distributed system is a source of
concurrent requests to its resources. Each resource must be designed to be safe in
concurrent environment.

Transparency The aim is to make certain aspects dftrifbution invisible to the
application programmer so that they neely &m@ concerned with the design of their
particular application. For example, they need not be concerned with its location or
the details of how its operations are accessed by other components, or whether it will
be replicated or migrated. Even failures of networks and processes can be presente
to application programmers in the form of exceptions — but they must be handled.

Quality of servicelt is not sufficient to provide access to services in distributed
systems. In particular, it is also imgant to provide guarantees regarding the
gualities associated with such serviceemsc Examples of such qualities include

parameters related to performance, security and reliability.

EXERCISES

Give five types of hardware resource and fiyges of data or software resource that can
usefully be shared. Give examples of their sharing as it occurs in practice in distributed
systems. pages 2, 14

How might the clocks in twacomputers that are linked by a local network be
synchronized without reference to amternal time source? Whéactors limit the
accuracy of the procedure you have described? ¢tahd the clocks in a large number

of computers connected by the Internet be synchronized? Discuss the accuracy of tha
procedure. page 2

Consider the implementation strategies for massively multiplayer online games as
discussed in Section 1.2.2. In particular, what achga® do you see in adopting a single
server approach for representing the state of the multiplayer game? What problems car
you identify and how ngiht they be resolved? page 5

A user arrives at a railway station that they haneisited before, carrying a PDA that

is capable of wireless networking. Suggest how the user could be provided with
information about the local services and amenities at that station, without entering the
station’s name or attributes. What technical challenges must be overcorpage 13

Compare and contrast cloud computing witbre traditional client-server computing?
What is novel about cloud computing as a concept? pages 13, 14

Use the World Wide Web as an example to illustrate the concept of resource sharing,
client and server. What are the advantages and disadvantages of HTML, URLs and
HTTP as core technologies for information browsing? Are any of these technologies
suitable as a basis for client-server computing in general? pages 14, 26
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A server program written in ondanguage (for example, C++) provides the
implementation of a BLOB object that is intended to be accessed by clients that may be
written in a different language (for example, Java). The client and server computers may
have different hardware, but all of them are attached to an internet. Describe the
problems due to each of the five aspects of heterogeneity that need to be solved to mak
it possible for a client object to invoke a method on the server object. page 16

An open distributed system allowew resource-sharing services such as the BLOB
object in Exercise 1.7 to be added and accessed by a variety of client programs. Discus
in the context of this example, to what extent the needs of openness differ from those of
heterogeneity. page 17

Suppose that the operations of the BLOB object are separated into two categories -
public operations that are available to all users and protected operations that are
available only to certain named users. State all@ptbhblems involvedh ensuring that

only the named users can use a protected operation. Supposing that access to a protect
operation provides information that should not be revealed to all users, what further

problems arise? page 18

The INFO service manages a potentially very large set of resources, each of which can
be accessed by users througtitne Internet by means of a key (a string name). Discuss
an approach to the design of the names of the resources that achieves the minimum los
of performance as the number of resources in the service increases. Suggest how th
INFO service can be implemented so as to avoid performance bottlenecks when the
number of users becomes very large. page 19

List the three main software components that may fail when a client process invokes a
method in a server objediving an example of a failure in each case. Suggest how the
components can be made to tolerate one another’s failures page 21

A server process maintains a shared information object such as the BLOB object of
Exercise 1.7. Give arguments for and against allowing the client requests to be executec
concurrently by the server. In the case that they are executed concurrently, give an
example of possible ‘interference’ that can occur between the operations of different
clients. Suggest how such interference may be prevented. page 22

A service is implemented by several servers. Explain why resources might be
transferred between them. Would it be satisfactory fentd to multicasall requests to
the group of servers as a way of achieving mobility transparency for clieptgfe 23

Resources in the World Wide Web and other services are named by URLs. What do the
initials URL denote? Give examples of three different sorts of web resources that can be
named by URLs. page 26

Give an example of an HTTP URL. List the main components of an HTTP URL, stating
how their boundaries are denoted and itating each one from your example. To what
extent is an HTTP URL location-transparent? page 26






SYSTEM MODELS

2.1  Introduction

2.2  Physical models

2.3  Architectural models
2.4  Fundamental models
2.5 Summary

This chapter provides an explanation of three important and complementary ways il
which the design of distributed systems can usefully be described and discussed:

Physical modefsonsider the types of computers and devices that constitute a system
and their interconnectivity, without details of specific technologies.

Architectural mode/slescribe a system in terms of the computational and
communication tasks performed by its computational elements; the computational
elements being individual computers or aggregatibeof supported by appropriate
network interconnectionsClient-serverand peer-to-peerare two of the most
commonly used forms of architectural model for distributed systems.

Fundamental modetake an abstract perspective in order to describe solutions to
individual issues faced by most distributed systems.

There is no global time in a distributed system, so the clocks on different computers dc
not necessarily give the same time as one another. All communication between processt
is achieved by means of messages. Message communication over a computer netwo
can be affected by delays, can suffer from a variety of failures and is vulnerable to securi
attacks. These issues are addressed by three models:

€ The interaction model deals with performance and with the difficulty of setting time
limits in a distributed system, for example for message delivery.

€ The failure model attempts to give a precise specification of the faults that can b
exhibited by processes and communication channels. It defines reliable
communication and correct processes.

€ The security model discusses the possible threats to processes and communicatio
channels. It introduces the concept of a secure channel, which is secure agains
those threats.

37
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2.1

Introduction

Systems that are intended for use in real-werlglironments should be designed to
function correctly in the widest possible range of circumstances and in the face of many
possible difficulties and threaffor some examples, see the katxthe bottom of this
page). The discussion and examples of Chapter 1 suggest that distributed systems of
different types share important underlyipgperties and give gé to common design
problems. In this chapter we shdow the propertieand design issues of distributed
systems can be captured and discussed through tbédescriptive modsl Each type

of model is intended to provide an abstraotplified but constent description of a
relevant aspect of distributed system design:

Physical modelsare the most explicit way in which to debaia system; they
capture the hardware composition of a system in terms of the computers (and other
devices, such as mobile phones) #rar intercomecting networks.

Architectural modelsdescribe a system in terms of the computational and
communication tasks performed by itemputational elements; the computational

elements being individual computers or egggates of them supported by appropriate
network interconnections.

Fundamental modelsake an abstract perspective in @rdo examine individual
aspects of a distributed system. In thiager we introduce fundam@hmodels that
examine three important aspects of distributed systiresaction modelswhich
consider the structure and sequencing of the communication between the elements o
the systemfailure models which consider the ways in which a system may fail to
operate correctly andecurity modelswhich consider how the system is protected
against attempts to interfere with its correct operation or to steal its data.

Difficulties and threats for distributed systems Here are some of the problems that
the designers of distributed systems face.

Widely varying modes of us€he component parts of systems are subject to wide
variations in workload — for example, some web pages are accessed several million
times a day. Some parts of a system bagisconnected, @oorly connected some

of the time — for example, when mobile computers are included in a system. Some
applications have special requirements for kighhmunication bandwidth and low
latency — for examplenultimedia applications.

Wide range of system environmends: distributed system must accommodate
heterogeneous hardware, operating systemisnetworks. The networks may differ
widely in performance — wireless netweréperate at a fraction of the speed of local
networks. Systems of dely differing scales, ranging frotens of computers to
millions of computersmust be supported.

Internal problemsNon-synchronizedclocks, conflicting data updates and many
modes of hardware and software failure invadvihe individual system components.

External threatsAttacks on data integrity argbcrecy, denial of service attacks.
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2.2 Physical models

A physical model is a representation thfe underlying hardware elements of a
distributed system that abstracts away from specific details of the computer and
networking technologies employed.

Baseline physical modek distributed system was defined in Chapter 1 as one in which
hardware or software components locatedettvorked computers communicate and
coordinate their actions only by passing messages. This leads to a minimal physical
model of a distributed system as an extensible set of computer nodes interconnected b
a computer network for the required passing of messages.

Beyond this baseline model, we can usefully identify three generations of distributed
systems.

Early distributed systemS&uch systems emerged in the late 1970s and early 1980s in
response to the emergence of local area networking technology, usually Ethernet (see
Section 3.5). These systems typically consisted of between 10 and 100 nodes
interconnected by a local area network, with limitgernet connectity and supported

a small range of services such as shared local printers and file servers as well as ema
and file transfer across the Internet. Individual systems were largely homogeneous and
openness was not a primary concern. Providinglity of service was still very much in

its infancy and was a focal point for much of the research around such early systems.

Internet-scale distributed systenBBuilding on this foundation, larger-scale distributed
systems started to emerge in the 1990s in response to the dramatic growth of the Interne
during this time (for example, the Google search engine was first launched in 1996). In
such systems, the underlying physical infrastructure consists of a physical model as
illustrated in Chapter 1, Figure 1.3; that is,eatensible set of nodes interconnected by
anetwork of networkéhe Internet). Such systems exploit the infrastructure offered by
the Internet to become truly global. They incorporate large numbers of nodes and
provide distributed system servicks global organizatins and across organizational
boundaries. The level of heterogeneity in such systems is significant in terms of
networks, computer architecture, operating systdarsguages employed and the
development teams involved. This has led to an increasing emphasis on open standard
and associated middleware technologies such as CORBA and more recently, web
services. Additional services were employedrovide end-to-end quality of service
properties in such global systems.

Contemporary distributed systemn: the above systems, nodes were typically desktop
computers and therefore relatively static (that is, remaining in one physical location for
extended periods), discrete (not embedded imwitbther physical entities) and
autonomous (to a large extent independent of other computers in terms of their physical
infrastructure). The key trends identified in Section 1.3 have resulted in significant
further developments in physical models:

» The emergence of midé computing has led to physical models where nodes such
as laptops or smart phones may move from location to location in a distributed
system, leading to the need for added capabilities such as service discovery anc
support for spontaneous interoperation.
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» The emergence of ubiquitous computing has lednmve from discrete nodes to
architectures where computers are embedded in everyday objects and in the
surrounding environmér{for example, in washing machines or in smart homes
more generally).

* The emergence of cloud computing and, in paligwluster architectures has led
to a move from autonomous nodes performing a given role to pools of nodes that
together provide a given service (for example, a search service as offered by
Google).

The end result is a physical architecture with a significant increase in the level of
heterogeneity embracing, for example, the tiniest embedded devices utilized in
ubiquitous computing through to cotep computational elements found in Grid
computing. These systems depéoyincreasingly varied set of networking technologies
and offer a wide variety of applications asetvices. Such systems eotially involve

up to hundreds of thousands of nodes.

Distributed systems of systems & recent report discusses the emergence of ultra-
large-scale (ULS) distributed systemsww.sei.cmu.edl The report captures the
complexity of modern distributed systems by referring to such (physical) architectures
assystems of systermirroring the view of the Internet as a network of networks). A
system of systems can be defined as a complex system consisting of a series o
subsystems that are systems in their own ragidt that come together to perform a
particular task or tasks.

As an example of a system of systems, consider an environmental management
system for flood prediction. In such a scenario, there will be sensor networks deployed
to monitor the state of various environmental patars relating to rivers, flood plains,
tidal effects and so on. This can then be coupled with systems that are responsible for
predicting the likelihood of floods, by running (often complex) simulations on, for
example, cluster computers (as discussed in Chapter 1). Other systems may be
established to maintain and analyze historical data or to provide early warning systems
to key stakeholders via mobile phones.

Summary €The overall historical development capturedhis section is summarized

in Figure 2.1, with the table Hijighting the significant challenges associated with
contemporary distributed stems in terms of managing the levels of heterogeneity and
providing key properties such as openness and quality of service.

Architectural models

The architecture of a system is its structure in terms of separately specified components
and their interrelationships. The overall goal is to ensure that the structure will meet
present and likely futuréemands on it. Major concerns are to make the system reliable,
manageable, adaptable and cost-effective. The architectural design of a building has
similar aspects — it determines not only its appearance but also its general structure an
architectural style (gothic, neo-classical, modern) and provides a consistent frame of
reference for the design.
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Figure 2.1  Generations of distributed systems
Distributed systems Early Internet-scale Contemporary
Scale Small Large Ultra-large
Heterogeneity Limited (typically Significant in terms of Added dlmt_ensmn_s
. introduced including
relatively homogenous platforms, languages ) .
: . . radically different styles of
configurations) and middleware :
architecture
Openness Major research challenge

Quality of service

o S|.gn|f|cant priority with existing standards not
Not a priority with range of standards
introduced yet able to embrace

complex systems

Major research challenge
with existing services not
yet able to embrace
complex systems

Significant priority
In its infancy with range of services
introduced

231

In this section we describe the main architectural models employed in distributed
systems — the architectural styles of distributed systems. In particular, we lay the
groundwork for a thorough uedstanding of approaches suhclient-server models,
peer-to-peer approaches, distributed objects, distributed components, distributed event
based systems and the key differences between these styles.

The section adopts a three-stage approach:

« looking at the coreunderlying architectural elements that underpin modern
distributed systems, higlglting the diversity opproaches that now exist;

* examining composite architectural pattetimst can be used in isolation or, more
commonly, in combination, in developing necsophisticated diributed systems
solutions;

« andfinally, considering middleware platfosrthat are available to support the
various styles of programmirthat emerge from the above architectural styles.

Note that there are many trade-offs associated with the chidadgfied in this chapter

in terms of the architectural elements employee, patterns adopted and (where
appropriate) the middleware used, for example affecting the performance and
effectiveness of the resulting system. Underding such trade-offs is arguably the key
skill in distributed systems design.

Architectural elements

To understand the fundamental building blocks of a distributed system, it is necessary
to consider four key questions:

« What are thentities that are communicatingtime distributed system?
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» How do they communicate, or, more specifically, wdmhmunication paradigm
is used?

* What (potentially changing) roles and responsibilitieshdy have in the overall
architecture?

» How are they mapped on to the physical distiel infrastructure (what is their
placemenj?

Communicating entities & he first two questions above are absolutely central to an
understanding of distributed systems; what is communicating and how those entities
communicate together define a rich design space for the distributed systems develope
to consider. It is helpful to address thesfiquestion from a system-oriented and a
problem-oriented perspective.

From a system perspective, the answer is normally very clear in that the entities
that communicate in a distributed system are typicplgcessesleading to the
prevailing view of a distributed system as processes coupled with appropriate
interprocess communication paradigms (as dised, for example, in Chapter 4), with
two caveats:

* In some primitive environments, such as sensor networks, the underlying
operating systems may not support process abstractions (or indeed any form of
isolation), and hence the entities thammunicate in such systems acgles

» In most distributed system environmgnprocesses are supplementethiogads
S0, strictly speaking, it is threads tlaae the endpoints of communication.

At one level, this is sufficient to modaldistributed system and indeed the fundamental
models considered in Section 2.4 adopt this view. From a programming perspective,
however, this is not enough, and more problem-oriented abstractions have been
proposed:

Objects Objects have been introduced to enable and encourage the use of object-
oriented approaches in distributed systems (dioly both object-oriented design

and object-oriented programming languages). In distributed object-based
approaches, a computation consists of a number of interacting objects representing
natural units of decomposition for the given problem domain. Objects are accessed
via interfaces, with an associated interface definition language (or IDL) providing a
specification of the methods defined onadiject. Distributed objects have become

a major area of study in distributed systems,farttier consideration is given to this

topic in Chapters 5 and 8.

Components Since their introduction a number sifgnificant problems have been
identified with distributed objects, and the use of component technology has emerged
as a direct response to such weaknesses. Components resemble objects in that the
offer problem-oriented abstractions for building distributed systems and are also
accessed through interfaces. The key difference is that components specify not only
their (provided) interfaces but also the assumptions they make in terms of other
components/interfaces that must be present for a component to fulfil its function — in
other words, making all dependencies explicit and providing a more complete
contract for system construction. This more contractual approach encourages and
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enables third-party development of qmoments and also promotes a purer
compositional approach to constructing disttéali systems by removing hidden
dependencies. Component-based middleware often providé®adl support for

key areas such as deployment and support for server-side programming [Heineman
and Councill 2001]. Further details of component-based approaches can be found in
Chapter 8.

Web servicesWeb services represent the third important paradigm for the
development of distrilted systems [Alonset al 2004]. Web services are closely
related to objects and componemigain taking an approach based on encapsulation

of behaviour and access through interfaces. In contrast, however, web services are
intrinsically integrated into the World \&#& Web, using web standards to represent
and discover services. The World Wide Web consortium (W3C) defines a web
service as:

. a software application identified by a URI, whose interfaces and
bindings are capable of being defined, described and discovered as XML
artefacts. A Web service supports direct interactions with other software
agents using XML-based message exchanges via Internet-based
protocols.

In other words, web services are partially defined by the web-based technologies they
adopt. A further important distinction stems from the style of use of the technology.
Whereas objects and components are often uséihveih organization to develop
tightly coupled applications, web services generally viewed as complete services

in their own right that can be combined to achieve value-added services, often
crossing organizational boundaries and hence achieving business to business
integration. Web services may be implented by different providers and using
different underlying technologies. Web services are considered further in Chapter 9.

Communication paradigms ¥Ve now turn our attention twow entities communicate in
a distributed system, and consider threesypf communication paradigm:

 interprocess communication;
e remote invocation;
* indirect communication.

Interprocess communicationrefers to the relatively low-level support for
communication between processes in distributed systems, including message-passin
primitives, direct access to the API offeredlbiernet protocols (socket programming)

and support for multicast communicatioBuch services are discussed in detail in
Chapter 4.

Remote invocatiomepresents the most common communication paradigm in
distributed systems, covering a range of techniques based on a two-way exchange
between communicating entities in a distributed system andingsuitthe calling of a
remote operation, procedure or method, as defined further below (and considered fully
in Chapter 5):

Request-reply protocalsRequest-reply protocols are effectively a pattern imposed
on an underlying message-passing service to@tmtient-server cmputing. In
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particular, such protocols typicallpvolve a pairwise exchange of messages from
client to server and then from server back to client, with the first message containing
an encoding of the operation to be executed at the server and also an array of byte
holding associated arguments and the second message containing any results of th
operation, again encoded as an array of bytes. This paradigm is rather primitive and
only really used in embedded systems where performance is paramount. The
approach is also used in the HTTP protocol described in Section 5.2. Most distributed
systems will elect to use remote procedure calleenrote method invocation, as
discussed below, but note that both approaches are supported by underlying request
reply exchanges.

Remote procedure caillsThe concept of a remote procedure call (RPC), initially
attributed to Birrell and Nelson [1984], represents a major intellectual breakthrough
in distributed computing. In RPC, gredures in processes on remote computers can
be called as if they are procedures in the local address space. The underlying RPC
system then hides important aspects of distribution, including the encoding and
decoding of parameters and results, the passingsfages and the preserving of the
required semantics for the procedure call. This approach directly and elegantly
supports client-server computing wibrvers offering a set of operations through a
service interface and clients calling these operations directly as if they were available
locally. RPC systems therefore offer (at a minimum) access and location
transparency.

Remote method invocatiofRemote method invocation (RMI) strongly resembles
remote procedure calls but in a wodfldistributed objects. Witlthis approach, a
calling object can invoke a methoddrremote object. As with RPC, the underlying
details are generally hidden from thser. RMI implementations may, though, go
further by supporting object identity and the associated ability to pass object
identifiers as parameters in remote callbey also benefit more generally from
tighter integration into object-orientéahguages as discussed in Chapter 5.

The above set of techniques all have one thing in common: communication represents &
two-way relationship between a sender and a receiver with senders explicitly directing
messages/invocations to the associated receivers. Receivers are also generally aware
the identity of senders, and in most caset Iparties must exist dhe same time. In
contrast, a number of techniques have emergeeleby communication is indirect,
through a third entity, allowing a strong degree of decoupling between senders and
receivers. In particular:

» Senders do not need to know who they are sendirgptaé uncoupling

» Senders and receivers do not need to exist at the saméditraeiqcoupliny

Indirect communication is discussed in more detail in Chapter 6.
Key techniques for indirect communication include:

Group communicatianGroup communication is concernedthvithe delivery of
messages to a set of recipients and hence is a multiparty communication paradigm
supporting one-to-many communicatio@roup communication relies on the
abstraction of a group which is representedhi@ system by a group identifier.
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Recipients elect to receive messages sent to a group by joining the group. Sender:
then send messages to the group via the group identifier, and hence do not need t
know the recipients of the message. Groups typically also maintain group
membership and include mechanisms to deal with failure of group members.

Publish-subscribe systemMany systems, such as the financial trading example in
Chapter 1, can be classified as informatiggsemination systems wherein a large
number of producers (or publishers) distribute information items of interest (events)
to a similarly large number of consuméos subscribers). It would be complicated

and inefficient to employ any of tlm®re communication paradigms discussed above
for this purpose and hence publish-subscribe systems (sometimes also called
distributed event-based systems) have emerged to meet this important neeet[Muhl
al. 2006]. Publish-subscribe systerall share the crucial feature of providing an
intermediary service that efficiently ensuiaformation generated by producers is
routed to consumers who desire this information.

Message queuedVhereas publish-subscribe systems offer a one-to-many style of
communication, message queues offer a point-to-point service whereby producer
processes can send messages to a specified queue and consumer processes
receive messages from the queue or be notified of the arrival of new messages in the
gueue. Queues therefore offer an indirection between the producer and consumet
processes.

Tuple spacesTuple spaces offer a further indirect communication service by
supporting a model whereby processes can place arbitrary items of structured data
called tuples, in a persistent tuple space and other processes can either read or remoz
such tuples from the tuple space by specifying patterns of interest. Since the tuple
space is persistent, readers and writers do not need to exist at the same time. This styl
of programming, otherwise known as generative communication, was introduced by
Gelernter [1985] as a paradigm for parallel programming. A number of distributed
implementations have also been devetbpadopting either a client-server-style
implementation or a more decentralized peer-to-peer approach.

Distributed shared memanDistributed shared memory (DSM) systems provide an
abstraction for sharing data between processes that do not share physical memory
Programmers are nevertheless presented with a #analtistraction of reading or
writing (shared) data structures as if they werh&ir own locahddress spaces, thus
presenting a high level of distribution transparency. The underlying infrastructure
must ensure a copy is provided in a timely manner and also deal with issues relating
to synchronization and consistency of data. An overview of distributed shared
memory can be found in Chapter 6.

The architectural choices discussed so far are summarized in Figure 2.2.

Roles and responsibilities €n a distributed system processes — or indeed objects,
components or services, including web services (but for the sake of simplicity we use
the term process throughout this section) — interact with each other to perform a useful
activity, for example, to support a chat sessinroing so, the processes take on given
roles, and these roles are fundamental in establishing the overall architecture to be
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Figure 2.2  Communicating entities andnamunication paradigms
Communicating entities Communication paradigms
(what is communicating) (how they communicate)
System-oriented Problem- Interprocess Remote Indirect
entities oriented entities ~ communication  invocation communication
Nodes Objects Message Request- Group
Processes Components passing reply communication
Sockets RPC Publish-subscribe

Web services
Multicast RMI Message queues

Tuple spaces
DSM

adopted. In this section, we examine two architectural styles stemming from the role of
individual processes: client-server and peer-to-peer.

Client-serverThis is the architecture that is most often cited when distributed systems
are discussed. It is historically theost important and remainthe most widely
employed. Figure 2.3 illustrates thienple structure in which processes take on the roles

of being clients or servers. In particular, clipnbcesses interact with individual server
processes in potentially separate host computers in order to access the shared resourc
that they manage.

Servers may in turn be clients of othemweers, as the figure indicates. For
example, a web server is often a client of a local file server that manages the files in
which the web pages are stored. Web servers and most other Internet services are clien
of the DNS service, whiclranslates Internet domain namesnetwork addresses.
Another web-related example concesesirch engineswvhich enable users to look up
summaries of information avalble on web pages at sitesaiighout thénternet. These
summaries are made by programs caleth crawlerswhich run in the background at
a search engine site using HTTP requessctess web servers throughout the Internet.
Thus a search engine is both a server and a client: it responds to queries from browse
clients and it runs web crawlers that act as clients of other web servers. In this example,
the server tasks (responding to user queries) and the crawler tasks (making requests t
other web servers) are entirely independent; there is little need to synchronize them anc
they may run concurrently. In faettypical search engine would normally include many
concurrent threads of executiospme serving its clientand others running web
crawlers. In Exercise 2.5, the reader is invited to consider tigespnthronization issue
that does arise for a concurrent searchrengf the type outlined here.
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Figure 2.3
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Peer-to-peerin this architecture all of the processes involved in a task or activity play
similar roles, interactingooperatively apeerswithout any distinction between client

and server processes or the computers on which they run. In practical terms, all
participating processes run the same program and offer the same set of interfaces to eac
other. While the client-server model offerdieect and relatively simp approach to the
sharing of data and other resources, it scales poorly. The centralization of service
provision and management implied placing a service at a single address does not
scale well beyond the capacity of the computer that hosts the service and the bandwidtt
of its network connections.

A number of placement strategies have evolved in response to this problem (see
the discussion gblacement below)ut none of thenaddresses the fundamental issue
— the need tdlistribute shared resources much more widely in order to share the
computing and communication loads incurred in accessing them amongst a much largel
number of computers and network links. The key insight that led to the development of
peer-to-peer systems is that the network and cangprgsources owned by the users of
a service could also be put to use to support that service. This has the useful consequenc
that the resources available to run the service grow with the number of users.

The hardware capacity and operating systenctionality of today’s desktop
computers exceeds thaf yesterday’s servers, and the majority are equipped with
always-on broadband netwocknnections. The aim of the peer-to-peer architecture is
to exploit the resources (both data and hardware) in a large number of participating
computers for the fulfilment of a given task or activity. Peer-to-peer applications and
systems have been successfatimstructed that enable tenshoindreds of thousands of
computers to provide access to data and other resources that they collectively store an
manage. One of the earliest instances was the Napster application for sharing digital
music files. Although Napster was not a pure peer-to-peer architecture (and also gainec
notoriety for reasons beyond its architecture), its demonstration of feasibility has
resulted in the development of the architectural model in many valuable directions. A
more recent and widely used instance is the BitTorrent file-sharing system (discussed in
more depth in Section 20.6.2).
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Figure 2.6

Web applets
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web resources for the client machines at a site or across several sites. The purpose c
proxy servers is to increase the availability and performance of the service by reducing
the load on the wide area network and wetvers. Proxy servers caneadn other roles;

for example, they may be used to access temeb servers thugh a firewall.

Mobile code:Chapter 1 introduced mobile code. Applets are a well-known and widely
used example of mobile code — the user running a browser selects a link to an applet
whose code is stored on a web server; the code is downloaded to the browser and run
there, as shown in Figure 2.6. An advantageinhing the dowrdaded code locally is

that it can give good interactive response sinaoés not suffer from the delays or
variability of bandwidth associatedth network communication.

Accessing services means running code that can invoke their operations. Some
services are likely to be so standardized that weacaass them with an existing and
well-known application — the Web is the most common example of this, but even there,
some web sites use functionality not fouimd standard browsers and require the
downloading of additional code. The additéd code may, for example, communicate
with the server. Consider an applicatibat requires that users be kept up-to-date with
changes as they occur at an information source in the server. This cannot be achieved b
normal interactions with the web server, ahiare always initiated by the client. The
solution is to use additional softwdtat operates in a manner often referred topash
model — one in which the server insteadhaf client initiategnteractions. For example,

a stockbroker might provide a castized service to notify customers of changes in the
prices of shares; to use the service, each customer would have to download a specie
applet that receives updates from the broker's serveplagis them to the user and
perhaps performs automatic buy and sell operations triggered by conditions set up by the
customer and stored locally in the customer’s computer.

Mobile code is a potentiglecurity threat to thivcal resources in the destination
computer. Thereforbrowsers give applets limited access to local resources, using a
scheme discussed in Section 11.1.1.

Mobile agentsA mobile agent is a running program (including both code and data) that
travels from one computer to another in a netwzakying out a task on someone’s
behalf, such as collecting information, and evemuedturning with the results. A
mobile agent may make many invocations to local resources at each site it visits — for
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example, accessing individual database entries. If we compare this architecture with a
static client making remote invodats to some resources, possibly transferring large
amounts of data, there is a reduction imowunication cost and time through the
replacement of remote invocations with local ones.

Mobile agents might be used to instalid maintain software on the computers
within an organization or to compare the prices of products from a number of vendors
by visiting each vendor’s site and perfongia series of database operations. An early
example of a similar idea is the so-called wgrragram developedt Xerox PARC
[Shoch and Hupp 1982], which was designed to make use of idle computers in order to
carry out intensive computations.

Mobile agents (like mobile code) are a potential security threat to the resources in
computers that they visit. The environment receiving a mobile agent should decide
which of the local resources it should be allowed to use, based on the identity of the user
on whose behalf the agent is acting — thiEntity must be included in a secure way with
the code and data of the mobile agent. In addition, mobile agents can themselves be
vulnerable — they may not be able to complete their task if they are refused access to the
information they need. The tasks performed lppite agents can be performed by other
means. For example, web crawlers that need to access resources at web servel
throughout the Internet work quite successfully by making remote invocations to server
processes. For these reasons, the applicabilityobile agents may be limited.

Architectural patterns

Architectural patterns build on the more primitive architectural elements discussed
above and provide composite recurring structures that have been shown to work well in
given circumstances. They are not themselves necessarily complete solutions but rathe
offer partial insights that, when combinedthwbther patterns, lead the designer to a
solution for a given problem domain.

This is a large topic, and many architectural patterns have been identified for
distributed systems. In this semti we present several key architectural patterns in
distributed systems, including layering aieted architectures and the related concept
of thin clients (including the specific mechami of virtual network computing). We
also examine web services as an architectural pattern and give pointers to others tha
may be applicable in distributed systems.

Layering €The concept of layering is a familiar one and is closely related to abstraction.
In a layered approach, a complex system is partitiom®da number of layers, with a
given layer making use of the services offered by the layer below. A given layer
therefore offers a software abstraction, with highayers being unaware of
implementation details, or indeed of any other layers beneath them.

In terms of distributed systems, this equates to a vertical organization of services
into service layers. A distributed servican be provided by one or more server
processes, interacting with each other and with client processes in order to maintain a
consistent system-wide view of the service’s resources. For example, a network time
service is implemented on the Internet basedhe Network Time Protocol (NTP) by
server processes running on hosts throughout the Internet that supply the current time tc
any client that requesis and adjust their version of the current time as a result of



52 CHAPTER 3YSTEM MODELS

Figure 2.7 Software and hardware service layers in distributed systems
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interactions with each other. Given the complexity of distributed systems, it is often

helpful to organize such services into layers. We present a common view of a layered

architecture in Figure 2.7 and déwe this view in increasing detail in Chapters 3 to 6.
Figure 2.7 introduces the important terpiatform and middleware which we

define as follows:

» A platform for distributed systems and applications consists of the lowest-level
hardware and software layers. These low-ldagkrs provide services to the
layers above them, which are implemented independently in each computer,
bringing the system’s programming interface up to a level that facilitates
communication and cooirthtion between processdstel x86/Windows, Intel
x86/Solaris, Intel x86/Mac OS X, Intel x86/Linux and ARM/Symbian are major
examples.

» Middleware was defined in Section 1.5.1adgayer of software whose purpose is
to mask heterogeneity and to provide a convenient programming model to
application programmers. Middlewarerépresented by processes or objects in a
set of computers that interact with each other to implement communication and
resource-sharing support fatistributed aplfications. It is concerned with
providing useful building blocks fahe construction of software components that
can work with one another mdistributed system. In particular, it raises the level
of the communicatiomctivities of application programs through the support of
abstractions such as remote method invocation; communication between a group
of processes; naotification of events; the partitioning, placement and retrieval of
shared data objects amongst cooperatingoeens; the replication of shared data
objects; and the transmission of multimedéta in real time. We return to this
important topic inSection 2.3.3 below.

Tiered architecture €Tiered architectures are complementary to layering. Whereas
layering deals with the vertical organization of services into layers of abstraction, tiering
is a technique to organize functionality of a given layer and place this functionality into
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appropriate servers and, as a secondary consideration, on to physical nodes. Thi
technique is most commonly associated with the organization of applications and
services as in Figure 2.7 above, but it alsdieppto all layers of adistributedsystems
architecture.

Let us first examine the concepts of two- and three-tiered architecture. To
illustrate this, consider the functional decompositiba given application, as follows:

« the presentation logic, which is concerned with handling user interaction and
updating the view of the application as presented to the user;

 the application logic, which is concerned with the detailed application-specific
processing associated with the application (ed$erred to as the business logic,
although the concept is not limited only to business applications);

 the data logic, which is concerned with the persistent storage of the application,
typically in a database management system.

Now, let us consider the implementatiof such an application using client-server
technology. The associated two-tier and three-tikrtisms are presented together for
comparison in Figure 2.8 (a) and (b), respectively.

In the two-tier solution, the three aspects mentioned above must be partitioned
into two processes, the client and the server. This is most commonly done by splitting
the application logic, with somesiding in the client and the remainder in the server
(although other solutions are also poksibThe advantage of this scheme is low latency
in terms of interaction, with only one exchange of messages to invoke an operation. The
disadvantage is the splitting of application logic across a process boundary, with the
consequent restriction on which parts of lingic can be directly invoked from which
other part.

In the three-tier solution, there is a one-to-one rmapfrom logical elements to
physical servers and hence, for example, the application logic is held in one place, which
in turn can enhance maintainability of the software. Each tier also has a well-defined
role; for example, the third tier is sply a database offering a (potentially standardized)
relational service interface. The first tier can also be a simple user interface allowing
intrinsic support for thin clients (as discussed below). The drawbacks are the added
complexity of managing three serversd also the added network traffic and latency
associated with each operation.

Note that this approach generalizemttiered (or multi-tier) solutions where a
given application domain is partitioned into n logical elements, each mapped to a given
server element. As an example, Wikipedia, the web-based publicly editable
encyclopedia, adopts a multi-tier architecture to deal with the high volume of web
requests (up to 60,000 page requests per second).

The role of AJAXIn Section 1.6 we introduced AJAX (Asynchronous Javascript And
XML) as an extension to the standard client-server style of interaction used in the World
Wide Web. AJAX meets the need for fine-grained communication between a Javascript
front-end program running in a web browser and a server-based back-end program
holding data describing the state of the application. To recapitulate, in the standard web
style of interaction a browser sends an HTTP request to a server for a page, image o
other resource with a given URL. The server replies by sending an entire page that is
either read from a file on the server or generated by a program, depending on which type
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Figure 2.8  Two-tier and three-tier architectures
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of resource is identified in the URL. When the resultant content is received at the client,
the browser presents it according to the relevant display method for its MIME type
(texthtml, imagéjpg, etc.). Although a web page may be composed of several items of
content of different types, the entire page is composed and presented by the browser ir
the manner specified its HTML page definition.

This standard style of interaction constrains the development of web applications
in several significant ways:

» Oncethe browser has issued an HTTP request for a new web page, the user is
unable to interact wit the page until the new HTML content is received and
presented by the browser. This time interval is indeterminate, because it is subject
to network and server delays.

» In order to update even a small part of therent page with additional data from
the server, an entire new page must be requested and displayed. This results in
delayed response to the user, additional processing at both the client and the serve
and redundant network traffic.
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Figure 2.9

AJAX example: soccer score updates

new Ajax.Reque('scores.php?gamesrsenal:Liverpool’,
{onSuccess: updateScore});

function pdateScore(request) {
( requestontains the state of the Ajax request including the returned result.
The result is parsed to obtain some txing the score, which is used
to update the relevant gimn of the current page.)

« The contents of a page displayed atliant cannot be updated in response to
changes in the application data held at the server.

The introduction of Javascript, a crodatform and cross-bkeser programming
language that is downloaded and executed in the browser, constituted a first step toward:
the removal of those constraints. dseript is a general-ppose language enabling both

user interface and application logic to be programmed and executed in the context of a
browser window.

AJAX is the second innovativ&ep that was needéd enable major interactive
web appications to be developed and deployed. It enables Javascript front-end
programs to request new data directly frearver programs. Any data items can be
requested and the current page updated selectively to show the new values. Indeed, th
front end can react to the new data in any way that is useful for the application.

Many web applications allow users to accesd update substantial shared
datasets that may be subject to change in response to input from other clients or dat:
feeds received by a server. They require a responsive front-end component running in
each client browser to perform user interface actions such as menu selection, but they
also require access to a dataset that must be held at server to enable sharing. Suc
datasets are generally too large and too dynamédlda the use of any architecture
based on the downloading of a copy of thérermtpplication state to the client at the start
of a user’s session for maniption by the client.

AJAX is the ‘glue’ that supports the constractiof such applications; it provides
a communication mechanism enabling front-end compomantsng in a browser to
issue requests and receive results from back-end components running on a server
Clients issue requedisrough the JavascripimlHttpRequesbbject, which manages an
HTTP exchange (see Section 1.6) with a server process. BetalldtipRequedtas a
complex API that is also somewhat browser-dependent, it is usually accessed through
one of the many Javascript libraries that arelalls to support théevelopment of web
applications.In Figure 2.9 we illustrate its use in tiReototypejs Javascript library
[www.prototypejs.orfy

The example is an excerpt fraerweb application that displays a page listing up-
to-date scores for soccer matches. Users may request updates of scores for individue
games by clicking on the relevantdif the page, which executes the first line of the
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Figure 2.10
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example. TheAjax.Requesbbject sends an HTTP request t@ares.phpprogram
located at the same server as the web pagedjalieRequedtbject then returns control,
allowing the browser to coiniue to respond to other user aotdn the same window or
other windows. When thgcores.phpprogram has obtained the latest score it returns it
in an HTTP response. Thijax.Requesbbject is then reactivated; it invokes the
updateScordunction (because it is trenSuccessaction), which parses the result and
inserts the score at the relevant positiothancurrent page. The remainder of the page
remains unaffected and is not reloaded.

This illustrates the typ®f communication usedetween Tier 1 and Tier 2
components. AlthougAjax.Requediand the underlyingkmIHttpRequestbject) offers
both synchronous and asynchronous communication, the asynchronous version is
almost always used because the effect on the user interface of delayed server respons
is unacceptable.

Our simple example illustrates tlise of AJAX in a two-tier application. In a
three-tier application theerver componens€ores.phpn our example) would send a
request to a data manager component (typically an SQL query to a database server) fo
the required data. That requesiuld be synchronous, sintdgere is no reason to return
control to the server componanitil the request is satisfied.

The AJAX mechanism constitutes affective technique fothe construction of
respasive web applications in thentext of the indeterminate latency of the Internet,
and it has been very widely degkd. The Google Maps applicatiomjiw.google.com
II] is an outstanding example. Maps arspthlyed as an array of contiguous 256 x 256
pixel images (calletiles). When the map is moved the visible tiles are repositioned by
Javascript code in the browser and additional tiesded to fill the visible area are
requested with an AJAX call to a Googlerver. They are displayed soon as they are
received, but the browser continues to respond to user interaction while they are awaited.

Thin clients €The trend in distributed computingt@wards movingcomplexity away

from the end-user device towards services in the Internet. This is most apparent in the
move towards cloud compny (discussed in Chapter 1) but can also be seen in tiered
architectures, as discussed above. This trend has given ingeré&st in the concept of
athin client enabling access to sophisticated networked services, provided for example
by a cloud solution, with fewassumptions or demands tme client device. More
specifically, the term thin cliemefers to a software layer that supports a window-based
user interface that is local to the user while executing application programs or, more
generally, accessing services on a remote computer. For example, Figultastraes

a thin client accessing a compute server over the InternetadVentage of this
approach is that potentially singplocal devices (includindgor example, smart phones
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and other resource-constrained devices) can be significantly enhanced with a plethora o
networked services and capabilities. The main drawback of the thin client architecture
is in highly interactive graphical activities such as CAD and image processing, where
the delays experienced by users are increased to unacceptable levels by the need 1
transfer image and vector information betwebe thin client and the application
process, due to both network and operating system latencies.

This concept has led to the emergencevifual network computingyNC). This
technology was first introduced by researchers at the Olivetti and Oracle Research
Laboratory [Richardsoret al. 1998]; the initial concept has now evolved into
implementations such as RealVN@ww.realvnc.corfy which is a software solution,
and Adventiq Wwww.adventig.corfy which is a hardware-based solution supporting the
transmission of keyboard, video anduse events over IP (KVM-over-IP). Other VNC
implementationss include Apple Remote Desktop, TightVNC and Aqua Connect.

The concept is straightforward, providing remote access to graphical user
interfaces. In this solution, a VNC client (or viewer) interacts with a VNC server through
a VNC protocol. The protocol operates at a jirira level in terms of graphics support,
based on framebuffers and featuring one operation: the placement of a rectangle of pixe
data at a given position on the screen @aulutions, such as XenApp from Citrix
operate at a higher level in terms of window operatiengy.citrix.com). This low-
level approach ensures the protocol will work with any operating system or application.
Although it is straightforward, the implication is that users are able to access their
computer facilities from anywhere on a widege of devices, representing a significant
step forward in mobile computing.

Virtual network computing has supersededtwork computers, a previous
attempt to realise thin client solutions through simple and inexpensive hardware devices
that are completely reliant on netwed services, downloading their operating system
and any application software needed by the user from a remote file server. Since all the
application data and code is stored by a file server, the users may migrate from one
network computer to another. In practice, virtual network computing has proved to be a
more flexible solution and now dominates the marketplace.

Other commonly occurring patterns & mentioned above, a large number of
architectural patterns have now been identified and documented. Here are a few key
examples:

* Theproxypattern is a commonly recurring peti in distributed systems designed
particularly to support location transparencyemote procedure calls or remote
method invocationWith this approach, a proxy is created in the local address
space to represent the remote object. This proxy offers exactly the same interface
as the remote object, and the programmer makes calls on this proxy object and
hence does not need to be aware of the distributed nature of the interaction. The
role of proxies in supporting such location transparency in RPC and RMI is
discussed further in Chapter 5. Note that proxies can also be used to encapsulate
other functionality, such as the placement policies of replication or caching.

« The use obrokeragein web services can usefully be viewed as an architectural
pattern supporting interoperability in potentially complex distributed
infrastructures. In particular, this pattern consisttheftrio of service provider,
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Figure 2.11 The web service architectural pattern

2.3.3

Service
Broker

Service
Provider

service requester and service broker (a service that matches services provided tc
those requested), as shown in Figure 2THis brokerage pattern is replicated in
many areas of distributed systems, for example with the registry in Java RMI and
the naming service in CORBA (as discussed in Chapters 5 and 8, respectively).

« Reflectionis a pattern that is increasingly being used in distributed systems as a
means of supporting bothtrospection (the dynamic discovery of properties of
the system) and intercession (the ability dynamically rodify structure or
behaviour). For examplethe introspection capdtiies of Java are used
effectively in the implementation of RMI to provide generic dispatching (as
discussed in Section 5.4.2). In a reflective system, standard service interfaces are
available at the base level, but a meta-level interface is also available providing
access to the components and their parameters involved in the realization of the
services. A variety of techniques are generally available at the meta-level,
including the ability to irgrcept incoming messages or invocations, to
dynamically discover the interface offered by a given object and to discover and
adapt the underlying architecture of the system. Reflection has been applied in a
variety of areas in distributed systems, particularly within the field of reflective
middleware, for example to support mocenfigurable and recdigurable
middleware architectures [Kaet al 2002].

Further examples of architecal patterns related to distrited systems can be found in
Bushmannet al. [2007].

Associated middleware solutions

Middleware has already been introduced in Chabtend revisited inhe discussion of
layering in Section 2.3.2 above. The task of middlewis to provide a higher-level
programming abstraction for thgevelopment of distrided systems and, through
layering to abstract over heterogeneity in the underlying infrastructure to promote
interoperability and portability. Middleware solutions are based on the architectural
models introduced in Section 2.3.1 and also support more complex architectural
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Figure 2.12 Categories of middleware

Major categories:
Distributed objects (Chapters 5, 8)

Distributed components (Chapter 8)

Publish-subscribe systems (Chapter 6)

Subcategory
Standard
Platform
Platform

Example systems
RM-ODP
CORBA

Java RMI

Lightweight components Fractal

Lightweight components OpenCOM

Application servers
Application servers
Application servers

SUN EJB
CORBA Component Model
JBoss
CORBA Event Service
Scribe

- JMS

Message queues (Chapter 6) - Websphere MQ
- JMS

Web services (Chapter 9) Web services Apache Axis
Grid services The Globus Toolkit

Peer-to-peer (Chapter 10) Routing overlays Pastry
Routing overlays Tapestry
Application-specific Squirrel
Application-specific OceanStore
Application-specific Ivy
Application-specific Gnutella

patterns. In this section, we briefly revidiae major classes of middleware that exist
today and prepare the ground for further study of these solutions in the rest of the book.

Categories of middleware Remote procedure calling packages such as Sun RPC
(Chapter 5) and group canunication systems such as ISIS (Chapters 6 and 18) were
amongst the earliest instances of middleware. Since then a wide range of styles of
middleware have emerged, based largelyhenarchitectural models introduced above.

We present a taxonomy of such middlewglatforms in Figure 2.1,2ncluding cross-
references to other chapters that cover the vamategories in more detail. It must be
stressed that the categorizations are not exact and that modern middleware platform:s
tend to offer hybrid solutions. For exarapimany distributed oégt platforms offer
distributed event services to complementtizee traditional support for remote method
invocation. Similarly, mangomponent-based platforms (andéed other categories of
platform) also support web service interfaces and standards, for reasons of
interoperability. It should also be stresdbdt this taxonomy is not intended to be
complete in terms of the set of middare standards and techogies available today,
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but rather is intended to be indicative of the major classes of middleware. Other
solutions (not shown) tend to be more specific, for example offering particular
communication paradigms such as message passing, remote procedure calls, distribute
shared memory, tuple spaces or group communication.

The top-level categorization of middleware in Figure 2.12 is driven by the choice
of communicating entities and associatethmunication paradigms, and follows five
of the main architectural models: distributed objedistributed components, publish-
subscribe systems, message queues and web services. These are supplemented by pe
to-peer systems, a rather separate branch délleware based on the cooperative
approach discussed in Section 2.3.1. The subcatefdigtributedcomponents shown
as application servers also providdsect support for three-tier architectures. In
particular, application servers provide structuce support a separation between
application logic and data storage, alongh support for other properties such as
security and reliability. Further til is deferred until Chapter 8.

In addition to programmingabstractions, middleware can also provide
infrastructural distributed system services for use by application programs or other
services. These infrastructural services are tightly bound to the distributed programming
model that the middleware provides. Fexample, CORBA (Chapter 8) provides
applications with a range of CORBA services, including support for making
applications secure and reliable. As mentioakdve and discussed further in Chapter
8, application servers also provide intrinsic support for such services.

Limitations of middleware @Many distributechpplications rely entirely on the services
provided by middleware to support their needs for communication and data sharing. For
example, an application that is suited to the client-server model such as a database ©
names and addresses, can rely on middleware that provides only remote methoc
invocation.

Much has been achieved in simplifying tgramming of ditributed systems
through the development of middleware support,doume aspects of the dependability
of systems require supporttae application level.

Consider the transfer of large electronic mail messages from the mail host of the
sender to that of the recipient. At first sighis a simple application of the TCP data
transmission protocol (discussed in Chapter 3). But consider the problem of a user who
attempts to transfer amelarge file over a potentig unreliable network. TCP provides
some error detection and correction, hutcannot recover from major network
interruptions. Therefore the mail transfer service adds another level of fault tolerance,
maintaining a record of progress and resgmtransmission using a new TCP
connection if the original one breaks.

A classic paper by Saltzer, Reed and Clarke [Sadtizat. 1984] makes a similar
and valuable point about the design ofritistted systems, which they call the ‘the end-
to-end argument’. To paraphrase their statement:

Some communication-related functionsan be completely and reliably
implemented only witlthe knowledge and help of the application standing at the
end points of the communication system. Tfaes providing that function as a
feature of the communication system itself is aletays sensible. (Although an
incomplete version of the function provided by the communication system may
sometimes be useful as a performance enhancement).
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It can be seen that their argument runs coutateéhe view that all communication
activities can be abstracted away frone throgramming of applications by the
introduction of appropriate middleware layers.

The nub of their argument is thabrrect behaviour in distributed programs
depends upon checks, error-correction mechanisms and security measures at man
levels, some of which require access to data within the application’s address space. Any
attempt to perform the elaks within the communication system alone will guarantee
only part of the required correctness. The same work is therefore likely to be duplicated
in application programs, wasting programming effort and, more importantly, adding
unnecessary complexity and redundant computations.

There is not space to detail their arguments further here, but reading the cited
paper is strongly recommended — it is replete with illuminating examples. One of the
original authors has recently pointed out tinvat substantial benefits that the use of the
argument brought to the design of the Internet are placed at risk by recent moves toward:
the specialization of network services to meet current application requirements
[www.reed.corh

This argument poses a real dilemma for middleware designers, and indeed the
difficulties are increasing given eéhwide range of applications (and associated
environmental conditions) in contemporadistributed systemgsee Chapter 1). In
essence, the right underlying middleware behaviour is a function of the requirements of
a given application or set of apgdtions and the associated environmental context, such
as the state and style of the underlying networks Preirception is driving interest in
context-aware and adaptive solutions to middlewaseliscussed in Koet al[2002].

Fundamental models

All the above, quite different, models ofssgms share some fundamental properties. In
particular, all of them are composed of processes that communicate with one another by
sending messages over a computer network. All of the models share the design
requirements of achieving the performance and reliability characteristics of processes
and networks and ensuring the security of the resources in the system. In this section, we
present models based on fll@damental properties that allow us to be more specific
about their characteristics and the failures and secuskyg they might exhibit.

In general, such a fundamental model should contain only the essential ingredients
that we need to consider in order to understand and reason about some aspects of
system’s behaviour. The purpose of such a model is:

« To make explicit all the relevant assuiops about the systems we are modelling.

« To make generalizations concerning what is possible or impossible, given those
assumptions. The generalizations may take the form of general-purpose
algorithms or desirable propers that are guaranteed. The guarantees are
dependent otogical analysis and, where appropriate, mathematical proof.

There is much to be gained by knowing what our designs do, and do not, depend upon
It allows us to decide whether a design wibrk if we try to implement it in a particular
system: we need only ask whether our assumptions hold in that system. Also, by making
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our assumptions clear and explicit, we can hope to @ystem properties using math-
ematical techniques. These properties will then hold for any system meeting our as-
sumptions. Finally, by abstracting only the essential system entities and characteristics
away from details such as hardware, we can clarifjunderstandingf our systems.

The aspects of distributed systems that we wish to capture in our fundamental
models are intended to help us to discuss and reason about:

Interaction Computation occuraithin processes; the processes interact by passing
messages, resulting in communication (infation flow) and coordination
(synchronization and orderiraf activities) between processes. In the analysis and
design of distributed systems we are egmed especially with these interactions.
The interaction model must reflect the facts that communication takes place with
delays that are often of considerable duration, and that the accuracy with which
independent processes can be coordinated is limited by these delays and by the
difficulty of maintaining the same notion of time across all the computers in a
distributed system.

Failure: The correct operation of a distributed system is threatened whenever a fault
occurs in any of the computers on whichuits (including software faults) or in the
network that connects them. Our model defines and classifies the faults. This
provides a basis for the analysis of theitgpial effects and for ehdesign of systems

that are able to tolerate faults of each type while continuing to run correctly.

Security The modular nature of dislmited systems and their openness exposes
them to attack by both external and internal agents. Our security model defines and
classifies the forms that such attacks may take, providing a basis for the analysis of
threats to a system and for the design of systems that are able to resist them.

As aids to discussion and reasoning, the models introduced in this chapter are
necessarily simplified, oitting much of the detail of real-world systems. Their
relationship to real-world systems, and the solution in that context of the problems that
the models help to bring out, is the main subject of this book.

Interaction model

The discussion of system architectures in Section 2.3 indicates that fundamentally
distributed systems are composed of many procassescting in complex ways. For
example:

» Multiple server processes may cooperate with one another to provide a service; the
examples mentioned above were the Domaimé&l&ystem, which partitions and
replicates its data at servers throughout the Internet, and Sun’'s Network
Information Service, which keeps replicated copies of password files at several
servers in a local area network.

» A set of peer processes may cooperate with one another to achieve a common
goal: for example, a voice conferencing system that distributes streams of audio
data in a similar manner, but Wistrict realdime constraints.

Most programmers will be familiar with the concept ofagorithm — a sequence of
steps to be taken in order to perforndesired computation. Simple programs are



SECTION 2BUNDAMENTAL MODEL&3

controlled by algorithms in which theteps are strictly sequential. The behaviour of the
program and the state of the program’s variaisléetermined by them. Such a program

is executed as a single process. Distributed systems composed of multiple processe
such as those outlined aboaee more complex. Their behaviour and state can be
described by distributed algorithm- a definition of the steps to be taken by each of the
processes of which the system is composeduding the transmission of messages
between themMessages are transmitted between processes to transfer information
between them and to coordinate their activity.

The rate at which each process proceeds and the timing of the transmission of
messages between them cannot in genernatdmiicted. It is also difficult to describe all
the states of a distributed algorithm, because it must deal with the failures of one or more
of the processes involved tire failure of message transmissions.

Interacting processes perform all of the activity in a distributed system. Each
process has its own state, consisting of the set of data that it can access and updat
including the variables in its progm. The state belonging to each process is completely
private — that is, it cannot be accessed or updated by any other process.

In this section, we discuss tvgignificant factors affecting interacting processes
in a distributed system:

« Communication performance @ften a limiting characteristic.
 Itis impossible to maintainsingle global notion of time.

Performance of communication channels TBe communication channels in our model
are realized in a variety of ways in distributed systemfor example, by an
implementation of streams @y simple message passioger a computer network.
Communication over a computer wetrk has the following performance characteristics
relating to latency, bandwidth and jitter:

» The delay between the start of a message’s transmission from one process and thi
beginning of its receipt by another is referred ttatency The latency includes:

— The time taken for the first of a stringlats transmitted through network to
reach its destination. For example, the latency for the transmission of a
message through a satellite link is the timedaadio signal to travel to the
satellite and back.

— The delay in accessing the network, which increases significantly when the
network is heavily loaded. For example, for Ethernet transmission the sending
station waits for the network to be free of traffic.

— The time taken by the operating system communication services at both the
sending and the receiving processes, which varies according to the current load
on the operating systems.

» Thebandwidthof a computer network is the total amount of information that can
be transmitted over it in a givemte. When a large number of communication
channels are using the same network, they have to share the available bandwidth.

« Jitter is the variation in the time taken to deliver a series of messages. Jitter is
relevant to multimedia data. For examjieponsecutive samples of audio data are
played with differing time interval the sound will be badly distorted.
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Computer clocks and timing events Each computer in a distributed system has its own
internal clock, which can be used by local processes to obtain the value of the current
time. Therefore two processes running on different computers can each associate
timestamps with their events. However, even if the two processes read their clocks at the
same time, their local clocks may supgifferent time values. This is because computer
clocks drift from perfect time and, more intgamtly, their driftrates differ from one
another. The terrolock drift raterefers to the rate at which a computer clock deviates
from a perfect reference clock. Even if the clocks on all the computers in a distributed
system are set to the same time initialfigeir clocks will eventually vary quite
significantly unless corrections are applied.

There are several approaches to correcting the times on computer clocks. For
example, computers may use radio receivers to get time readings from the Global
Positioning System with an accuracy of about 1 microsecond. But GPS receivers do not
operate inside buildings, nor can the chstjustified for every computer. Instead, a
computer that has an accurate time source such as GPS can send timing messages
other computers in its network. The resulting agreement between the times on the local
clocks is, of course, affected by variable message delays. For a more detailed discussio
of clock drift and abck synchronization, see Chapter 14.

Two variants of the interaction model |8 a distributed system it is hard to set limits on

the time that can be taken for process execution, message delivery or clock drift. Two
opposing extreme positions providepair of sinple models...the first has a strong
assumption of time and the second makes no assumptions about time:

Synchronous distributed systent$adzilacos and Toueg [1994] define a
synchronous distributed system to be mnehich the following bounds are defined:

» The time to execute each step of a process has known lower and upper bounds

» Each message transmitted over a channel is received within a known bounded
time.

» Each process has a local clock whose drift rate from real time has a known
bound.

It is possible to suggest likely upper and lower bounds for process execution time,
message delay and clock drift rates in a distribaystem, but it is difficult to arrive

at realistic values and to provide guarantees of the chosen values. Unless the value
of the bounds can be guaranteed, any design based on the chosen values will not b
reliable. However, modelling an algorith®s a synchronous system may be useful

for giving some idea of how it Wibehave in a real distributed system. In a
synchronous system it is possibleuse timeouts, for example, to detect the failure

of a process, as shown in Sectiba.2 below.

Synchronous distributed systeman be built. What is required is for the
processes to perform tasks with known resource requirements for which they can be
guaranteed sufficient processor cycles and network capacity, and for processes to be
supplied with clocks with bounded drift rates.
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Asynchronous distributed systenidany distributed systems, such as the Internet,
are very useful without being abledaoalify as synchronausystems. Therefore we
need an alternative model. An asfironous distributed systemase in which there
are no bounds on:

* Process execution speeddor example, one procestep may take only a
picosecond and another a century; all that can be said is that each step may take
an arbitrarily long time.

* Messag transmission delays — for exampbne message from process A to
process B may be delivered in negligitime and another may take several
years. In other words, a message may be received after an arbitrarily long time.

» Clock drift rates — again, the drift rate of a clock is arbitrary.

The asynchronous model allows assumptions about theng intervals involved in

any execubn. This exactly models the Internetyvitich there is nantrinsic bound

on server or network load and therefore on how long it takes, for example, to transfer
a file using FTP. Sometimes an email message can take days to arrive. The box or
this page illustrates the difficulty of reaching an agreement in an asynchronous

distributed system.

But some design problems can be solesdn with these assumptions. For
exanple, although the Web cannot alwgy®vide a particular response within a
reasonable time limit, browsers have been designed to allow users to do other things
while they are waiting. Ay solution that is valid for an asynchronous distributed
system is also valid for a synchronous one.

Actual distributed systems are very ofeeynchronous because of the need for
processes to share the processors and for communication channels to share th

Agreement in Pepperland €wo divisions of the Pepperid army, ‘Apple’ and
‘Orange’, are encamped at the top of two nearby hills. Further along the valley below
are the invading Blue Me&s. The Pepperland divisiomse safe as long as they
remain in their encampments, and they can send out messengers reliably through the
valley to communicate. The Pepperlatidisions need to agree on which of them

will lead the charge against the Blue Meanies and when the charge will take place.
Even in an asynchronous Pepperland, it is possible to agree on who will lead the
charge. For example, each division can send the number of its remaining members,
and the one with most will lead (if @&tidivision Apple wins over Orange). But when
should they charge? Unfortunately, in asynchraen@epperland, the messengers are
very variable in their speed. If, say, Apple sends a messenger with the message
‘Charge!’, Orange might not receive the message for, say, three hours; or it may take,
say, five minutes to arrive. In a synchronous Pepperland, there is still a coordination
problem, but the divisions know some useful constraints: every message takes at least
min minutes and at moshax minutes to arrive. If the digion that will lead the
charge sends a message ‘Charge!’, it waitsiorminutes; then it charges. The other
division waits for 1 minute after receipt of the message, then charges. Its charge is
guaranteed to be after the leadiigision’s, but no more thamm@ax— min + 1)
minutes after it.
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Figure 2.13 Real-time ordering of events
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network. For example, if too many processes of unknown character are sharing a
processor, then the resulting pemf@ance of any one of them cannot be guaranteed.
But there are many design problems thatnoarbe solved fomn asynchronous
system that can be solved when some aspects of time are used. The need for eac
element of a multimedia data stream to be delivered before a deadline is such a
problem. For problems such as thessynchronous model is required.

Event ordering € In many cases, we are interestedknowing whether an event
(sending or receiving a message) at one process occurred before, after or concurrentl
with another event at another process. The execution of a system can be described il
terms of events and their ordering despite the lack of accurate clocks.

For example, consider the foWing set of exchanges between a group of email
users, X, Y, Z and A, on a mailing list:

1. User X sends a message with the sulhjbsttirg.
2. Users Y and Z reply by sending a message with the sitgedlleeting

In real time, X's message is sent first, andedds it and replies; Z then reads both X's
message and Y’s reply asgnds another reply, whidleferences both X's and Y’s
messages. But due to the independent delays in message delivery, the messages may
delivered as shown in Figure 2,5d some users may view these two messages in the
wrong order. For example, user A might:see

Inbox:
Item From Subject
23 Z Re: Meeting
24 X Meeting

25 Y Re: Meeting
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If the clocks on X’s, Y’s and Z's computers could be synchronized, then each message
could carry the time on the local computer’'s clock when it was sent. For example,
messagesy, My andmg would carry timed;, to andtz whereti<to<tz. The messages
received will be displayed to users according to their time ordering. If the clocks are
roughly synchronized, then these timestamps will often be in the correct order.

Since clocks cannot be synchronized perfectly across a distributed system,
Lamport [1978] proposed a modellofical timethat can be used to provide an ordering
among the events at processes running in different computers in a distributed system
Logical time allows the order in whHidche messages are presented to be inferred without
recourse to clocks. It is presented in detail in Chapter 14, but we suggest here how som
aspects of logical ordering can be applied to our email ordering problem.

Logically, we know that a message is received after it was sent. Therefore we can
state a logical ordering for pairs of ents shown in Figure 2.13, for example,
considering only the events concerning X and Y:

X sendsm before Y receiveny; Y sendamny before X receivesy.

We also know that replies are sent after receiving messages, so we have the following
logical ordering for Y:

Y receivesm before sendingm.

Logical time takes this idea further by assigning a number to each event corresponding
to its logical ordering, so that later events have higher numbers than earlier ones. For
example, Figure 2.13 shows the numbkets 4 on the events at X and Y.

Failure model

In a distributed system both processes and communication channels may fail — that is,

they may depart from what is considered to be correct or desirable behaviour. The failure

model defines the ways in which failure may occur in order to provide an understanding

of the effects of failures. Hadzilacos and ToUy&§94] provide a taxonomy that

distinguishes between the failures of processes and communication channels. These ar

presented under the headings omission failures, arbitrary failures and timing failures.
The failure model will be used throigut the book. For example:

* In Chapter 4, we present the Java interfaces to datagram and stream
communication, which provide ffierent degrees of reliability.

« Chapter 5 presents the request-replgtqrol, which supports RMI. Its failure
characteristics depend on the failure characteristics of both processes and
communication channels. The protocol can bdt Brom either datagram or
stream communication. The choice may be decided according to a consideration
of simplicity of implementabn, performance and reliability.

» Chapter 17 presents the two-phase corpnaitocol for transactions. It is designed
to complete in the face of well-defined failures of processes and communication
channels.

Omission failures €The faults classified asmission failuresrefer to cases when a
process or communicatiatiannel fails to perform actions that it is supposed to do.
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Process omission failure3the chief omission failure of a process is to crash. When we
say that a process has crashed we mean that it has halted and will not execute any furthe
steps of its program ever. The desigseavices that can survive in the presence of faults
can be simplified if it can be assumed that the services on which they depend crash
cleanly — that is, their processes either florcttorrectly or else stop. Other processes
may be able to detect such a crash by the fact that the process repeatedly fails to respor
to invocation messages. However, this method of crash detection relies on the use of
timeouts— that is, a method in which one process allows a fixed period of time for
something to occur. In an asynchronous system a timeout can indicate only that a
process is not responding — it may have crashed or may be slow, or the messages ma
not have arrived.

A process crash is callddil-stopif other processes can detect certainly that the
process has crashed. Fail-stop behaviour can be produced in a synchronous system if tr
processes use timeouts to detect when other processes fail to respond and messages
guaranteed to be delivered. For example, if procgsseslq are programmed fag to
reply to a message frop and if procesp has received no reply from process a
maximum time measured @’s local clock, then procegsmay conclude that process
g has failed. The boxpposite illustrates the difficiyl of detecting failures in an
asynchronous system or of reaching agreement in the presence of failures.

Communication omission failuréSonsider the communication primitivesend and
receive A proces$ performs aendby inserting the messagein its outgoing message
buffer. The communication channel transparsto g's incoming message buffer.
Processq performs areceive by taking m from its incoming message buffer and
delivering it (see Figure 2.14). The outggiand incoming message buffers are typically
provided by the operating system.

The communication channel produces an omission failure if it does not transport
a message frorp’s outgoing message buffer tfs incoming message buffer. This is
known as ‘dropping messages’ and is generally caused by lack of buffer space at the
receiver or at an intervening gateway, or by a network transmission error, detected by a
checksum carried with the message data. Hadzilacos and Toueg [1994] refer to the los:
of messages between the sending process and the outgoing message Isefidr as
omission failuresto loss of messages between the incoming message buffer and the
receiving process agceive-omission failuresnd to loss of messages in between as
channel omission failureS’he omission failures are classified together with arbitrary
failures inFigure 2.15.

Failures can be categorized according to their severity. All of the failures we have
described so far areenignfailures. Most failures in distributed systems are benign.
Benign failures include failuresf omission as well as timg failures and performance
failures.

Arbitrary failures €The termarbitrary or Byzantinefailure is used to describe the worst
possible failure semantics,Wwhich any type of error may occur. For example, a process
may set wrong values in its data items, or it may return a wrong value in response to an
invocation.

An arbitrary failure of a process is one in ahiit arbitrarily omits intended
processing steps or takes unintended processing steps. Arbitrary failures in processe
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Figure 2.14 Processes and channels
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cannot be detected by seeing whether the process responds to invocations, because
might arbitrarily onit to reply.

Communication channels can suffer from arbitrary failuresexample, message
contents may be corruptedpnexistent messages mbg delivered or real messages
may be delivered more than once. Arbitrary failures of communication channels are rare

Failure detection €In the case of the Pepperland divisions encamped at the tops of
hills (see page 65), suppose that theeBlileanies are after all sufficient in strength

to attack and defeat either division while encamped — that is, that either can fail.
Suppose further that, wkiundefeated, the dsibns regularly send messengers to
report their status. In an asynchronaystem, neither division can distinguish
whether the other has been defeated or the time it is taking for the messengers to cross
the intervening valley is just velong. In a synchnoous Pepperland, a division can

tell for sure if the other has been defeated by the absence of a regular messenger.
However, the other division may habeen defeated just after it sent the latest
messenger.

Impossibility of reaching timely agreement in the presence of communication
failures € We have been assuming that the Pepperland messengers always manage
to cross the valley eventually; but now suppose that the Blue Meanies can capture any
messenger and prevent them from arriving. (We shall assume it is impossible for the
Blue Meanies to brainwash the messengers to give the wrong message — the Meanies
are not aware of their treacherous Byzantine precursors.) Can the Apple and Orange
divisions send messages so that they both consistently decide to charge at the
Meanies or both decide to surrender? Unfortunately, as the Pepperland theoretician
Ringo the Great proved, in thesgcumstances the divisions cannot guarantee to
decide consistentlwhat to do. To see this, assume to the contrary that the divisions
run a Pepperland protolcthat achieves agreement. Each proposes ‘Charge!’ or
‘Surrender!’, and the protocoésults in them botagreeing on one or the other course

of action. Now consider the last message serdny run of the protocol. The
messenger that carries it could be captured by the Blue Meanies, so the end result
must be the same whether the message awivest. We can dispense with it. Now

we can apply the same argument to thalfinessage that remains. But this argument
applies again to that message and will continue to applwe shall end up with no
messages sent at all! This shows that no protocol that guarantees agreement between
the Pepperland divisions canigxf messengers can be captured.
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Figure 2.15 Omission and arbitrary failures

Class of failure Affects Description

Fail-stop Process Process halts and remains halted. Other processes may
detect this state.

Crash Process Process halts and remains halted. Other processes may
not be able to detect this state.

Omission Channel A message inserted in an outgoing message buffer
never arrives at the other end’s incoming message
buffer.

Send-omission Process A process complesandoperation but the message
is not put in its outgoing message buffer.

Receive- Process A message is putin a process’s incoming message
omission buffer, but that process does not receive it.

Arbitrary Process Process/channel exhibits arbitrary behaviour: it may
(Byzantine) or send/transmit arbitrary messages at arbitrary times or

channel commit omissions; a process may stop or take an
incorrect step.

because the communication software is able to recognize them and reject the faulty
messages. For example, checksums are used to detect corrupted messages, and mess
sequence numbers can be used to detect nonexistent and duplicated messages.

Timing failures €Timing failures are applicable in synchronous distributed systems
where time limits are set on process execution tmessage delivery time and clock
drift rate. Timing failires are listed in Figure 2.16. Any one of these failures may result
in responses being unavailable to clients withipecdied time interval.

In an asynchronous distributed system,oamrloaded server rgarespond too
slowly, but we cannot say that itha timing failure since no guarantee has been offered.

Real-time operating systems are designed withieav to providng timing
guarantees, but they are more complex to design and may require redundant hardware
Most general-purpose operating systems such as UNIX do not have to meet real-time
constraints.

Timing is particularly relevant to muftiedia computers with audio and video
channels. Video information can rérg a very large amount of data to be transferred.
Delivering such information whout timing failures can makvery special demands on
both the operating system and the communication system.

Masking failures €Each component in a distributegstem is generally cstructed

from a collection of other components. It is possible to construct reliable services from
components that exhibit failures. Fexample, multiple servers that hold replicas of data
can continue to provide a service when ontheim crashes. A knowledge of the failure
characteristics of a component can enableva service to be designed to mask the
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Figure 2.16 Timing failures

Class of failure Affects Description

Clock Process Process’s local clock exceeds the bounds on
its rate of drift from real time.

Performance Process Process exceeds the bounds on the interval
between two steps.

Performance Channel A message’s transiaistakes longer than
the stated bound.

failure of the components avhich it depends. A serviceasks failure either by hiding

it altogether or by converting it into a more acceptable type of failure. For an example
of the latter, checksums are used to mask corrupted messages, effectively converting a
arbitrary failure into an omission failure. We shall see in Chapters 3 and 4 that omission
failures can be hidden by using a pratidhat retransmits messages that do not arrive at
their destination. Chapter 18 presents masking by means of replication. Even