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Abstract: As a decentralized, tamper-proof distributed ledger, the performance of
blockchain is fundamentally affected by the efficiency of consensus mechanisms. Practi-
cal Byzantine fault tolerance (PBFT) algorithm randomly selects master nodes through
view-switching, leading to problems of security vulnerabilities and low consensus efficiency
in the case of large number of nodes. In response to the two problems, a PBFT improvement
scheme based on reputation voting is proposed. The reliability of nodes is evaluated ac-
cording to node division mechanism, where high reputation nodes are dynamically selected

to participate in the consensus, and a malicious node is assigned with lower probability of
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becoming a consensus node, accordingly increasing the security of the system. By switching
the role of nodes according to node state transfer mechanism, the scheme can maintain the
correct operation of the system and improve the stability of the system. Experiments on
the proposed and the traditional PBFT schemes show that the proposed one can reduce
Byzantine nodes and communication overhead in long-term consensus processes, and im-
prove the fault tolerance rate and the data throughput of transaction.

Keywords: blockchain, practical Byzantine fault tolerance (PBFT), consensus mecha-

nism, credit score, vote by ballot
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Figure 1 Interaction process of consensus protocol for PBFT algorithm
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Table 1 Comparison among consensus algorithms
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Figure 2 Process of scheme
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Figure 3 Role state transition process
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Figure 4 Interaction process of consistency protocol in improved scheme
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Figure 7 Number of Byzantine nodes for improved scheme
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