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Abstract: In order to reduce the storages needed in verifying provenance information
of light clients in blockchain data provenance system, this paper firstly introduces a data
structure titled by Merkle mountain range (MMR), which optimizes the dynamic append
performance of Merkle trees and stores all block headers on blockchain in the MMR. Then
we propose an efficient and reliable verification method for data provenance to reduce the
size of the proof information required for the proof of the block contain. On this basis, a
scheme of data provenance system based on block chain is designed, which encapsulates the
common modules required for data provenance and opens them to the provenance applica-

tion through interfaces. This scheme enables light clients to effectively verify whether the
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provenance information is contained in the block chain as long as they keep the information
of the latest block in storage.
Keywords: blockchain, data provenance, Merkle mountain range (MMR), Merkle tree
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Figure 1 Block data structure
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Merkle tree
root
Hash (node (2,1), node (2,2))
node (2,1) node (2,2)
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node (1,1) node (1,2) node (1,3) node (1,4)
Hash (datal) Hash (data2) Hash (data3) Hash (data4)
K ] K [
datal | | data2 | | data3 | | data4

& 2 Merkle #
Figure 2 Merkle tree
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Figure 3 MMR append node
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Figure 4 Merkle proof
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Figure 5 Add MMR to blockchain
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Figure 7 Data provenance system framework

P2P %% j HCER VN4

3.2 ProVOC #iE#HEmAER

FCH DR i AR T B 7R g ST — E YRS B F R AR RS . 55 1 AN I A R A
A% [ BR il YR A bR E 23 (international provenance and annotation workshop, IPAW)
KATH OPMIM, 5 4E M Bk 3 (world wide Web consortium, W3C) % OPM #4T & K&k
JG KAT T PROV #idandE 151, s 2017 4E 11 A 1 HIER KA CBmi i gin ) 16
P, HT 2018 45 A 1 HAg i sTit i dn . B ZKAr Ak 3 R A (provenance
vocabulary, ProVOC) #EAUAF X T HARMIIERIAR UL, & — MO R R, v DU H A4k
(IR SRR R R

EHUECN R 2 ProVOC BLAE AL R G TR AL, ProVOC HLA 3 . & 3h Al
PAT SR 3 AD—FERM M S B A2 5 75 BRI E Y IR, L3 S ORI 4E 2
AN, Hrp s A mT DR HE B A ) SR U AT e o TS S A A2 B AT SR Ak
BAEHI— AN A ES B, 32 B R IR L 2 W N — ARSI 2 T — VRS
(o BT ARM R ARG AL, AHE NRPAT IARAHE N EPAT AR . & — B
R WA 8 Fris.

PATIAE
AHHL KR
e 0. R Wi
filh % : ik
8 ProVOC &7 £h 1y
Figure 8 ProVOC model structure




%111 FREARE, 55 BE T DCHREE B IR AT 5 B R ik 51

3.3 WEBENIEEE

N B ORAE B R A YRS, IR R TR K IR ProVOC ISR RY b (1) 52
AN JSON &% A AL IR SR, ARG R BIX st d . %1 JSON Xfd s 7 — %44
PEIEAE B, KB RN ANEPATAE “groupl.userl” ff H4E NEHATHE “groupl.computerl”,
TERF ]}y “2020-09-10T20:39:517 . ALFR N “29.532326, 106.607960” [, 4T T “HH”
8, BAE “Hello” A1 “World” #i 25l , #:24 “Hello” il “World” 4 4 “Hello world” .

JSON WEAE B LA 15
{
“HATIAR” |
{

CHRA L CNFEPATIR,

“NE :“A1801/GFa0j1fACqUwIZ7TTHWwwRrJWBNbwNc6fNRyLsI”

“RFAL”  “N31XrMhASBMPOE /1/pdf8Yzp8uQwfmlu3xx4bX TW2QF qM
mbDLQBqtnMMGwzr6FOSLUU /jpiPrZzZhPNsAmHSIA==",

“FRIN” ¢ “groupl.userl”,

“HAT” : “groupl.computerl”

CRMT R NBPATIR,
“NEH7 “ A8shcTCwSUTQthYXiliEdzQNy8GRkRvk1 +JxeO7nP3Nc”,
“BF47 : “0DVat+ YeMfR7TRO8XsOF /iAkgx + Ay2 AwTzdm AW Z6e0ytlpY1
roZAFHMZCYhvQRBG2BcTUOHVgR75QvgFz6nZalg==",
“FRiIR” : “groupl.computerl”
}
B
CHIRET |
CERNEE T {
“HIRTE” . “fF27ca250bdbe7dde8504c4abed1292f9¢1f13fdcfc864a89f29295008¢
7b31b”,
“Hamg” : {
“Datal” : “Hello”,
“Data2” : “World”
b
“ZH |
“IHA] 7« “2020-09-09 13:29:267,
“o3alZH” « “29.532326, 106.6079607,
“ERMZSE : null
}
1
R - {
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“HARFEEL”: “64ec88cal0b268e5baladb678a1b5316d212f4f366b2477232534a8a
eca37f3c”,
R {
“Datal” : “Hello World”

b
“ZHT ]
“HEIZH07 : “2020-09-10 20:39:517,
“2[a) 507 « “29.532326, 106.607960”,
“ERMZE : null

}
b,
“YEBNT ]
CEENBRAT CHIHT,
“ZH ]
“IFTRIZH : “2020-09-10 20:39:517,
“2 A ZH” - “29.532326, 106.607960”,
“RMZE7 : null

}

B PAT SEARHR 5 ZEAE IR R G LM AR Sk e i — N AR, Horp
AP THFRE, AP TIRAUER T84 bR IR AT SR & . PUTSRAEFEMAHE S
AL B FLR AR S 1) Hash [ BEATINE 5 A 807 240 . 80724 7T TR liaes 2
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Figure 9 Data provenance query process
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