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Abstract: Data in Internet of things (IoT) usually contains a large amount of personal
privacy information, In order to prevent privacy data leakage due to unauthorized access
during device collaboration, this article proposes a set of access control mechanisms for
multi-domain IoT device collaboration scenarios. By combining distributed capability-
based access control (CapAC) with blockchain technology, this article designs a capability
token stored in the blockchain and a token management contract based on smart contracts.
According to CapACs access decision-making method, a blockchain-based token verification
method is designed. The blockchain lightweight node is optimized for the characteristics
of IoT. Finally, a blockchain system is built to implement the mechanism proposed in
the article. Experimental test results show that compared to centralized access control
mechanisms, this solution can safely and accurately execute access decisions in large-scale

ToT scenarios and has more stable processing performance. Lightweight design can greatly
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reduce node storage burden.

Keywords: blockchain, access control, Internet of things (IoT), smart contract
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Figure 1 Blockchain and capability based access control system model

2.1.1 =2

ZE RN W& I8 2 B m R R e v SRS 2%, 75 R G0 78 3L SR ik
HT A . R S A TR U R C SR RS S A X B, R X IR AR . TR
—AMERE I E, T ORIE R SRR R R I AT FEM, A SR DPoS 1B N R 43
PR, AR A5 S 2 MG IE 1 P BB B R A, R AR B A R AR 2
R . BRIXHEERS B IRAE ST B X2 4, 22 A BT 2T 7 4 I 4% R 3R E R
FFR o W FAFTESTHE IV IR 324K, = E 79 s 75 8 W 0 Rd 5%, R I8 A B 288
B S YT R A R A R
2.1.2 KRR

ZER T g 3 MR, ol m iR s . HE RS AR B & . RS,
R RE A VRN R, ATLAEEAT R B | 0k DL B S5 44 il e AE oy SPV 75
wo AT A1 SPV S HRAE; (IRDIFE s 7 i B IR A B — i PR e e & A 9 ARER 5 N
ARG AR, T EER e TERE B A A I BB R ST N I (5 R, R
Zam B AR R A E AT B E RS S
2.2 INEESHEFIEEN

RGN ) A 0B I 1 26 SEARAE U [ 4 A b D AR AR . AR M TR
FARRRFT I BB, HLTAT R SEAAE N R — AN ME— I B ID 5% SEARAR SRR A



60 VA =E I S = S 4 %539 %

SCH AR E— S TD R JE L DCERBEIK P BEATAR IR o BLRE S REORIR T 44 Ak Ui AL
IR F R, HIEARGEMINR 1 P, BADTEERAFFHZ DAL, MR BR T2
MLRER I . AFTAEG CapAC g2 MAAEEA I, ASSCREBURE L HEFANAEAZ 5y PN 174 2
PR b A B 1 IXCHVGE 5 S A R R a3

R 1 BB ML
Table 1 Structure of capability token

TBA RS
toreate D7 11 4 R FR) B 2 ]
tend 7 11 4 B R 2R 8 T
Asubject Vil BRI, 2R GERUT 38D HOME— SR FRil
Aobject VTR BRI, R (Vs 9B AIME— B bril
) TR B AR KT AR, ey sz, ay A
c —H R SORGE L, A A B B A

2.3 MECHEEEREY

AR ARG RE A R T S BV e P I R rh AR SR ARAE Uy ] AR P 5 AL RE S
REAE D AT AR SRR RIE I 72 (A SR IE AR BE 4 PR SR I U7 17 P2 ) S R R S A DRI, A RE S
LA B A SO AR L D T A R LA Y D0 B 2 — o RS20 B 2 A X BB AT — A e B
UK P RS AR AR EL, A0S SMAIE . SRS 3 X
) R 2 1o s 16 1 U DXERBE IS R BLOA O 8B U5 42 SR g, S e i B e
el iofele

24 RV R B8 13 240 P ST A AL AU, R RAG B AR U7 1) 4 R ) A4 T LA 3%
BRI

TOKENCREATE(Asubject € B64, Aobject € 3647 (OX< Bl) = tXcreate € B64

NS EAIEE R YT R EAIKST Aqunject~ BVTFIBEARIKST Agbject BAAERIATHIEAE O
B RE B QORI TR 56 R SO SRS R A 75 A4 e 2 o )i — B LM E B AL 5,
A2 5y RIETT RTT IR Fe A8 2 5y O SR U7 1) AR B 58 R IR BIZ A SR IR tXereate s
A2 5y R sIIT R BH X e A I BOINAE X BRBE E L SR BIA D 4 b AT 58 A

FRABI3t R P R B 2 P R IR O, QU B RS S ME RN S

TOKENDESTROY(AsubjCCt € Bgy, Aobjcct S 364) = tXdestroy € Bgy

A PRARU 52 5 B R 3E T3 AT IR B AR B D — AN EDE I R 7 o A B S i
RO MRS LA 5 72— B2 TR A 5 -

i B R BLRE R, A RERFAT 1 1A AT U 2 AR S 2 & R B S 20 R ) AR RS 4
M BR HOR S

TOKENTRANSFER(Agubject € Bo4, Alupject € Boa, Aobject € Bea)

= (thestroy € B64atxcreate S 364)



51 FRIE, 25 W L T X HORE FIRLEE AUl ] 42 AL ) 61
NS HEIE L AT TR EARIKT Asubjoet~ FEFERE TARIK T AL ioce DAV I 254K
Aobiecto XM ELA LI TUE SRS VR RS ERAE, 23— 286 J5 4 AL 2 LAY
A5 tXdestory» [FIT GRS 5 (1) A MR 2RO — 28 A A IAE ) tXereater MNITTSEIL T AL
RS M F2
2.4 ifEHEHE TIERIE
2.4.1 &EEMH

L2 MER SRR, MR T BRI A T SR EEE, XA DU AR R B
B 7 S X Ty AR RR B MR EE NS A AT, R 2 For.

Ol
Etiil %é‘
el &2 g_@
HD
é%

®‘s9

2 WA

Figure 2 Device registration flowchart
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Figure 3 Device access control flowchart
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Figure 4 Abnormal access trace flowchart
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Table 3 Comparison of blockchain solutions
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Laptop 2.6 GHz Intel Core i7 CPU, 16GB DDR4 RAM, Ubuntu 18.04
PC 3.6 GHz AMD Ryzen 7 CPU, 32 GB DDR4 RAM, Ubuntu 18.04
IoT-device-1 4 Core CPU, 8 GB RAM, Ubuntu 18.04
ToT-device-2 2 Core CPU, 4 GB RAM, Ubuntu 18.04
ToT-device-3 1 Core CPU, 1 GB RAM, Ubuntu 18.04
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Figure 5 Comparison of access request processing delay
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