XIREFFARIPFIEN

B 3L

2

BEHRAE

R E T oK%

20189 H



1| RENA

2 | T4, T 2kSNARKHIE it

3 | Hawk: (R4 & LBERA I

4 | Coco: FBMTEX e

5 | Baby Zoe: VAKIFEEFAMEIFHAR

6| =4




1

gk = Background

F%

XRGER EE—PRBFTHIRSE, FTEARTRYRLBIASARETIH
1TIUEEERIARIOR, FIENE FEYEERIFINZER LT, &k T
SUEHIFSRAINRE,

XRpEFHEIERESHAREZLETE LT, TEEERENE, 8

BRXZED. XPEM|M. G5,




i

RIS Background .

ISE TN —
1. AFPABAXRE ERNNEEA AP WIER, BFAEERMET
REEECBEZRDE

2. MRAEMEXBRGE EET T IRIEXINERESYY, BAFMRES LK

BLASR5 | KRINFE K]
3. HERFHAFEEXRE FRERCHHNE, SNA8EEM=FI0
RILIN B SRIBA_EFt



LA St

B XREEAIRSTAIDRE:

B BER5ES
2. BLABEEFA

3. GEIHNERA

Background 3 )



. RS = Background y

B BE s ER

B BE: M, LK%
Roth, NMEFER,
=AU URERE
517,

B E2. B8LXBUNR
#. M EEZZEE
ERKE, ELAERE
2,

NS /
[] — FH 7 1 22 A ik S I 2 [F] — b ik




WA &= Background -

B XEEXE, FIRTHRITENSSMIRKE.

B BEARSEER, WRS
M TR, SRR
hHi%,

2. HRIEERBEEHS BN,
AN SFR, FLeERil ST
BRE, WEBTIRESIL,

3. ELEATISSPES 24T,
WA N FBFRUHENEREST i
e, BRIREDEER
WTRERWL, SIEST
WAF=$0E0, RRRFE,




il

MARH =

Background |

B 2. E49(CIBBaFA

HAF UK SN mEEERINEVMERIBESMAFF, FEIaTLA
BT iR 5 i AR S Re & 29RYS olidity1 B EAHE,

[ 8xa] | PUSHL ['ex88']

[ B8x2] PUSH1 ["ex48"]

[ ex4] MSTORE None

[ 0x5] | PUSHI ['ox4"]

[ 8x7] CALLDATASIZE None

[ ex8] LT None

[ 8x9] PUSH2 ['ex61"]

[ exc] | JUMPT None

[ oxd] | PUSH4 [ exffffffff"]

|E ax12] PUSH29 [ 'ex10e0060000000000000000000000000000200C000000000)
PBEOREA000 " def main():

SeEall] RUSHEL L19=0%] if CALLDATASIZE = 4:
ax32] CALLDATALOAD None

ox33] | DIV None data = CALLDATA[:4]
8x34] | AND None if data == Bx6b59084d:
1 | PusHa [ '0x6b59084d" ] :
@x3a] | DUP2 None tESt][}
ox3b] | EQ None elif data Bx8da5cb5b:
Bx3c] | PUSH2 ['ox66"] owner()
exan] | DUPL e elif data == @xcaf44683:
ex41] | PUSHA [ '®x8daSch5b' ] test2()
exas] | EQ Nona elif data Bxe3ac5d?6:
ox47] PUSH2 ["exad"] oz
ox4a] | JUMPT Nene prize()
8xdb] | DUP1 None elsa:
axdc] PUSH4 [ 'excafad683"]
9x51] EQ None
8x52] | PUSH2 ['0xbo']
@x55] JUMPT None
ox56] | DUP1 None
8x57] | PUSH4 [ 'Bxe3ac5d26" ]
@x5c] | EQ None
ox5d] | PUSH2 ['oxd3"]
Ox6e] JUMPI None
JUMPDEST None
PUSH1 ["exe']
DUP1 None
REVERT None

ox3f] | JuMPI None
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Sasson, Eli Ben, et al. “Zerocash: Decentralized anonymous payments from bitcoin.” S&P 2014
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Kosba, A., Miller, A., Shi, E., Wen, Z., & Papamanthou, C. Hawk: The Blockchain Model of Cryptography and Privacy-Preserving Smart Contracts.
Proceedings - 2016 IEEE Symposium on Security and Privacy
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~lareParties(Seller,/* N parties =*/);
ireTimeouts (/+ hardcoded timeouts #/);

[/ Private port ion

private contract auctien(Inp &in, Outp &out) {

}

public contract d

int winner = =-1;
int bestprice = -1;
int secondprice = -1;

for (int 1 = 0; 1 < N; i++) {
if (in.party[i].%val > bestprice) {
secondprice = bestprice;
bestprice = in.party[i].Sval;
winner = i;
} else if (in.party[i].$val > secondprice) {
secondprice = in.party[i].%val;
¥
}

// Winmer pays
/{ Everyone else
cut.3eller.fval = secondprice;
out.partyfuinner],ﬁval = bestprice-secondprice;
cut.winner = winner;
for {int i = 0; i < N; i++) {

if (i !'= winner)

out.party[i] .$val = in.party[i].Sval;

¥

secondprice to seller

is refunded

// Public portion i

N earlier

// Manager deposi i
invoked on contract completion

def check(): //
send BN to Manager // refund manager
def managerTimel 1t ()
for (i in range($N)):
send #1 to party[i]

Kosba, A., Miller, A., Shi, E., Wen, Z., & Papamanthou, C. Hawk: The Blockchain Model of Cryptography and Privacy-Preserving Smart Contracts.

Proceedings - 2016 IEEE Symposium on Security and Privacy
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B Coco Framework ANEIMIZFIHGENY, BIRHE T —IMEEAIER, TR
SIARIRGEMY (AN EthereumT) FRHTEEEAI RV R KR TERBIRTT ZE.

Coco FrameworkF 53 FFHRHSITEIRIETEE (Trusted Execution
Environment), ¥l Intel SGX #1Windows FEHlZEEI(VSM) , €lE 70
(SRIMLE,




n CocoffE4E

B (SRS TEE

A LLUE B TR

NARHS ) 1E
FtE

AR X Dk

REfRIEIZAT
I P
XA FEANE]
WL LA
L

AT LA R 5
B X El ey
LR
AIECR L
Bl el

E

A5 X Bk

R AT A

ERERE

(RIS AT

S T 6 S
1T




4 [ AR K Yol

B Coco FrameworkizfTHY/E=TE

LIS

Coco FrameworkfZZRIMEZFRIT R, BISIEBRYSIEEDIntelEH)
Mk AR5 = VN(Trusted Validating Nodes),

B 1M1 RIE{TCoco FrameworkFIEAXEREERIIMNY (ELROLAKIR),
FRIERTIEENE— B MY R FrizE lead KA RN FHHRIZZ ZES.
B /8leadBOVNEURLAKISEEAT LT, {BAREAZCoco Framework
EHENENVNESRTLUEII TEE attestation IIFE T STRHERT
FARRBIERECRRITABERH AN, MAREERIUKS—HFE
HEFMTERZFIE,

VN2 @S TEERT LA MBS IE S A VB M TR 2 Al {SRUERS.

Coco Framework®8 27T —EZEBRIEREENS, AIRIERBE
TEERRAGEANENIZ SR Z . HERBHEENSIRR AR AR
BHEXIRE.



4 [ BB ol

B Coco Framework{t

B smSomEmr T, BRAURAASE=X K

1. BFIEFZZ NIRRT 2R ERERE
2. 3FEFE. RiGHARIFERE
3. REFRIENERRESSHHIEN D MV ETERE

4. ZFFHBEMRNRZZ5IE8



n Cocofft 22 T E X

B Coco BRM:

1. Big LRSEEXKRE, BRI G
. BEEARNAEESG, SR EFEER

ImEYas



Baby ZoE LA B R R B

B Coco TEMETIIEREBHEAINMN, HEZEITHEM, FHXLAKHSE
LA L]

B KIS S EASIE, TEUKISRASSI TERIAE, %A
#AR/IBaby ZoE (¥]4khikZcash) .

B s=amxa:
1. #TT7TREBN, REBTERRKPRIFEXIEERLERIEFIERT
ZcashFRINHYRHEE;
2. BRTC++RARILIKYS, EMESHRARNUKS EE R BRI SLIRkimaNsT
MEZERNK.

B Sm:
1. Baby ZoE [#E TEREMKNIESZME, EXFFLAKYRR, 280073
GasiH#E;
2. HEIZGEEEBERNERSY.



[

| WEIYSES Ol

-- wana | gm | wa

TN ZkSNARK T T
Hawk  SBL/RE AoNARK. SHUE. TS RESGRNBL LD
Quorum  BXEESE  PrivateForiEiSRARS, Raft  SUEMORRASERE O Ao
Coco  mamgE RIS, Raft REALRIIER, R

il

LKA YN =] Baby Zoe EESI BAER



W povias: SESMEHSEK
RHE D, WEEDT, WEEDHE
WS BT IR SHOREFASHS
« FIENIEE R TRILN, MEBTRENZIAS, Fl Quorum,Hyperledger,
ChinaLedger&s
SIS SRR EIB S AR IR

. TADDTE. REE. BANE. BRREHIES



TR

- XGRS N EMSELR BRI STE, (BSTHREEFARE
« AR REEFTEREE D FAKIRGEISFAIDI, (BB RIERERHE

R —
=

=

- A{SRRHHRM T — IR A X RIESSFARIFTERS, REEXE. fofh. 3K

= PR RIFIIR
+ RYMEISRAIESRANAAZE, FEEEY. MARLSH
GrReSRANALE



Q& A




