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Security and privacy-protection technologies in smart contract

WANG Huaqun ZHANG Fan LI Tian GAO Mengjie DU Xinyu

('School of Computer Science Nanjing University of Posts and Telecommunications Nanjing 210023 China)

Abstract: The blockchain is a novel distributed infrastructure and computation paradigm. The ordered
chain structure is used to store data and a consensus algorithm is used to modify data and cryptography to
ensure the data security. As an important character blockchain 2. 0 introduces the smart contract. All
kinds of applications can be developed by using smart contract. The smart contract is one type of computer
protocol. It can disseminate verify and execute contract through information technology. These irreversible
transactions can be executed and traced without the trusted third party. The security challenge and privacy
threats in the smart contract are analyzed. Then the key security and privacy—protection technologies in
smart contract are arranged. Finally we give the future research directions of smart contract are
pointed out.

Keywords: blockchain; smart contract; data security; privacy protection
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