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Summary
Fog computing is a new computing paradigm that can provide flexible resources and services at
the edge of network. It is an extension of cloud computing and usually cooperated with cloud com-

puting. Therefore, end users, fog nodes, and cloud servers can form a three-layer service model
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lack of trust, it will suffer from some fairness problems during signing a service contract. Contract
signing protocol allows two or more mutual distrust entities to sign a predefined digital contract
in a fair and effective way. In this paper, we propose a fair three-party contract signing protocol
based on the primitive of blockchain, which can be applied to the scenario of fog computing. Our
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ment of an arbitrator. Moreover, the privacy of the contract content can be preserved on the public
chain. Finally, we realize the proposed protocol through the private blockchain and provide the
experimental simulation that analyzes the efficiency and effectiveness.
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1 | INTRODUCTION

In order to meet the needs of applications such as Internet of things and artificial intelligence, the concept of fog computing emerges as an exten-
sion of cloud computing. Fog computing is a distributed computing model and can provide new applications for all kinds of network users. Due to
its flexibility, fog computing can solve the problems that are still unsolved in cloud computing, such as network congestion, poor mobility, and high
latency.! In fog computing, besides resource-rich servers, fog nodes can also be resource-poor devices, like set-top box, gateways, small base sta-
tion, and wireless router. As cloud computing, fog also provides services to end users such as data storage,23 computation,* and other applications.
However, fog computing comes closer to end users than cloud computing.>”

Fog computing is the extension of rather than the competition with cloud computing. In practical scenarios, end users, fog nodes, and cloud servers
can form a three-parties model (see Figure 1), which can support a series of applications such as data analysis, content delivery, and augmented
reality. In the three-layer service model, there are three parties. The first one is the cloud service provider, Alice, who has resource-rich servers and
wants to extent his service to the edge of network. The second one is the Internet service provider, Bob, who conducts fog nodes at his infrastruc-
tures. These fog nodes are distributed in different positions of network. Alice and Bob work together and provide services for end user, Charlie, who
wants to require services.

In this work, we consider the scenario in which there are three parties, Alice, Bob, and Charlie. They should have an agreement on a service
contract, which contains every party's rights and obligations before the beginning of the service. That is, they should sign a digital service contract

through network. Actually, signing a contract over a network is more complicated than signing in physical world. Especially in the fog environment,
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the nodes are more decentralized and this decentralization makes centralized control become more difficult. Therefore, how to design a fair contract
signing protocol suitable for the fog environment should be taken into consideration.

A contract signing protocol is a communication protocol, which allows two or more participants to sign a digital contract. An important property
of contract signing protocol is fairness, permitting the participants to exchange signed contract in an all-or-nothing way. Namely, the involved partic-
ipants either obtain a valid contract or nothing useful at the end of the protocol. It means that dishonest participants cannot get more advantages
than honest ones. The fairness is very easy to achieve in face-to-face contract signing. However, due to the lack of trust and the decentralization of
the nodes in fog computing environment, there are security threats that cannot be ignored. Therefore, signing contract electronically in a fair way
has become a challenging problem.

Plenty of electronic contract signing schemes have been proposed in the literature. There are two major solutions to the problem of fairness in
existing protocols. The first one is TTP-free protocol, ie, the participants exchange their signatures by means of “bit by bit.” In this scenario, parties
in the protocol release their secrets gradually in multiple rounds. If any of the parties fail to complete the exchange, they can still complete the
protocol by looking up the remaining bits. It has the advantage of removing the trusted third party (TTP), though its high communication cost makes
it unsuitable for real-world application. Another solution is to introduce a trusted third party (TTP), who is to mediate the exchange of signature. In
contract-signing protocols, a TTP can make the execution of the signing process efficient. According to the participating ways of the TTR TTP-based
protocols can be divided into two kinds, ie, the online TTP protocols and the off-line TTP protocols. The main problem of the online setting is that
the TTP becomes a bottleneck of the system when there are multiple participants in the system. Therefore, the offline TTP setting is more practical.
A contract signing protocol with an offline TTR in which a TTP is only involved in the case of dispute, is called as optimistic contract signing.

It seems that existing solutions have disadvantages. Among these protocols, some require participants to run an extra protocol to guarantee the
fairness, which could be much more expensive (especially in the communication cost) than a standard protocol; some need an external trusted party,
eg, in the optimistic protocol; the party needs to contact with a trusted third party each time when a dispute occurs. In summary, all these protocols
exist the weakness that the honest party has to make extra effort to prevent the adversary from cheating. Blockchain provides a solution to solving
the trust problem, which was proposed as the underlying technology of Bitcoin.? Bitcoin is a peer-to-peer decentralized digital e-cash system and
uses the cryptography tools to build a currency system without a trusted third party. Its novel and open design has attracted more attention. Due to
the advantage of Bitcoin system, it is applicable to design fair protocols.1® Recently, Andrychowicz et al11:12 showed the advantages of Bitcoin when
it came to design fair multiparty computations. To the best of our knowledge, it seems that there is no similar investigation on fair contract signing
protocol based on blockchain.

In this paper, we propose a fair three-party contract signing protocol based on blockchain. Different from previous works, our proposed protocol

does not need a third party to guarantee the fairness. The contributions of this paper are as follows.

o We construct a fair three-party contract signing protocol without a trusted third party, which is suitable for the decentralized fog computing
environment. The proposed protocol combines threshold public key encryption with verifiable encryption to protect the privacy of contract
content. Moreover, it uses the blockchain to finish the fair exchange. The proposed protocol enables a dishonest party to be monetarily penalized
when it aborts after receiving the current output. Different from the previous works, there is not a bank or a trusted third party to guarantee the

fairness. The setting of our structure is suitable for fog computing environment and it is more practical than the existing ones.
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e Our contract signing protocol requires only constant number of communication rounds. Besides, our scheme can guarantee the fairness even

when two parties are malicious and colluding. In setup phase, the same participants can use the same parameters to sign different contract

without rerunning the setup phase. The setting of our structure is more efficient than the previous ones.

e The privacy of the contract can be protected on the public chain. The parties only publish the decryption shares to the blockchain. As a result, the
nodes on the public chain only learn some decryption shares. Since the nodes never get the encrypted items, they cannot decrypt the encryption
of signed contract.

This paper is an extension of our previous paper, which was presented at CSS 2017.13 The main differences between this paper and the conference
version are as follows. First, we add application scenario of our protocol and append the related work in Section 1. Second, we present a more
elaborate protocol, add the high description of proposed protocol, and a flow chart in Section 3.2. We also give the security definitions for our
proposed protocol in Section 3.1 and prove that our protocol satisfies these security properties in Section 4.1. Finally, we provide the experimental

simulation of our protocol and time cost comparison between our scheme and previous work in Section 4.3.

1.1 | Related work

Fog computing. In 2012, Bonomi et al1# introduced the concept of fog computing, which extends computation services to the edge of the network.
Then, afew works have investigated the concept of fog computing.1>-18 Fog computing is viewed as a virtualized resource pool that provides compu-
tation, storage, and other services to end users. Vaquero and Rodero-Merino? considered fog computing as “a scenario in which a large number of
decentralized devices work together to perform storage and processing tasks. These devices can be heterogeneous and ubiquitous. Moreover, they
can cooperate with each other without the help of third parties.” Stojmenovic and WenZ° demonstrated the scenario of man-in-the-middle attack in
fog computing. During the process of the attack, the gateway could be replaced by a fake one. Hong et al'5 introduced a high-level architecture for
fog computing platform. Yi et al® pointed out that the applicable business model for fog computing should be considered, which can help the devel-
opment of fog computing. In order to realize “Pay-as-you-go” model in fog computing, business models in place should be designed, such as how to
sign service contract between servers and users and how to define the billing rules, etc.

Contract signing. Plenty of contract signing protocols have been proposed in the literature.2127 Based on the existence of TTPin the protocol, the
existing construction can be divided into two types, ie, (1) protocol without a TTP and (2) optimistic model. The contract signing protocol without a
TTP had been proposed by Goldreich.28 This protocol enabled the parties to release their secret gradually in multiple rounds. It had the advantage
of removing the TTR but it was not suitable for real-world application due to its high communication cost. Ben-Or et al?? proposed the idea of
introducing an online TTP to guarantee fairness. However, the existence of online TTP becomes a bottleneck, especially in the multi-party setting.

The model of optimistic fair exchange was considered by Asokan et al.39 In their construction, they introduced an offline third party, which only
got involved in the protocol when there was a dispute. Later, this notion has been extended to contract signing protocols.31:32 The first optimistic
multi-party contract signing protocol was designed by Garay and MacKenzie.2! However, due to the high communication cost, their construction
was inefficient. Besides, Chadha et al?4 pointed out the solution in [21] was unfair and they gave an improved scheme. Baum-Waidner and Waidner23
realized a more efficient one. However, the efficiency depended on the numbers of the dishonest participants. Furthermore, when the number of
dishonest participants reached n — 1, there was no difference between [21] and [23] in efficiency. Mukhamedov and RyanZ2¢ introduced the abort
chaining attacks, which could be used to prove that Chadha et al's protocol did not satisfy the fairness requirements if there were more than five
parties. Mauw et al?” developed a fair multi-party contract signing protocol with low message complexity based on the optimistic model. Kiling and
Kiipcti?? proposed a general construction for fair exchange which required a constant number of rounds and O(n) messages. In addition, they showed
that their construction can be used to design secure multi-party computation with little overhead.

Blockchain. The concept of Bitcoin has been proposed by Nakamoto.? Andrychowicz et al'! showed that the advantages of Bitcoin transac-
tion syntax could be used to design secure multiparty computation protocols. They constructed a Bitcoin-based timed commitment scheme. In
their scheme, the committer should either reveal his secret in a limited time or pay a fine. They also realized a secure multiparty lotteries protocol
based on Bitcoin. Blockchain, as the underlying technology of Bitcoin, is summarized recently by many researchers.3334 They describe the princi-
ples of electronic cash and blockchain. Zhao et al3® analyzed the problems of coin network and the efficiency of network transaction. Tschorsch and
Scheuermann?é expound the impact on the field of science and the economic field after the emergence of blockchain. Blockchain has the features
of open, centralization, and permanent. Due to the low degree freedom of the Bitcoin network, the concept of smart contract has been proposed
by Christidis et al and Devetsikiotis.3” Smart contract is a set of commitments defined in digital form, including the agreement that the contractor
can perform on these commitments. Smart contract can solve the problem of single center; it can be used to solve the problem of high degree of

freedom of the blockchain.

1.2 | Organization

The rest of this paper is organized as follows. Some preliminaries are given in Section 2, and the proposed fair three-party contract signing protocol

is given in Section 3. The security analysis and performance analysis is given in Section 4, and finally, the conclusion remarks in Section 5.
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2 | PRELIMINARIES

In this section, we first give an overview of threshold EIGamal encryption and verifiable encryption signature. Then, we introduce some notions of

blockchain.

2.1 | Threshold EIGamal encryption

Inathreshold public key cryptosystem,38 amessage is encrypted by a single public key, which is generated jointly by a set of decrypters. The secret key
corresponding to this public key is share among them. Therefore, the ciphertext can be decrypted by a part of them working together. For example,
consider a k out of n threshold encryption scheme; a single public key is used to do the encryption on a message, but the corresponding secret key is
shared among a set of n decrypter. Only k of them work together; they can decrypt an encrypted message.

A threshold encryption scheme includes four probabilistic polynomial time algorithms, ie, Key Generation, Verification, Decryption, and
Encryption.?238 |n this paper, we will adopt the EIGamal threshold encryption (ie, k = n) scheme to build our protocol. Assume there are n partici-
pants in the scheme. They have previously agreed on the primes p and g, where g | p — 1. Let gbe a generator of Z;; Z,, is a group with the large prime
order p.

o Key Generation: Each party randomly chooses x; € Z, and the set of private keys are SK = {x4, Xy, - - - X, }. Compute h; = g%. As scheme [22] and
[38] are done, each party commits to h; and broadcasts to all participants. Denote these public verification keys as PVK = {hy, ... , h,}. The public
key is PK = (g, h), where h = ], g% = gZ*.

e Encryption: Given a message m, the party randomly chooses r € Z, and computesa = g',b = mh'. The ciphertext is E = (a, b).

e \erification: The verification algorithm is run by given the verification key PVK, the ciphertext E, and the decryption share d; = g™ belonging to
party i. If loggsh; = loggd;, it outputs valid. Otherwise, it outputs invalid.

o Decryption: The decryption algorithm takes input the n decryptiond;,i € {1,- - -n}. Then, it computes d = [] d; and decrypts the ciphertext as

b mh" mh"
m=3=gr2x;= [ (1

2.2 | Verifiable encrypted signature

In averifiable encrypted signature scheme, a signer can encrypt his message signature and the recipient can verify the signature without performing
any decryption. Asokan et al3? formally introduced the idea of verifiable encrypted signature. Boneh et al*? presented the first non-interactive ver-
ifiable encrypted signature scheme by verifiable encrypting the BLS signature.#! Recently, Shao and Gao*? proposed the first verifiable encrypted
discrete-log signature scheme. In this section, we will combine Shao and Gao's verifiable encrypted signature with the threshold encryption to
describe the scheme.

As described in Section 2.1, considering a k out of n threshold encryption scheme, a single public key is used to perform the encryption on a mes-
sage. In addition, n decrypters keep the corresponding secret key, respectively. Only k of them work together; they can decrypt a message. Assume
every party has obtained the public key h and the corresponding secret key has been distributed between them. Here, we consider k = n. The party
P, wants to run a verifiable encrypted signature scheme to send his encrypted signature to P,. P, can use the public key h and the public key of
P, to verify the signature without performing decryption. A verifiably encrypted signature scheme consists of five probabilistic polynomial time

algorithms, ie, Setup, KeyGen, VEsign, VE Verify, and Decryption.#042

e Setup: On input the secure parameters and generates public hash functions and the system parameters.

e KeyGen: Given the system parameters, the participants generates key pair (x, y;), which is used for signing the contract. Then, they work together
to generate the public key of threshold encryption h.

o VEsign: For amessage M € {0, 1}*, the signer P; computes a signature (M, o) with his private key x/, then generates a VES; with the public key of
threshold encryption h.

o VEVerify: After receiving the verifiable encrypted signature of the message M, the verifier checks the verification equations for the VES; with the
respect to the public key y; and h.

e Decryption: The decryption algorithm takes input the n decryption shares of all participants. Then, each participant extracts the signature with

the decryption shares.

2.3 | Blockchain

A blockchain is essentially a distributed database on the peer-to-peer network. It maintains continuously growing blocks, which record the data

and can prevent these data from tampering and revision. The blockchain was first used in Bitcoin, which was conceptualized by Satoshi Nakamoto
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FIGURE2 The graph shows the relationship of two transactions. Assume T, and T are two related transactions produced by two users. A and B
are two public key. T, is a previous transaction can be redeemed by A. [T,] denotes messages containing the input script of T and all content of T,
except the output script. This example describes that T, can be redeemed by the public key Bin time t

in 2008.7 It was a core component of the Bitcoin system. The invention of the blockchain enabled Bitcoin to become the first e-cash system without
the use of a trusted authority.43

The Bitcoin transactions are verified by network nodes and recorded in the data blocks. A data block is composed of Header and Body. The block
body contains some transactions. When a new transaction broadcasts in the system, the nodes called miners collect this new transaction. When one
of them finds a proof-of-work, it broadcasts the block to all nodes. This transaction is confirmed when this transaction appears on the public block,
but the process needs 10 to 20 minutes or more.

Addresses and transactions are two components of Bitcoin system. Every user in the system has a key pair. A Bitcoin address is the hash of the
user's public key. The user can use the private key to sign a transactions and use the public key to verify the signatures. A transaction has some input
and output. The input script of the transactions is a signature. The output script is a verification algorithm, which controls the conditions whether the
coins can be redeemed or not. In areal system, users can define the condition flexibly. In the standard transaction, input-script is just a signature with
the sender's secret key, and out-script implements a signature verification with the recipient's public key. If the time t is O, it means the transaction

is locked and final. As an example, Figure 2 gives the relationship of two transactions.

3 | THEPROPOSED FAIR CONTRACT SIGNING PROTOCOL

3.1 | Security definitions

In this section, we introduce a concrete construction of three-party contract signing protocol. The three participants are denoted by Py, Pg, and Pc.
We assume all the participants can be either honest or malicious. We define that the party P, obtains a valid contract only if P, has received the
other parties' signature on the contract. If P, only received one party's signature, say Pg, then the contract is invalid.

We assume all messages between the participants are reliably transferred. Our protocol does not need the messages to be transferred in
sequence. We also assume the participants use a resilient communication channel to communicate. The property of resilient means the communi-
cation model is asynchronous and there is no global clock. In this model, the messages can be delayed arbitrarily but will reach eventually in a finite
time. In order to avoid controversy, the time to be delayed in the communication channel should be included in the deadline in our protocol.

The security properties of the proposed three-party contract signing protocol are defined in terms of completeness, fairness, timeliness,

non-repudiation, and confidentiality.3!

o Completeness. If every participant involved in the protocol is honest, the adversary cannot prevent all the parties exchanging their valid signa-
ture on the contract. Adversary can be allowed to access the signature oracle or can request any message except the contract. In addition, the
adversary can arbitrarily delay the messages between the participants.

e Fairness. The fairness is defined as all of the parties either obtain the others' signature on the contract, or none of them obtains the valid signed
contract. In our scheme, the fairness means that if the adversary obtains the valid signed contract, he will pay for the honest parties.

e Timeliness. Any participant involved in the protocol can be sure that the protocol have limited time to run and it will abort at a certain point of
time. The certain deadline time will be agreed on in advance of the protocol. Once the protocol aborts, the fairness can be achieved for the honest
parties whatever the other parties do.

o Non-repudiation. Given a signed contract, every participant involved in the protocol cannot deny having signed it. We say that non-repudiation is
the precondition of fairness.

e Confidentiality. The process of signature exchange is secure only when the participants involved in the protocol are allowed to know the content

of the contract. No one can have access to the plain contract.
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3.2 | Mainidea

We assume three parties P;,i € {A, B, C} are involved in our protocol. They have come to an agreement on the content of the contract M. Then, each
of them generates a signatures o; on the contract. At the end, they will obtain all the three signatures {6, 65, 5¢}. First, all parties P;,i € {A,B,C}
use their secret share x;, which is randomly selected by P;, to generate a public key h together. Each party P; uses this public key to encrypt his
signature o; using the verifiable encryption signature scheme. Then, P; sends the verifiable encryption signature VES; to others. Note that no party
can decrypt any VES; because they do not know the decryption shares S;. Here, each S; contains the secret key x;. Even if two parties corrupt with
each other, they cannot decrypt. At the same time, each P; should make a deposit transaction via blockchain network to commit that he will reveal
the decryption share S;. If he does not reveal by the deadline, he will be punished and the honest parties will be compensated. After all parties obtain
all VES; from others, they reveal their S; via a claim transaction. At last, when P; receives all the shared key, he can get all 6; by decrypting each VES;.

Upon termination, the protocol achieves one of the following outcomes within an established deadline.

e Evenif two parties collude together to cheat, the protocol can guarantee the fairness.

e All parties obtain the others' signature or none of them does.
e |If aparty obtains the valid signed contract, but the other parties do not, then they will be compensated. The dishonest one has to pay penalty.
e The nodes on the blockchain do not know the content of the contract, and they cannot obtain the signed contract.

3.3 | Our protocol

In this section, we present a fair three-party contract signing protocol with penalties. Before describing our protocol in detail, we introduce some
notations first. There are three parties involved in our protocol, denoted by P;, i € {A, B, C}. They have agreed on a contract M in advance. Denote by
o; the signature on contract M with the secret key of the party P;,i € {A, B, C}. VES; is a verifiable encrypted signature of P;'s signed contract under
the public key h. In our protocol, we use blockchain network to guarantee the fairness. In the following, we use T; to denote a transaction. P; —> p;
denotes a deposit transaction produced by P; with g coins and it can be claimed by P; only if it provides S;. After the time t, P; can get back the dep05|t

Note that we do not describe the agreement on the contract and the amount of the coins in detail. It may require a number of rounds of com-
munication between the involved parties through a security channel. All parties should agree on the deadline for each phase in the protocol. Our
protocol has four phases. The details are as follows (see Figure 3).

o Key Generation. In this phase, all parties join together to generate a public key for the verifiable encrypted signature algorithm. They first agree
on a prime p-order subgroup Z, C Z;; qis alarge prime. Assume g is a generator of Z,. Then, each P;, i € {A, B, C} does the following.

- First, Party P, randomly chooses x; € Z, as his secret key. He computes h; = g*1. Then, he randomly selects a string r; and makes commitment
C1 = C(hy,rq) to hy as Kiling?? and Pedersen38 done. Send C; to party Pg and Pc.

- When all the two parties have received the commitment, P, opens the commitment C,. Pz and Pc obtain Py's h;.

- Pgand P¢ repeat the same process as P, does. At the end, all the parties have the public key set {h,, h,, h3}. The threshold encryption's public
key h is computed as

3 3
h= I I1h[: I Ilgxi = gZXi = g¥
Here,weletx = Y, x;.

Note that all parties know the public key, but they cannot find the secret key x = ', x; unless they all work together.
e Signature Exchange. Inthis phase,each P;,i € {A, B, C} computes asignature ¢; onthe contract M. Then, he runs the verifiable encrypted signature
scheme described in Section 2.2 to encrypt s;. At last, P; sends the encrypted signature VES; to other parties. Assume the system has produced
two public hash functions,ie, H : {0,1}* — Z; and H, : Zp — Zj,. P; generates the verifiable encrypted signature as follows.

- First, the party P, randomly chooses x’1 € Z; as his private key and computes y; = g"i .histhe public key, which has been generated in phase 1.
- ForacontractM € {0, 1}, the party P, randomly chooses three integers ry, t1;,and t; € Z;. Compute the signature ¢; = HMY4, a, =
;b1 =hte = 51b§1y ryy = 8, rp = (HMb), ryg = Ytluy ria = htiz, hyy = Hi(HM),8,y1,h, 111,112,113, F14), S11 = t11 — h11X], and
S12 = t1o — hyqrq. The verifiable encrypted signature of the contract M is VES; = (a1, b1, ¢4, h11, 511, S12)-
- After receiving the the contract M's verifiable encrypted signature VES; = (a1, by, €1, h11, 511, 512), the recipient P;,j € {B,C} computesr], =
)/111 o, rl, = cqﬂ(H(M)bl)sn, r = 0'111),51127,,14 = b';“hsiz, and hi; = Hy(HM),g,y1,h,ri, . r} 1a)- Ifhay = h]
signature. Otherwise, he aborts the protocol.

P; accepts the encrypted

12° 13’ 11’

- P;,j € {B,C} repeat the same process as P, does. At the end, each P;,i € {A, B, C} receives the verifiable encryption signature sets VES;,
ie{1,2,3}.

If anything goes wrong up to the time t4, ie, other participant does not receive the verifiable encryption VES;, he can abort the protocol.
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FIGURE3 The process of our protocol
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e Shares Exchange. In this phase, each party will send the decryption shares to other parties to decrypt each VES;. Here, we will use the special

nature of Bitcoin to guarantee the fairness of the exchange. If a dishonest party aborts after receiving all shares, he will be monetarily penalized.

First, each P; should make a deposit transaction via Bitcoin system to commit that he will reveal the share S; = (a;f, a;‘,a

%, If he does not reveal

the secret share S; by deadline, he will be punished and the other parties will be compensated. After all parties make the deposit, they reveal their

secret share S; via a claim transaction step by step.

- Deposit. This process begins when each party receives all verifiable encryptions signatures VES; from the others. If anything goes wrong or

the protocol exchange has been aborted, it cannot be run. The process of deposit protocol can be described as Andrychowicz's construction!

S1ASyAS3
Py,——P¢

q.73

S1ASAS3

(2)

(5)

It can be divided into two steps. Formulas (1) and (2) are the first step. That is, parties P, and Pz make a deposit of g coins to recipient P¢
at the same time. This deposit transaction can be claimed by P only if he can produce the secret value S4, S,, S3 in round z3. As the second

step, party Pc makes a deposit of 2q coins to recipient Pg, which can be claimed by Pz when he produces Sy, S, in round z,. Party Py makes a

deposit of g coins to recipient P,, which can be claimed by P, when he produces S, in round 7. Here, 75 < 7, < 74. The details are described

in the following.



8of16 |

HUANG ET AL.
———WILEY
dep (in:T")
in-script:Sigj ([T, dep] )
out-script (body,s,,0,,S,,S,,S, ):
(ver, (body,0, ) ver,(body,0,))v
((ver,(body,d,)) A (§(S,) = 1A §(S,) =
A(S,) =1))
value:q
I e e |
Too(In: Toy) T T, |
Lo ____
t: Si S,,S,,S i 1
in-scrip 19; ([T, cla]) 1992,93 } in-script Slg ([T'f]) Slg ([Tlef]) J‘
out-script(body, o) : ver, (body, o) h— ’} out -script(body,a) : ver (body, ) i
value:q T’V;h:e'_"""""""""""'\
I q I
s 1
| Locktime : 1, !

FIGURE4 Description of formula (1) and (2) in Bitcoin syntax. Here,i = 1,2 andj’ = C. Wheni=1,j = A Wheni=1,j =B

- Fori € {A,B}, P; does the following.

1. P, prepares an unredeemed transaction T* that can be redeemed with a key known only to P,. Then, P, builds a new transaction Tjep with g
coins according to some condition described in Figure 4. Moreover, he keeps it private and creates another transaction Trlef, which has a locked
time 3.

2.P, sends the body [Trier] to Pc and asks P¢ to sign. P¢ signs [T}ef] and sends back the signed transaction to P,. If the signed [T}ef] does notreach
P, by deadline, P, aborts. After receiving the signed [Trlef], P, posts the transaction T;ep to the ledger. This shows that P, can get his deposit
back when P is dishonest.

3. P; makes the deposit transaction Tjep at the same time. The process is the same as the above step. In order to get a better understanding of
this step, Figure 4 shows this step in Bitcoin syntax.

This is the second step. This step begins after the transactions T‘;ep, i € {1,2}appear on the ledger. For k = C to B, P, does the following.

1. The party P prepares an unredeemed transaction T2 that can be redeemed with a key known only to Pc. Then, P¢ builds a new transaction
T2 with 2q coins according to some conditions, which are different from Step 1. P¢ creates another transaction T2, which has a locked time

dep ref’

7,. Pc sends the body [ ref] to Pg and asks Pg to sign. Pg signs [ ref] and sends back the signed transaction to Pc. If the signed [T2 ] does not

reach P¢ by deadline, then P aborts. After receiving the signed [

rej
ref] Pc posts the transaction T3e,O to the ledger. Figure 5 shows th:e details of
this step.

2. Party Pg also prepares another unredeemed transaction T2 and builds a new transaction Tgép with g coins. Then, he repeats the same process
as P does. Pg posts the transaction Tf,;p to the ledger. This step is illustrated in Figure 6. If anything goes wrong up to the time t,, ie, other

participant does not make deposit, the protocol can be aborted.

T3

dep

(in:T?)

in-script: Sig ([T, dep])

out-script(body,s,,5,,S,,S,):
((ver.(body,o,) A (very (body,s,))) v
((very (body,s,)) A (d(S))=1 A d(S,)=1))

value:2q
S (in:T2) T IsiTTTTTTTTTTmm s |
ola dep | Tref(ln Tdep) }
i e 1
in-script: Sige ([Tea)). S+, S, ) in-script: Sigy ([T, 1), Sige (T3, ) |
out-script(body,0): very (body, 0) I out-script(body, ) : ver, (body, o) i
value :2q valueizq |
P 1
! Locktime:T, \

FIGURE5 Description of formula (3) in Bitcoin syntax
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Ty, (in:T¥)
in-script:Sig, ((Tj;, 1)
out-script(body,s,,0,.,S,):
(ver, (body,o,) A (ver, (body,s,) v
((ver, (body,s,)) A (§(S,)=1)
value:q
N e !
T, (in: TG, ) P T (0T, ) !
; [ et de 1
in-script:Sig, ([TCZIa .S, } in-script:Sig, ([T, 1.Sig, ([T 1) J\
e —
I
out-script(body,s):ver, (body,o) } out-script(body,o):ver, (body,c) }
Co T T
value:q "_\ialuf'fl ______________________ J
I Locktime : T, |

FIGURE6 Description of formula (4) in Bitcoin syntax

4

- Claim. Wait until all parties have made deposit, all parties begin to make claim transaction in the reverse direction.

x Party P, first makes claim transaction as described next. He prepares a transaction Tfl; and posts it to the ledge. When the transaction
appears on the ledger, Pg and P¢ collect S;. If the transaction Tf,; does not appear on the ledger, P gets his deposit back wait by round
1+ 1

% Then, the party Pg uses S; and S, to create the transaction Tf,a to claim his deposit. When the transaction appears on the ledger, P, and
Pc collect S,. If the transaction Tf',a does not appear on the ledger, Py gets his deposit back wait by round z, + 1.

* At last, the party Pc uses S; and S, to create the transaction Tclla and Tczm to claim his deposit. When the transaction appears on the ledger,
P, and Pg collect Ss. If the transaction Tclla and Tczla does not appear on the ledger, P, and Pg get their deposit back wait by round 73 + 1. Py

posts the transaction T}ef and gets his deposit back wait by round 75 + 1.

Decryption. In this phase, P; can decrypt each VES,; after receiving all the necessary values. He can get the other parties signature on the contract

M. The decryption for o; is as follows: s

o = c,~/1_[jaixk = a,-b‘,xi,/aizlxk = a,»bf",/a;‘ = oa’/ay.
Remark 1. In our proposed protocol, the idea of phase 1 and phase 2 is inspired by [22]. The verifiable encryption signature scheme used in
our proposed protocol is slightly modified from Shao and Gao's*? scheme. We use the ElGamal threshold encryption scheme to encrypt the
signature on the contract M. In phase 2, every party should verify the validity of VES; by the equation h;; = h/,. The verification equation is
proof of knowledge of the equality of discrete logarithm (DL),*244 ie, DLy, (c;) = DLy(y;)) = X/ and DL,(a;) = DLy(b;). The probability of
DL rmyp, (€i) # DLg(y;) is at most 1/p, and the same is DL,y (a;) # DLg(b,-).45 Froma;, b; and ¢;, we can make sure that a% = b;(", . This equation implies

that if all the parties work together, they can extract a valid o;.

Remark 2. In phase 3, in order to realize our fair protocol, we require the script of transaction to contain operation of the equality of discrete
logarithm. That is, denote a function ¢(.). We define the function ¢(.) as follows.

e ¢(.): Assume the transaction T contains this function. Input t4, t,, t3, and t4, where t; is a pair (tj1, tp). If the following equation is true, then

the output ¢(ty, to, ts, t4) = 1
DLy, (t12) = DLy, (t22) = DLy, (t32) = DLy, (t2).

For example, the input script contains the encryption shares S; = {(al,aj‘), (az,a;"), (a3,a§"), (8, h)}; the node on the blockchain can verify
whether §; satisfies the above equation. If it satisfies, then ¢(S;) = 1. On the other hand, unfortunately, the current Bitcoin system does not sup-
port the discrete logarithm operation. However, we can use the platform of Ethereum or Hyperledger to implement and simulate our protocol.
In order to interpret our protocol more clearly, we adopt the form of Bitcoin transaction to describe our sub-protocol and we show the main
steps of the exchange of the decryption shares in Figures 4, 5, and 6.

| SECURITY AND PERFORMANCE ANALYSIS

4.1 | Security analysis

Theorem 1. The proposed three-party contract signing protocol satisfies the property of completeness.
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Proof. If all parties are honest, they will successfully run the Signature Exchange protocol and obtain the verifiable encrypted signature of all

parties. After protocol finishing, all the parties can obtain the decryption shares to decrypt the encrypted signature and obtain the valid signed

contract. None of the parties have to pay any penalty. O

Theorem 2. The proposed three-party contract signing protocol satisfies the property of fairness.

Proof In our protocol, the property of fairness is guaranteed by that (1) all parties obtain valid signed contract or they only obtain the others'
verifiable signature on the contract. (2) If a dishonest party does not abide by the protocol, then the honest party is compensated and the
dishonest one has to pay a fine.

We prove the first one. Assuming that threshold encryption scheme and the verifiable signature scheme are secure. We assume the party P;
is dishonest. He refused to send his VES; to the other two parties after receiving the others' in the phase of signature exchange. In this case, the
other two parties wait until the deadline and then they can abort the protocol. According to the protocol, the following phase cannot be run.
Although P; has obtained the other parties' VES;, he did not have the shared key for the ciphertext. Therefore, if the phase 3 does not run, they
only obtain the other one's verifiable signature on the contract.

Then, we prove the second one. At the end of the protocol, all honest parties will receive all the shares S; without paying any fine. The honest
party who publishes his share but does not obtain all the decryption shares is compensated by g coins. If each honest party who does not publish
his own shares can get his deposit back, then no corrupt party obtains any shares. There are three cases.

e Party P, does not publish his share S;. It means that the Claim phase has not been executed. No party obtains any share.

e Party Pz does not publish his share S,. There are two cases. First, P, has made claim transaction and Pg receives the share S;. In this case, Pg
only needs to publish his own shares S, and gets his deposit back. Otherwise, he will pay g coins to P,. Second, P, did not publish his shares.
In this case, Pz does not make claim transaction and no party obtains S,.

e Party Pc does not publish his share S;. In this case, it means that P is the first party who obtains all shares. If P is dishonest and he aborts
the protocol, then P, and Pg do not obtain P¢'s shares. However, both of them get the deposit after time z3. Because when P, published Sy,

he gets g coins from Pg, while Pg gets 2q coins from P when he published S,. At this point, both of them have been compensated. O

Theorem 3. The proposed three-party contract signing protocol satisfies the property of timeliness.

Proof At any phase of our protocol, there is a deadline, which was agreed on in advance of the protocol. If every party involved is honest, our
protocol requires constant rounds. Therefore, we can be sure that the protocol will abort in a concrete time. Moreover, in the deposit and claim

phase, every transaction has a limited time. Therefore, we are sure that our protocol satisfies the timeliness requirement. O
Theorem 4. The proposed three-party contract signing protocol satisfies the property of non-repudiation.

Proof First, we uses the EIGamal threshold encryption scheme to encrypt a valid undeniable signature ¢; = H(M) . This construction has been
slightly modified from Shao and Gao's*2 scheme. In phase 2 of our protocol, every party should verify the validity of VES,. That is, they should
verify if the equation hy; = h/, is satisfied or not. The verification equation is proof of knowledge of the equality of discrete logarithm (DL),4244
i€, DL, (€)) = DLg(y;) = x! and DL, (a;) = DLg(by). It can guarantee that the signature can be extracted by the other parties. The probability
of DLy, (¢i) # DLg(y;) is at most 1/p, and the same is DL, (a;) # DLg(b;).45 From a;, b;, and ¢;, we can make sure that a¥ = b?,. This equation
implies that the valid signature o; can be extracted from any valid VES; with the key x.

On the other hand, the EIGamal threshold encryption scheme is used to generate the key x. That is, all parties work together to generate the
secret key x = ', ;. They only know the public key, but they cannot find the secret key x = Y, x; unless they all work together. Assuming that
the EIGamal threshold encryption scheme is a secure threshold encryption scheme and the discrete logarithm problem is hard, our proposed
protocol is a secure protocol. In phase 3, every party exchanges the decryption shares. After every party obtaining the decryption shares, the
undeniable signature can be extracted by each party through combining all decryption shares. Therefore, the signer cannot generate any valid
VES; such that the other party cannot extract the signature from the other way. The undeniable cannot be denied by the signer through any
disavowal protocol. O

Theorem 5. The proposed three-party contract signing protocol satisfies the property of confidentiality.

Proof Inour protocol, the process of signature exchange is secure. From our construction, the content of the contract has been encrypted and
only the participants involved in the protocol are allowed to know the content of the contract in the signature exchange phase. On the other
hand, the fairness is guaranteed by exchanging the decryption shares in the Bitcoin network. The parties should broadcast the transactions
containing the decryption items to the network, and the nodes in the network must verify the correctness of the shares. Although the nodes
only learn the decryption shares, they cannot decrypt the encrypted signature since he never gets the items. Therefore, we can say that the
confidentiality is satisfied. O
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TABLE1 Comparison with the previous scheme
Scheme Message Complexity Communication Complexity TTP
Scheme [21] on3) 0o(n?) Yes
Scheme [23] o(n®) o(n) Yes
Scheme [26] on3) o) Yes
Scheme [27] o(n?) o(n) Yes
Our scheme 0(n?) o) No

TABLE2 Comparison among schemes

Scheme
Properties Scheme[21] Scheme[23] Scheme[26] Scheme[27] Ourscheme
Fairness Weak No Yes Yes Yes
Timeliness Yes Yes Yes Yes Yes
Non-repudiation No Yes Yes Yes Yes
Confidentiality No Yes No Yes Yes

4.2 | Performance analysis

In our proposed protocol, each party P; sends one verifiable encryption to the other two parties, and, in the end, he broadcasts the transactions
containing the decryption shares to the blockchain. Therefore, the messages complexity in the shares exchange phase is O(n). If there are n parties,
the total message complexity is O(n?). We can see that n = 3 in our protocol. Therefore, the total message complexity is 9.

Table 1 presents the comparison between our protocol and the previous works. n is the numbers of parties. First, we can see, from Table 1, our
proposed protocol is based on blockchain without a TTPR, All of the others need a TTP to resolve the dispute. The existence of TTP will become a
bottleneck, since it can be asingle point of failure or suffer from external or internal attack. Second, scheme [21]is the first solutions for fair optimistic
multi-party contract signing protocol. In their protocol, the total number of messages needed are O(n®) and the communication complexity is O(n?)
rounds. Here, n is the number of participants. When n = 3, the total number of messages needed are 27. Garay and MacKenzie's2! solution was very
inefficient. Scheme [23] proposed a more efficient one. Its efficiency depended on the numbers of the dishonest parties. We consider the worst case
that the number of dishonest parties reached n— 1; it needs (n+ 1)n(n+ 1)(O(n®)) messages and n+ 1 rounds. The round complexity was decreased by
scheme [26] to O(n) but also needs O(n®) messages. When n = 3, the total number of messages needed are 24. Scheme [27] introduced a linear fair
multi-party protocol based on the optimistic model, which needs only O(n?) messages. Whenn = 3, the total number of messages needed are 18. This
is the same as our protocol, but the round complexity was not constant. In summary, our proposed protocol is more efficient than the existing ones.

As seen in Table 2, scheme [21] has been proved that it did not satisfy the fairness property when n > 4.24 Scheme [23] assumed that TTP should
know the number of the dishonest parties and all honest parties could not abort the protocol. Inthat case, if some honest parties are to abort, fairness
could not be guaranteed for other honest ones, and therefore, scheme [23] was weak in fairness. In summary, our proposed scheme can satisfy all

of the security properties.

4.2.1 | Communication cost in the blockchain

In this section, we will analyze the communication cost of each party in this phase. Party P, should broadcoast 2 transactions to the blockchain. He
also sends the body of transactions to P and 1 signature to Pg, so the total communication cost of P, is 2 unicast messages and 2 broadcast messages.
Then, party Pg should broadcoast 4 transactions to the blockchain. Moreover, he also sends 2 bodies of transactions to P, and P, respectively. He also
sends 1signatureto P¢, so the total communication cost of Py is 3 unicast messages and 4 broadcast messages. At last, the party P should broadcoast
2 transactions to the blockchain. Moreover, he also sends the body of transactions to Pz and 2 signature to P4 and P¢, so the total communication

cost of Pg is 3 unicast messages and 2 broadcast messages. The communication cost of each party has been shown in Table 3.

TABLE3 The communication
cost of each parties in phase 3

Party Unicast Broadcast
Party P, 2 2
Party Pg 3 4
Party P¢ 3 2
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4.3 | Simulation

In this section, we provide the experimental simulation of the proposed contract signing protocol. We only simulate the realization of the exchange
decryption shares. Considering that the transactions in Figures 4, 5, and 6 are the same in the performance, we only simulate the formula (4)
(ie, Figure 6). We have tested these on a PC with Intel(R) Core(TM) i3-3240 CPU, which clocks at 3.40 GHz, 4GB memory and Ubuntu 14.04 operating
system.

To realize the smart contract functionality for facilitating online contractual agreements, we use the platform of Ethereum to implement and
simulate our protocol. Ethereum is the best development platform for blockchain. For achieving our performance, we use Truffle to test framework
and asset pipeline for Ethereum and adopt solidity language to write smart contracts to realize the transaction in our protocol. Then, we run the
contract on the privacy blockchain. The smart contract we build for our protocol is as the flow chart described in Figure 7.

In the experiment, since the transactions in Figures 4, 5, and 6 are all the same, we only simulate the transaction in the sub-figure of Figure 6.
Recall that this phase contains two parties, ie, P, and Pg. In the deposit, Pg prepares a transaction Tje’p with g coins and can be redeemed according to
the conditions that “(P,'s signature AND Pg's signature) OR (S, for which ¢(S;) = 1 AND P,'s signature).” Then, P, makes claim transaction publish S;
and gets the g coins. We simulate the process of deposit and claim transaction by smart contract on the privacy blockchain. First, we use the solidity
language to write the contracts we needed. Then, we simulate the Ethereum environment by TestRPC in the local memory. At last, we debug each
function of the smart contract in the frame of truffle. The flow chart of our experiment in realizing the deposit and claim transaction is described
in Figure 8.

In our smart contract, the script should contain the verification of the equality of discrete logarithm, ie, compute the value ¢(.). Due to the limi-
tation of Ethereum, an extra processing is adopted to solve the problem in the flow chart. This verification process is realized in the local memory.
After this processing, the smart contract can obtain the certifiable parameters from local computation.

We simulate the process of deposit and claim transaction by smart contract on the privacy blockchain. We denote by T as the total time cost of real-
izing one transaction on the privacy blockchain. T is made up of 5 parties. Ty, T,, T4 is the communication time that interaction between participant
and smart contract; contract requests local computation and the local computation responds to the contract. T; is the time that the local memory
verifies the equality of discrete logarithm, ie, it will output the value of ¢(.). Ts is the time that smart contract verify the certifiable parameters. Our
simulation run on privacy blockchain, so the time cost T,, T,, T4, T5 can be negligible. We only analyze the time cost of T;. We adopt Python to real-
ize the function ¢(.) in Ubuntu 14.04. As defined before, the functionality of ¢(.) is that input tq, t,, t5, t4, where t; is a pair (tj1, tp). If the following
equation is true, then the output ¢(ty, to, ts, ty) = 1

DLy, (t12) = DLy, (tz2) = DLy, (t32) = DLy, (ts2).

Using solidity Transaction[nonce,Ga
Invoke the frame of language to write the X A Interacts with
truffle: > . » sprice,gaslimit,To=Nul
smart contract: > i TestRPC
Initialization process | Truffle Truffle I,value=Code,vrs] Truffle
. Code: )
init migrate console

FIGURE7 The construction of smart contract

‘ Pa claims a payment bill to Pg ‘

;

‘ Generation Transaction ‘

;

Pa publishes the decryption
permanents Sy

Local computation:
Compute ®(Sq)=1
or0

y
Interactive Contract
—> Manufacturing

Trading Closed

‘ Sync Block ‘

FIGURE8 The flow chart of experiment
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FIGURE9 Time cost of shares verification on privacy blockchain
TABLE4 The comparison of the computation overhead
Scheme Scheme [22] Our Proposed Scheme
Model optimal model blockchain model
Signature Exchange 1S+ 2E + 2V 1S+ 2E + 2V
Shares Exchange 1VE + 2V + 2VD 2T
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Due to the randomness of the parameter generation, we run the program more than once to test the computation time cost. Figure 9 shows the time

cost of running the program n (from 100 to 1000) times. We can estimate the time cost of T3 ~ 0.2s.

We compare the computational overhead of each party between our scheme and scheme [22] in Table 4. We denote by S a signature on contract,

by VE a verifiable encryption, by V the verification of VE, by VD the verification of discrete logarithm, and by T a transaction prepared by parties. We

provide the time costs simulation for schemes [22] and our scheme in Figures 10, 11, and 12. The time cost of each party in the phase of Signature

Exchange and Shares Exchange for two schemes are shown in Figures 11 and 12, respectively. From the two figures, we can see that the time cost

of each party in Signature Exchange and Shares Exchange of our scheme is small compared with scheme [22]. The main reason is that we use the

blockchain to finish the signature exchange in our scheme. In our protocol, there is no trust third party. Therefore, the computation cost of the
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FIGURE 10 Time cost in Shares Exchange
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FIGURE 12 Time cost comparison of each in Signature Exchange

participants side in our scheme is smaller than scheme [22]. Figure 10 shows the total time cost simulation of the Shares Exchange phase. The
simulation results in Figure 10 indicate that our scheme takes more time than scheme [22]. The main reason is the verification should be finished
in the public chain. In the process of the verification, we should wait the nodes in the blockchain to affirm. However, we only simulate the case that
every party in scheme [22] is all honest. In the case of existing dishonest parties, the honest one needs to contact the trusted third party to solve
the dispute. From that perspective, the time cost of scheme [22] is similar to our scheme. However, our scheme without a trusted third party is more
secure and most suitable for real-world applications.

5 | CONCLUSION AND FUTURE WORK

Fog computing emerges as a new application schema that can provide flexible services at the edge of network. In the decentralized fog surroundings,
how to sign a service contract between the participants through a network fairly has become more difficult. Multi-party contract signing is a prac-
tical applications of electronic data exchange. A crucial property for a contract signing protocol is fairness. The existing solutions to the problem of
fairness need a TTP to involve in the dispute. These solutions are not suitable for fog computing. Blockchain, as the underlying technology of Bitcoin,
provides a solution to solve the trust problem of the third party. In this paper, we have proposed a fair three-party contract signing protocol based
on blockchain for fog computing. The proposed construction makes use of the verifiable encrypted signature and the blockchain to accomplish the
fair exchange. As result, a dishonest party will be monetarily penalized as it aborts after receiving the current output. Meanwhile, it can protect the

privacy of the contract content. In future work, we will focus on n party contract signing protocol based on blockchain.
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