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Abstract Smart Health is a real-time, intelligent, ubiquitous healthcare service based on the IoT aware network and sensing
infrastructure. Thanks to the rapid development of related technologies such as cloud computing, fog computing and IoT, research on
smart health is gradually on the right track. This paper analyzes research on smart health in recent years and then discusses the
development of smart health from both cloud and edge, including cloud computing, fog computing, IoT sensors, blockchain, and privacy
and security. At present, in the research of cloud and smart health, the focus is on how to use the cloud to complete the challenges of
massive health data and improve service performance, including related issues such as storage, retrieval and calculation of health big
data in the cloud. At the edge, research focuses on the collection, transmission, and computation of health data, including sensors and
wearable devices for collecting health data, various sensor networks, and how to process health data and improve service performance at
the edge. As an emerging technology, blockchain has a wide range of applications in smart health. We discuss typical smart health
application, blockchain in smart health and privacy and security issues related to smart health. Finally, we present challenges and
opportunities for smart health in the edge computing era.
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Fig. 1 Cross-layer design of smart health
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Table 1 Storage System of Smart Health in Cloud
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Table 3 Sensor Technology of Bio-Signal

* 3 FEREREBRNDSER—RESERA

Bio-Signal Method Type of Sensor Size Skin Contact
Temperature Mercury, Infrared Ray, Thermistance Skin Patch, Probe Tiny NA
Blood Pressure Pulse Wave Propagation Method Arm Cuff-based Monitor Medium Direct
Heart Rate Photoplethysmographic Skin Electrodes Tiny Direct/Indirect
ECG Capacitance-coupled Sensing Method Skin Electrodes Tiny Indirect
Acceleration Piezoelectric, Piezoresistive, Capacitance Accelerometer Tiny No
Respiration Rate Piezoelectric Cable Sensor, Impedance Plethysmography  Piezoelectric Sensor Small No
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Table 4 Communication Protocol for Smart Health

* 4 BERRNAETEMEBBNEE NN

Protocol Range Data Rate Frequency

Bluetooth 10—100m 1—3Mbps 2.4—2.48GHz
ZigBee 1075m 250Kbps 868/915MHz, 2.4GHz
Wi-Fi 200m 54Mbps 2.4GHz, 5GHz

WIMAX 15km 128Mbps 2.3—3.5GHz
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Table 5 Typical Application for Smart Health
x5 HEOESMEROVEERSN A

References Type Bio-Signal Description Scalability Mobility
Ref[72] Health Monitoring ECG Cloud-based ECG Monitoring High Storage Requirement No
Ref[73]  Health Monitoring Voice Voice Pathology Monitoring Insufficient Real-time No
Ref[74] Health Monitoring HR, BP, BT Wireless Bio-signal Monitoring Difficult with High Traffic No
Ref[75] Health Monitoring NA (Health Data) Wearable Personal Assistant System  High Processing Capacity Yes
Ref[76] Disease Prediction BP Hypertension, Fall Event Prediction Insufficient Accuracy No
Ref[77]  Disease Prediction ECG Heart Disease Prediction High Power Consumption Yes
Ref[78] Hardware Design BP, HR, ECG Collect Bio-signal Hardware Scalability Yes
Ref[79] Hardware Design ECG RR HR Detection, Motion Detection High Power Consumption Yes
Ref[80] Hardware Design NA (Health Data) Wearable Computing System High Energy Consumption Yes
Ref[81] Data Visualization NA Data Visualization and Analysis Lack of Accurate Analysis No
Ref[83] Healthcare Platform NA Heterogeneous Medical System Difficult with High Traffic No
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Table 6 New Smart Health Service Based on Blockchain
xR 6 BETXRENFFEESMERRS

References Applications Platform Key Technique Focus Key Benefit
Ref[85] Health Data Sharing Ethereum Smart Contract EHR Decentralized
Ref[86] Health Data Sharing ~ Hyperledger Fabric Channel Formation Scheme Health Data Security/Privacy
Ref[87] Health Data Sharing NA Asymmetric Encryption Medical Image Security/Privacy
Ref[88] Clinical Research Ethereum Smart Contract Data Utilization Transparent
Ref[89] Clinical Research NA Machine Learning Model Training Decentralized
Ref[90] Clinical Research NA Timestamp Clinical Trials Immutable
Ref[91] Pharmaceutical Industry NA Timestamp Counterfeit Drug Transparent/ Immutable
Ref[92] Pharmaceutical Industry NA Smart Contract Supply Chain Transparent/ Immutable
Ref[93] Support Platform Ethereum Shared Infrastructure Management Platform Decentralized
Ref[94] Support Platform NA Identity Scheme Management Platform Decentralized

n_ornrcn 1S o GV AT A o

4.2 RHEEZEMR

fRan T XU 7B, B A2 A 1R, VR 2T
FUIF UG IV X B R R AE PR 22 AL U S, X B
SR T I E RS e A b X (95 i & A
W SEG R R OACE AN, X HEER 2 H
LA AR G IR 2 U n] DAL BCA TR U I, K
W2 v 5 2 0 R F 56 5 L X B A T R i B
V) PR 1 T DA T B2 40t 7 B A T A5 B
R 1 AT P XA 9 o A B PR AR, A
=R Fe ok 1S 7).

= 22 7N DR 3 DA X B SR e 3 I PR £ s
(K12 RAEH, Azaria %5 NP H T MedRec, —Fhif
T BIC R B RS, 1% R G0CR ] X BB RA Sk
AbFE TR I AN ELEE AE R G rh,  BET R 2 A O A
NIX SRR T2 54, AT Ik AR & UE B PR
o R 45, DL B AT Vs i) B AL S 0 2 9 2
Jill MedRec 1 LASE {H K & i 44 B 7 £iis DA s iff 92
N GLIRE T, TRt AT AR 51 A8 2 RAH SCATLAL R AT G
s By 7R B G PR R 2, XEBE R AR
(17 H A 2 BRI B LA 5 2 0T 5043 LS B, Kuo %5
NEFUR T — B HESE ModelChain, i X Hr kR,
ARIE T 2= 2 PSS AL (1 43 O 90 AN 8] T A% G i 4
R BEK, AN S 5T S A B TR S T A
o ATAT BB AE R, 0T DU AR B 2 AL £
BEAT TR T 2 =) G R IR E R 3P O I A
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Hyperledger TAEALRH | — /M X BLUEROR
Sk v 24 At N 22 4 1k (9 15 H P, Accenture, Cisco,
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BT H Ao 1000 H T AR A5 A X BB f s 1] kA it
JrtEs SR IT ISR 25400 () AL 7= B [ A b e, AT DA B
fEE A G 25D ANAS G A% 25D A I 5, T 70 b i B 7
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H AT, KEHFFTN R OGE 2 X Pkt 558 2 F
it T 200 TR R, Tl
AR, = FHEER R EERENHAE,
Tl SRR 7T X HUBE I 7 B BE R B A
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Gem Health Network & —/NEF LUK B X B
BN 2%, T8 A ST 0 FH A A AT A 1 PR R T IR
AR RS, M LLEFE PO ERIT RS 518 &k
R AR, HoA R L R R A A 1)
W7 BARAA AN 58 & 2 N 27 .Gem Health
Network s& i |88 2R IR S B85 — 1k,
AR BT FST 30T 9% AR 5 55— R AR R T IR 18
Bk — CHHET RIECEEMIMAE Gem
Health Network.

— AL T = %4 v\ Guardtime, 5%
W NBURN S AEGIEE 1 — A 35T X HUBE I R 2 R
EHTG, ATLUHRKAEEE SHPL T, AR
ZWRRW ~ R BT RS R # AT LU A
Guardtime - & KFRBUH K ) ST 15 B, Guardtime -
HO&EE AT 100 77 1EFR LK.

g bR, XPUREAE(R R dm St . (ke it
T AVEHI 25 DAV A SCHE T 6 55 7 R A T2 N
I, FF HIXHEE 520 e fEAN Wy K, FH G
AR B Sk A, 0 B 2BV M DI I X B
() 53 B8 BRI R B T & 1T LA Bhig (e B A
LT AR, FRPEt . ERRALEENTEsE . LA
B REHI RS

5 BHERERNRMMRZE

5.1 BFRRIZR

MNEREICS% (personal health record, PHR) i
5 VE R AT S, B B AR A N R
P, XA AR EETE R EA MR &

A BF AT L sE e H A N i BT LA 2 15 3
il FH o A R, BFEEIT RS HR U, KEER
G B AC T O G4 M AK R AR O B 7R 1Y
A, BTLAF 2 PHR RSN REE S =7
Mk %% #& it 55 . ] 40 Google Health , Microsoft
HealthVault, ICW LifeSensor 2%.Li £ A\"'2L & Lohr
2 NOTHR T 78 5 R EAT PHR RS EAE ik 2240 (1 1%
MWES

AR S S A7 6iE 5 =, PHR K2 E A
HIRME TAER RS, (BRAFAEVF 2 22 ALK
K& AT e FELAG 3z Af A

1) B3 RS R H IR SARA T BUR A NERRE

& (personal health information, PHD) 43=, JLHE

EANEETESE =7 RS54 b, TARSSRAL R T BEAS 2
FEA G

2) BURIA MR IR B AR ESME, 5=
JT AT R 55 35 18 5 2 &S R B AT NI H AR,
AT AT e B0 B U AR SR

[RL S T R SR 15, 2 8 ADRL B 1R A4 T 1] 4 o
BLA A Wb AN AT (). — B AT AT A R 715 2 %
HMEL TN NS B s A2 A |, PHR A& B
O A2 PR T8 AT 88 SC A I s VERIRAN B S 1 FH 3R
BORHEAN SCAF U7 AR, R A SR A5 2 H I A -
AR AR R SO A B, R N A R
A V7 1AL BR 1) i /7%,

H5HEHEEHRY PHR AF, R ILx

(electronic health record, EHR) R J& TV {if B

HANLEHE AR HIFESR, RYEEH, PHR AT EHR
HITB AR, HERAR.K L, A EHR B0
it 8 L T FRL 2R T PHR ) = R0 58 4 AN [H].

EHR A5 28 [ i AL SR ATY SR 22 Dy Re A () A7 i A AE
EHR A [ 5 AZ Ha 454 EHR J2& th 27 PR A2 L35 )
&, YE AE LR, IR DR Gl ez i
EHR k55 #%) 4 Hofl Tl B N\ 53 {H 2 EHR (P47
AE R AP A ME— AT UM S 58 =7 = IR S5 7

Table 7 Security Encryption Based on Different Methods

K7 BETABARANRILVZERIT

] Cryptographic )
Method Security System Revocable Possible Problem
Correctness
KP-ABE!Y?). CP-ARBELI01:104.106-107]

ABE MA-ABE!®! bABE!®], EAS{ERU® Yes Yes Single Trustee

IBE Revocable-IBE!'™ Yes Yes Slow Bilinear Group Calculation

HPE APKS-Solution® Yes Yes Low Search Performance
Domain Division pUD!®! Yes Yes Complex Domain

Opportunistic Computing Yes Yes Device Power Problem

SPOC!M, OC for WSNI!I
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JE .21 FH P S B JE P I in &5 3 Pl A i P )
W, FH R AT A .
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RS T AR T, 3R T — e 2 A rp Al AN [
W H 7 P ZEH.
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FLBIN T #4508 Mk 4 Hur 25 A U7VR Jahid
e NUOSIER 7 2 B B B8R R AN RE TN
CP-ABE 772, A & SR,
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