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Abstract: With the development of Internet of Things technology the structure of Internet of Things is becoming more and more complex
the amount of data collected shows explosive growth thus how to safely share data between different participants has become a huge chal—
lenge. The traditional data sharing model is often dependent on the trusted third party centralized organization but this scheme is likely to
cause a single point of failure is not transparent to participants and data may be tampered with. To tackle this problem we propose a da—
ta sharing model for Internet of Things based on blockchain which uses the feature that blockchain can establish trust without any central—
ized organization. We first analyze the existing data sharing models of Internet of Things and the key concepts of Hyperledger Fabric
blockchain platform. After that the design of gateway and the content of data stored in blockchain ledger are illuminated the enhance—
ment methods of security and data privacy are proposed. Finally the security and availability of the model are analyzed and the feasibili—
ty of the model is proved by simplified testing.
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Table 2 Test environment
CPU 2.6 GHz Intel Core i5

8 GB 256 GB SSD

macOS 10. 13.6

Hyperledger Fabric 1. 4.0 Docker 18. 09. 1
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Node. js
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