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Abstract – Blockchain technology has received extensive 
attention recently, but still a large of technical challenges such 
as scalability and security. This paper helps to find where 
recent studies have been focused on and offers a broad 
perspective relating blockchain applications and smart 
contracts, their main problems and corresponding solutions 
and will help to specify gaps and future research. The study 
extracted 292 articles from top Digital Libraries such as 
IEEE, ACM, Science Direct and Springer. After a detailed 
review process only 28 publications were considered based on 
defined inclusion and exclusion criteria. 
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I. INTRODUCTION 
 

 Blockchain is a peer-to-peer distributed ledger 
technology which records transactions, agreements, 
contracts, and sales. A blockchain ledger is a list (‘chain’) 
of groups (‘blocks’) of transactions, where blocks are 
linked to one other in sequential order [1]. Blockchain 
ensures that transaction is secure, thanks to the use of 
cryptographic methods. 

The key advantages of blockchain are decentralization, 
persistency, non-repudiation, anonymity and auditability. 
This technology makes decentralized consensus possible, 
i.e. agreement between untrusted players, without the need 
for central certification authority. Consensus is generated 
by cryptography-enabled algorithms running on a 
distributed network of peers and enabling (in the case of 
Bitcoin [2]) virtual currencies that do not depend on the 
existence of a central bank. More recently, blockchain 
technologies also support the decentralized execution of 
code, e.g. the Ethereum [3] blockchain, defining a new 
model of decentralized computation and enabling smart 
contracts. Smart contracts are essentially a piece of code 
executed on a decentralized virtual machine, EVM [4].  

From our literature review process, we believe that 
blockchain technologies will be one of the next 
technologies revolutions. There are several reviews relating 
blockchain, mainly focused on: different consensus 
protocols [5]; currency aspect of blockchain [1,6,7]; 
different areas of applications such as in IoT [4], 
healthcare, education, voting system, government; security 
aspect [8,9]. Other reviews focus on blockchain-based 
smart contracts [10], attacks and vulnerabilities of smart 
contracts [11]. At this work we take a look at the current 
research on challenges and limitations of blockchain. The 
structure of the paper is organized as follows. In Section 2 
is described the review process. Findings and results are 

presented in Section 3. Section 4 gives conclusions of the 
research and offers some recommendation for future 
research.  
 

II. SYSTEMATIC REVIEW PROCESS 
 
 To conduct the literature review, we use Systematic 
Literature Review (SLR). Using SLR, helps us to provide a 
visual summary, a map of results by categorizing the 
papers and aim to present an overview of research in order 
to identify gaps.  
    According Peterson principle [12], to perform a 
systematic mapping study, we should be focused on 5 
steps. Starting from developing the research questions as 
the first step, then extract the information gathered. 
Concluding with answering the research questions and 
identifying research gaps in the last phase as it is shown in 
Figure 1.  
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Figure 1. Five steps of the process which are used for 
selection of primary studies. 

The main tasks of this paper are: (1) identify which are 
current research topics in blockchain; (2) identify different 
researches and contributions on detecting 
threats/vulnerabilities; (3) how publications have evolved 
over time; (4) identify which are the research gaps.  

 
A. Screening of papers for Inclusions and Exclusions 
 
 The main sources of articles we read were from well-
known digital libraries such as: IEEE, ACM, Science 
Direct, and Springer Link. We extracted 292 high quality 
published papers in the blockchain and smart contract 
domain. Then we considered 60 papers as primarily studies 
focused on this domain. We excluded papers which had not 
English as the main language, had not full text availability; 
or had some other meaning than blockchain used in 



computer sciences. 32 papers were removed as they were 
duplicates, resulting on 28.  
 

III. INFORMATION EXTRACTION AND RESULTS 
 
 We designed a data extraction form, in order to gather 
and classify the required information. 
 
Task 1. Which are current research topics in blockchain? 

We made some different classification schemes relating 
to papers we read. First, we classified them into those 
categories: cryptocurrencies oriented; blockchain-based 
applications; security vulnerabilities identified; proposed 
solutions to detect vulnerabilities. We analyzed that 
percentage distribution of each category, was respectively 
17%, 31%, 34% and 18%. 

From papers we read, we noticed that blockchain 
technology can be applied in many financial fields, 
different business services, making transactions and even 
predict the markets [1]. For example, it can be used to 
perform digital payments [11], cryptocurrency payment 
and exchange [13] or blockchain-based peer to peer 
implementations of prediction marketplace systems [14]. 
Blockchain technology can be used in many other domains, 
including pharmaceutical industry, integrity verification, 
governance, healthcare management, privacy and security, 
voting systems, internet of things and education 
[15,16,17,18]. Blockchain may offer different 
implementation solutions used in distributed networks in 
order to enhance security and reliability [19]. Furthermore, 
it can be used to store educational records related to 
reputational rewards in education domain [20]. 

Then, we found that some of the papers were relating 
with smart contract issues [21,22]. They were mainly 
focused at codifying, security, privacy and performance 
issues. In Figure 2 it is presented a classification scheme 
that addresses main challenges of blockchain applications. 
 

 
Figure 2. Selection process of primary studies. 

Analyzing the papers, we found that Bitcoin and 
Ethereum were two of most well-known platforms that use 
the smart contract’s concept. Figure 3 presents a 
classification scheme related to smart contracts: where the 
categories are: security issues, smart contract application, 
platform, usage of smart contracts, design patterns.  

 

 
Figure 3. Classification scheme related to smart contracts 

Task 2. Identify the security vulnerabilities of blockchain 
and smart contract? 

Some of the most common vulnerabilities are: endpoint 
vulnerabilities, public and private key security, blockchain 
integration platforms, untested at full scale, lack of 
standards and regulation, untested code and vulnerabilities 
on smart contracts. We should be concerned about smart 
contract because there is increasing evidence that perhaps 
greater than 40%, of Ethereum smart contracts are 
vulnerable, such as DAO or the thief of $32.6 million on 
June 2017 caused by a multi signature wallet. According 
authors at [23], both malicious miners and users can exploit 
certain classes of vulnerabilities. To make smart contract 
development safer, some researchers were focused on 
analyzing most common errors in smart contracts and tried 
to solve them [24,25]. Some recent works propose tools to 
detect vulnerabilities through static analysis of the contract 
code [26]. Quantumstamp [27] ensures that all audited 
smart contracts conform to a security standard. It improves 
the blockchain infrastructure they implemented a 
decentralized security protocol.  
 
Task 3. How publications have evolved over time? 

At our study, primary papers were published after 2014. 
When looking more closely how publications have evolved 
over time: 2 papers (7%), were published in 2014, 1 paper 
(4%) was published in 2015, 6 papers (21%) were 
published in 2016, 8 papers (29%), in 2017, 11 papers in 
2018 (39%). 
 
Task 4. Identify which are the research gaps 

After we did the systematic mapping study, we found the 
gaps mainly focused on scalability and performance issues. 
As a future research might be deploying and running secure 
smart contract on different implementation of blockchain. 

Lately, blockchain is not only used in applications 
focused on the digital currencies, but it applied in many 
other important domains. From our literature review, an 
important domain to be focused on is implementation of 
blockchain in education. We can use blockchain and smart 
contract [28]: to secure and issue certificates; to implement 
a distributed application for transferring credits and having 
an automatic recognition; to make digital transactions to 
receive payments form students; to use student 



identification within educational institutions; and to track 
intellectual property.   

An interesting future work might be implementation of a 
blockchain powered smart contract application on 
education domain for verifying digital properties. 
 

IV. CONCLUSION 
 

 Recent years the blockchain technology field increased 
interest both from academia and from industry. We 
identified current research topics and offered a broad 
perspective relating blockchain applications and smart 
contracts. Using systematic literature review, we identified 
their main problems relating to implementation and 
vulnerabilities as well as corresponding solutions.  

We found that there was a gap on application of 
blockchain in education. The current implementations of 
using blockchain and smart contract in education are in 
pilot stages. Some existing projects are focused on student 
payments, how to manage records of students, or 
management of credentials and transcripts.  

As a future work, we will use blockchain technology and 
smart contract to implement a platform for intellectual 
property management. As a case study, might be a platform 
where scientist can share their study in a secure and 
efficient manner. Using the blockchain to manage 
ownership-rights, to have democratic eco-system and offer 
equal rights for publishing your data.  
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