18 3 ( ) Vol.18 No.3
2019 6 Journal of Guangzhou University( Natural Science Edition) Jun. 2019
11671-4229(2019) 03-0059-09
labe la b c* labe labec labe
la b c lec 2 3 3 la b c
(1 a. b
c. 510000; 2. 200000;
3. 510006)
: TP 311 A
1
2009
2
o e 2016
6 Solidity
( Ethereum) DAO
’ 10 6 000
( Hardfork) .
( 1 °)
( Ethereum Virtual Machine EVM)
Solidity ( Javascript
)
1 2019 -06 -20; 12019 -06 -25
(2018 YFB1404402) ; (2019B010137003 2016B030305006
2018A07071702) ; (201804010314 201222442) ; ( SCNU=2018-01)
(1977—) . E-mail: gzhao@ m. scnu. edu. cn

. E-mail: xiezhijian@ m. scnu. edu. cn



60

) 18

theDAO

ContractFuzzer * . Teether . Madmax **

EVM
DoS
1
Ether
1.1
Solidity
Solidity
Solidity

( Function Selector)

tract Creation Transaction)

EVM CREATE

1.2

11

Oyente =~ .

15
\ Zeus

Solidity

Solidity

( Con—

( External /Public) .

( Message Call Transaction)

Gas
view ( pure)
Gas.
1.3
( Ethereum Virtual Machine
EVM) © ( Stack) .
( Storage) . ( Memory)
EVM
256
key-value
EVM
2
Solidity( JavaScript )
2.1
2016
360 6 000



1 DAO
1 contract MyStore {
2 function depositFunds() public payable { 3
3 balances msg. sender + = msg. value:
4 } 1 contract Lib {
5 function withdrawFunds (uint _wei) public { ) uint public start;
6 require( balances msg. sender > = _wei) ; 3 wint public end:
7 require( Withdraw_wei < = withdrawalLimit) ; 4 function set_start( uint _start) public {
8 require( msg. sender. call. value( _wei) ()) ; s art = _start
9 balances msg. sender — = _wei; 6 }
10 lastWithdrawTime msg. sender = now; 7 function set_end( uint _end) public {
11 1} 8 end = _end;
1 9 1}
Fig.1 The example of DAO 3
1 Fig.3 The code of Libraries
8 3
2
( 4).
1 contract Attack {
2 function AttackMyStore() public payable { I contract Uselib {
5 P 2 address public lib;
4 myStore. withdrawFunds( 1 ether) 3 uint public end;
5 } 4 uint public start;
6 function () payable { 5 bytes4 constant fibSig = bytes4 ( sha3 ( " set_start
7 if ( myStore. balance > 1 ether) { (uin256) ") )
3 myStore. withdrawFunds( 1 ether) : 6 function chage_end( uint _start) {
9 1 7 lib. delegatecall( fibSig _start) ;
8 1}
2 4 DELEGATECALL
Fig. 2 Dao attack Fig.4 DELEGATECALL in contract
Attack AttackMyStore storage
4 MyS- Lib
tore withdrawFunds 8 start slot 0
Attack fallback end slot 1 . UseLib
MyStore withdrawFunds lib slot 0
end start slot 1 slot
MyStore . 2 . UseLib 7
Solidity “ - - 7 Lib set _start DEL-
1 EGATECALL
9 8 slot 0
start lib
2.2 DELEGATECALL lib
DELEGATECALL

2017 Parity



62 ( ) 18
1.7 ETH _sendWinnings
2.3 /
/
uint 256 1 contract Game{
2018 2 function withdrawWinnings() {
ERC20 ' batchTranfer 3 7 0
4 require( uint32( msg. sender) = = 0);
5 _sendWinnings( ) ;
: ( 5)- 3 i'unction sendWinnings( ) {
_se s
1 contract PausableToken{ 8 msg. sender. transfer( this. balance) ;
2 function batchTransfer (address  _receivers uint256 _ 9 )
value) { 6
3 uint cnt = _receivers. length; Fig.6  Default type
4 uint256 amount = uint256( cnt) * _value;
5 require( cnt > 0 && ent < =20) ; 2.5
6 require( _value > 0) transfer( ) .send() .
7 require( balances msg. sender . sub( amount) ) ; call(') transfer( )
8 for (uinti = 0; i < ent; i++){
9 balances _receivers i . add( _value) ; send( ) call()
10 Transfer( msg. sender _receiver i _value) ;
1 }
12 return true;
3 1 7.
1  contract Game{
5 batchTranfer 2 bool public SendOut = false;
Fig.5 BEC’s code implementation 3 address public winner;
SafeMath 4 uint public reward,;
5 function Send_Reward( ) public {
6 require( ! SendOut) ;
. batchTransfer _val- . winner. send( reward) :
ue 5789604461865809771178549250434395- 3 SendOut = true:
392663499233282019728792003956564819968 _re— 9 1}
ceivers 2 8 7
Fig.7  Exterior appropriation check after intelligent contract
0 5.6.7 default
7 7
2.4
Solidity winner. send
Solidity pub— () 8
lic pirvate. SendOut true
6 3
0

Game
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EVM
3.1
ABI . ABI
20
20 EVM 0
ERC20

function transfer ( address to uint tokens) public returns

( bool success) ;

0xca35b7d915458ef540ade6068dfe2f44 e8fa733 ¢
tokens 100 EVM transfer

()

a9059 cbb000000000000000000000000¢a35b7d9154 -

58ef540ade6068 dfe2 44 e81a733c0000000000000000-

000000000000000000000000000000056bc75e2d631 -

00000 4 ( a9059cbb)  transfer()
32 address
32 uint256
56bc75e2d63100000 100token.
20
tokens
100 0xca35b7d915458ef-
540ade6068dfe2f44e8fa73  (
) EVM
0 a9059cbb-

000000000000000000000000¢a35b7d915458ef540a—
de6068 dfe2 {44 e8{a730000000000000000000000000—
000000000000000000000056bc75€2d6310000000

56bc75e2d63100000 56bc75e2d6310000000
100tokens 25600tokens

3.2 Tx. Origin

tx. origin

contract MyStore{

address public owner;
constructor ( address _o
owner = _owner,

require( tx. origin

1
2
3
4
5 }
6
7
8
9

wner) {

= = owner) ;

_recipient. transfer( this. balance) ;

function withdrawAll( address _recipient) public {

8 Ix. origin

Fig.8 The contract with tx. origin

8

tx. origin

9.

contract Attacker {
MyStore myStore;

address attacker;

attacker = _attac;

}

function () payable {

O 0 N9 & N R W N =

10 b}

myStore = _ myStore;

myStore. withdrawAll( attacker) ;

constructor ( MyStore _ myStore address _attac) {

9 tx. origin

Fig.9 Use tx. 0

Attacker

MyStore

tx. origin

tacker

4

4.1

rigin to attack

fallback

PoW '

withdrawAll

PoS '
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now% 15
. 0
10
A update—
Price( ) B buy( ) 5
B
B
1 contract Market{
2 uint public price;
3 uint public stock;
4 Joer) . EVM gas (
5 function updatePrice ( uint _price) {
6 price = _price; )
7 }
8 function buy (uint quant) returns (uint) { DOS
9 stock — = quant
10 1}
10
Fig. 10 A contract to update price DOS:
4.2
DOS DOS.
5.1 DoS
900 s DOS
" gas EVM
11.
20
1 contract Game { 2016 sas EX.—
2 uint public pastBlockTime;
3 function () public payable { CODESIZE SUICIDE
4 require( msg. value = = 10 ether) ;
5 require( now | = pastBlockTime) ; . gas
6 pastBlockTime = now; -
7 if(now % 15 = = 0) { .
8 msg. sender. transfer( this. balance) ; 5.1.1 EXCODESIZE DOS 23
’ I EXCODESIZE ~ EVM
o L ° 1/0
11 EX—
Fig. 11 Use timestamp to generate number CODESIZE EXCODESIZE
11 ( 1.3.5 geth
10 1/15 20 gas) .

EXCODESIZE
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geth 1. 6 EXCODESIZE ed blockimited.
700 gas 20 gas 34 out-ofgas
2. EXCODESIZE DOS
5.1.2 DOS I for (uinti = 0; i < balance. lengh; i++){
2 balances i = balances i * 1.1,
3}
2016 10 12 DOS 1
Fig. 12 Example One of DOS
5.2.2 Gasess send DOS
11 “Spurious
) . reentrancy send( ) gas
Dragon . 2 300 fall-
SUICIDE back gas 2 300 out—
( ) ofgas . 13
90
fallback gas
gas
2016 10 DOS
fallback out-of-gas
1 900
. “Spuerious
Dragon” SUICIDE  gas
5 000 1 for (uinti = 0; i < investor_addrs. length; i++) {
2 require( invertor_addrs i . send( benefit) ) ;
25 000 gas "
13 DOS 2
' Fig. 13 Example two of DOS
5.2 DOS
DOS 5.2.3 Overflow DOS
Solidity
" DOS :
Solidity DOS
14 Solidity  uint
8
5.2.1 DOS 0 ~255. 256
DOS 256
i
gas
out-of-gas 255
1 for (uinti = 0; i < users. length; i++){
DOS . 2 service( users i ) ;
DOS 12 3}
11 14 DOS 3
gas gasdimit— Fig. 14  Example three of DOS
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A survey on smart contract: Vulnerability analysis
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c¢. VeChain blockchain technology and application joint laboratory South China Normal University Guangzhou 510000 China; 2. VeChain
Foundation Shanghai 200000 China; 3. Cyberspace Institute of Advanced Technology Guangzhou University Guangzhou 510000 China)

Abstract: The emergence of cryptocurrency bitcoin has driven the vigorous development of blockchain technolo—

gy and smart contract technology is a technical highland of blockchain technology. At present smart contract

applications in ethereum have received a lot of attention creating a lot of value applications and at the same

time bringing intensive attack activities. With the increasing number of intelligent contracts especially the code

loopholes in intelligent contracts have been gradually discovered by many researchers and malicious attackers

which has caused a series of serious economic losses. In order to provide theoretical research basis for the stable

development of intelligent contract technology this paper introduces classifies and summarizes the known intel—-

ligent contract vulnerabilities in ethereum and elaborates the principle and scene code of intelligent contract se—

curity vulnerabilities in detail.

Key words: blockchain; ethereum; smart contract; security vulnerabilities



