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Abstract Smart contract is a code contract and algorithm contract and will become the basis of
future agreements in digital society. Smart Contract utilizes protocols and user interfaces to
facilitate all steps of the contracting process. This paper summarized the main technical
characteristics of smart contract and existing problems such as trustworthiness and security and
proposed that formal method is applied to the smart contract modeling, model checking and model
verification to support the large-scale generation of smart contract. In this paper, a formal
verification framework and verification method for smart contract in the whole life circle of smart
contract has been proposed. The paper presented a smart shopping scene, in which Promela
language is used for modeling a SSC(smart shopping contract) and SPIN is used to simulate and

model checking to verify the effect of formal method on smart contract.
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Contract goods _ordering _and _ distribution
(goods_information, payment, distribution)

BEGIN

IF goods are available and pay is completed

and distribution is available
Inform merchant to send the goods to
customer, set the terminator=

timestamp—+one week



ELSE
The transaction failed and returned the
money to customer
Wait one week for the acknowledgment
message from customer
IF acknowledgment message received
Pay to merchant and quit
IF timeout
The transaction failed and returned the
money to customer
END
Y2 EERFEA.
CEAYRY - Iak i E S
Contract sale_after_service (item_information,
payment, terminator)
BEGIN
WHILE (timestamp<Cterminator) {
Wait for the feedback message from
customer
IF merchant received message from
customer
SWITCH (message) {
Case goods_return message:
IF timestamp<Tterminator
merchant wait for the goods
IF merchant received the goods
merchant return the money
back to customer
ELSE
merchant reject and quit
Case goods_exchange message:
IF timestamp<Cterminator
merchant wait for the goods
IF merchant received the goods
merchant send the new goods to
customer
Other:
NULL

QUIT
END

Rig X

A _Research Papers

R, HATHE RE S AR EL TIRE B,
RLAE 4R 8, R ERAE BER), B BB-A 2 i
AEAME S LR 18— MRk R P,
P T i — B 28K 44 T i 4% T 5 P 2 2 (R R4, B
B YR TE W AT AT {5 AN )

1) fndey 4 ) & 29 X007 A AT BOBEARHESR , #E SR
BTG AL, HRIEAB N ERERKE
7 AA].

2) FARIEREE. BFEREA bug 1, N
BHAEFNTEAN—T7, REEHTER, MR
IEA ARZ B IERIF AL TR

3) BAMERMPIE. MR EFREREH
B REARGRERHARSA, A2 62
EREEEA.

O —HEEE FReIRBITEXEE
ARE —FHE IR B ARATEM.

5 BRAANTIR P TEENT AR
%, ZERAPITEE PR EENR 2

T AR SUHR 3R FTTE AL 7 B SR BT S B
L [a) .

2 EALFTEHSIA

NFRE B2 LR TR B R R, 3= 33|
AR T 5 R IT BN A TEEE A4
BAIPAT A A A .

R ED Y R RS R A
FHEVR ARG, AR, REMEES HERX
I, EHR L B BE F B ASR K4
P TRARZ R RRARE R A 2R . HEH
FREVE ANEFEHEEEXURHER
REFE, WL N 4 K FREEHE . AHR

AT EEFECREARAMEA MR
iE. AL E R BA B HIEENE LB RE
BB RERAIT AN, BRI R LR
BIERGR T EH R ; B BN 2 7ER
AMARER L BT RETHEEMERBXER,
NIBIER LR EHENBEHXRER, TEEG
FERERUAG U A0 BERA.

BRI B — R EEN B SIRIEM ST
AR, BT EAREBRIBAR 3 A TR K IE



BAHERERARTWHE TR MG BRI
RERCAER T HAREERGN, SRS
RERYAE | VB AR 2R 4 55 2R A ) A B R A A A
EZAJ7H.

BERURS I P AR R T R o B A O B .
AT TH FRER R A LALLM, T B X T —
SRR T LU, KPP ERREES
AT LAE o 5 A 4 5 5 1) R o R A SOk R
BE AR FRER PRI AR, Ed
i A RE A AU B O R R BERTE BN BRAE
% BEAREH, BT E R E.

ETHBRRSV AR R AT L4 B 3R,
EALUBRUEROAFRS. e BIEATEE—
LR HT TR ER, B LUERBEFMIE
Btk SHBIEFERERIER I — B, it 2
UL EEHERE,  ERF NS AREME.

EFIFABAR RET MM EERAZE S
Bk ZE , T AEMEEANAERLWEXRS,
EHARGRE G E BN REHER. mEHAEH
TEBAES KA BERR A Y T F TIE Al — R 5
RE AT BN L A S TR S EE, SRR XTHIE A
WEHTERERE, N\TIREIEHANEE. ¥
ARERIERZSEESR Coq,PVS,Isabelle 4.

YE MR AL T ki TR SE R, B IR B T 12
(MDE) 8 ZE iR BB MG B Ay S 45, 33 n
BEEFF & 8 304k MDES! 4 B A8 B A R 4l
BREFIMEBATH R RS, ANTREBRFRE
SRR S A, B A R AT AR R e d ok 1
BFEAETH AN BERNOEBEEHN
BRGSO R, B B B B AT DU A AU A

1) ¥ iiE 2) R R AR L

HEKL EEloE GEAL: 8

[fﬁ’ﬁ"ﬁ'ﬁ%%j[ A 25 ] [ (AR ERE45 j_
D)
BB AT BB
1
B ([ annm I'...
[: M
i,
BNEED

e

d
m—*

B1 FEeesssy MDE fiEE

BERERERIAT. MDE Al I X RS A%
AME R, NEB BE B A B — 3
o A TE B ARIE R R ME 1 .

R SERT A THRAREWERNGY
HRGERIEMBEEERE, —BAEENKREH
BRI AT RUER 2, T E B R ARES R
R SR REMER (R FEHERDST—NE
AR, S E B R B ARG T B ak R A
&%, B T EAXEE A MEUERTEE.

ETHERERE A shd R SR TR R
B4R (model driven architecture, MDA). #i %!
BIACRD B A AN ) B 1 B g e 4 R 2 MDA A5
RIEHR KT MDA BB R EX REH TS
B, B RIES & 7 R MR A B, A Y
FBTRIERGEHNRER M, [F o EB2 # N A
FREPRHELF T4k, AR ESI I &Ko A5
%

— BRI HE R R S SRR — 3
W, EE—MEBEN . #d—BENR, TR
AP MR 8 T —-BHlN§4L
W, AEGAMERN &M ERAERELEN
B YL, B 8 A 29 A0S ST I A S IR e
5SS ER—HL

L RBMNELEREANEM T HRER
WE 2 s, — M EANERBERE B AR
HF KRB FTREE G AT RENEY

BReALIX A

APtk BULE

TR

B CARRIMRIER | WRESHNILENEAE

Ll

FSER AR

isabelle/HOLCoq, Twelf, SDL

)
Agda Promela/SPIN BRisR

— BRI

BReayEr > BESAMEEY

B2 AT RAESR



XA #TH AR FRFESENERIES
B T AT A AR UL SO T B AR A I
Kk, oo, R B E A S I R AW,
ERENF, RNEFEARUERRRIEE
DRI BJE B —BER. b TIER & 405
5&AXARERRMNT R R — B, B,
TEIN ARG ANBHT BRI X
REHERTENATE AL AN
HIRESR.

B3 BT N A TH S B4
wRAMIKRRE. HR/EFKNE Y6, EAEERL
MR B & 2, KRG AT A MATDR R &
ALURIEEA. SRR T AT AXRGEESY,
A AR ORI B 2. FK, W LAE
BRETR . BRBAZLERSARSE. &5, —
B R SUA AR R AURS I — B,

BUBHAE
#it

Crenee

93 EHRAANWEA LR

WA EN A TS Y. /a4 E
BAPATE THEHELR, RIET A8 {51,
EAMTAT LSRR & AR A SR ARATE .
FARERCBIERIET S AMIEHRREYE, B3
AL RRE T & AR ERMR, AN —H
HRRAIE T & ARB S & 43R — 2.

3 BERESHMWEAUREIESZ

T EESANE A CBRIELERRLHR.
FERACKAE . B 30 A5 4 A — B il 43
T, RIMNESFWNE S ANE R MEX

v

{30 UE 7 .

BRUFTENS T EERTATEE AL
Bk, BERABIESEAURAZHEAR REN
KR EXCBIERREBIECENBEF (RGP
RAEWHRERAA S, WEREP P34, EHR
BT R AT T E UL L R S

S MEIE T B EFEE AR, 182
WAL B3 REHITESE. R
HERGMBEAMERR RS L#FT, —BREH
ERAERGHERLTRA NELES — KR
X R R R, T H & TR AT ee R 2= 19
RGEAANAR, BERUTABENER BT
I, BB R TE B BB 5T anfar 5 B2 O
FEAGIE A — /MR M IE R TR (B2 P BRHIE).

Von Neumann!'®) (5. iR ) BL7F 1948 4E
& Wi 3 “Planing and Coding Problems for an
Electronic Computer Instrument” iR B T 2
F 1F 4 1 i 89; Floyd"'™ 78 1967 4 & £ it X
“ Assigning Meanings to Programs” #&H T I6iF
RERBFEHRENEAKE T XEEBRFE
{IEJ5 T B9 FF 1 TAE; 1969 4, Hoare'® £ “ An
axiomatic Basis for Computer Programming”—3C
%t Floyd BB 5 &I X4, KB U R FRIE
ARG, #- A Hoare BH /A BT, 1970
LSRG BREH B A P ER R B P LK
BB RIFRS. 1976 4£,S. Owicki, D. Gries
i3 R B BB 7 855 1977 4, A, Prweli $2
H R B R GE BE B B R B 4R O 85 1981 48, E. ML
Clarke,E. A. Emerson R BEFREHF KX EREHN
R 7355 80 ERE M T EWN R MR AR
W RBBIERE” ;90 FREFBEWMREH SR
BRSO A LE R .

BRI RAIEBIE T = FE/ R 2 2.
WER IR, H b, B35 (20 4 60—70
RO BT AR AR 3B 5K B 38 4 vk A B3 B A
HRBFFIERTE, LS (20 4 80—90 £ARO M
£ R RN 7 R UE SR AR LR 4L

D) WERIE. HERIERERHRANEIER
EFER, EETEEIEANEARE, RAZEA
PR ARG B B, a8 o — e 2 P 4 2 A )
KIEA RS HA RO R,

3 1




1]/}
2l
H
2 LA
£
2=
g+

sd g

HEERIER L SRR LLGE B IR B J7 B R &b
B TG BRAR S 9 18] |, 3 BLIE BA 49 o (8] 25 BR 4 A P
MNEAGMPIEARAEEEZH TR RAERAF
KT EAEMEIE2Z B8, R/ SAFAZE, B
R P RE AL 56 G 15 M B SR ER 4 B TAE. BB
TR 7 B R B, BER T RKEEM
BHIE.

Bl FEEERIE TEA : & T Manna Pnueli
HEAA & 48 19 STeP (stanford theorem prover) , TLV,
PLES & 3 iF B 2% (ACL2, Coq, HOL, Isabelle,
Larch, Nuprl, PVS, TPS) &1,

2) BRI (B R E) . SR EXT A 55
RERGH—MER LB AT E, EETREH
REA B, RN 509 B R, 48
RENFRUEFHR T HEARLAFTRENE
R CHEEES—E MR HRRRIEERIRE
2k,

BRI 5 2k 2 A BB Rl b R A S a4
ERXBHANGARBTAEFESE NAE—18
YRR P MY ¢, 4 BT R A AR M, R
JRERR M =g, BIAAR ¢ TER AR M
IS XPEBRIERA T & AR P W R .

BRI 75 338 % K A Dolev-Yao 8] 5
28 ARRSIAMHBRBESERIEREGA
SRR, HEARBRARSEBRA S
BRRGHITH, AES/HFEEARX FHRAR
SERPERR. — i, — MBS Tk E R AR E
TR OB T 3 A A AT B SRR AR WU 3 3
ANT5 TR R A R) A S B A W B B R R Y R
FH U,

BEAGNN A TE RS LUBRS AN
SR, — B aFELUT ],

DB S %FESENERESHEET
H, ARG TR EZNEXES RE
REY.

2) #R. MUERERIEM AT, BEEH
FPRATEME SR8 58 A RS,

3) Bk, X AMRES EHITEER, RHS
Y FETE R IR I R BHE B, X AT R ARIE.

BRiE X UHRERFTESLS R 2 FER. P
KRR AR E S, @S TE e
AR, T AR R 0 & AR, JE LR 1E

BRRET M SMERXLHRRE. B
HBREARCEFILTENRRE, BRIFEZHER
AR R I AR E T, Wl 4 i, B
HERES FEAR 3 MinE: CCITT EFRARHE
5% )2 B £ (International Telephone and Tele-
graph Consultative Committee) 20 27 #i %€ B9 SDL,
ISO A4 %% # LOTOS #1 ESTELLE.

A LR ek R
SRR | FSM,EFSM, Petri 7Y
. BEREHEE (CCS
B RER HREAHK B B (CSP)
Rt i 4R (BRI AE 48
e (TL)
CCITTHA SDL
ISO LOTOS.ESTELLE
BALMREE Promela i& 5 : SPIN
Hib (EBBRRR TR

KW AES

B4 BREALHREAR

HRrW SR KW T A 25 COSPAN/
FORMAL CHECK(Bell) ,MURPHY (Stanford),
SPIN(Bell) , SMV (CMU), VIS (Berkeley) %, &
A Telelogic Tau,SPIN, UPPAL &%,

SPIN REEN/REBREWNERMTESR
HE/MAFF & BB RIS T B, & 3.0 ) R E (R R
REHBZ RGBT ERE, MARHEREA
ey iRy, i FH RIFMHEE. BB I
TR B AW P R R 55 1578 SPIN 8 Z M A F
T RFFARR. BRABMHEARIES A Promela™,

BRI EESATAFRERE, B8 E
FEHTEAMD I BEEER RS2
a3 BB E SR, BE R 4 d T84
RSN, BIERETLURLEXRTENHS
EHENFRERS. THEENE, EERRGH
R ERAILATUS BRI H, XHEEEE R
HEARIT P AR R, B FEAHSAE
R R EIH ).

ERABIEF LUK EEESANELR
P, B0, A A8 AT E M A R ISP SE
AR U R EREZ XS,



4 HEESLIRYREIEE

TEAS b, {8 Promela EES AN T
H SPIN k& fl R IEE B & 29 SSC(smart
shopping contract) BB Y,

SPINI R — /B TR, =B MKE
AN H R B UE 2 A S B IE w8 .
TREM 1980 ZEF44,  Gerard J. Holzmann F101
REBRZIHERFHR P LRI Unix BB
RARBRE TR ZEM A 1991 FLUR—EHT
BB HakaE M 18 2 U8 B9 BT & R T K &, SPIN 2
—HELENANMBRIEFEZREEE —BHEAT
HLUHBEEATHESIMBESMEZEH.
SPIN E M A EREMNEIE. BHEAAR
UE R4 30 K B R AL 20 0] S5

A —MIE AL B S EAE T A, SPIN #Y H ey
B4, 1) R4 ##1E = Promela(process meta
language) , Fl T EH W . B iR R4t Promela £
RIALY, A% R BRI TT ; 2) Th BEIR K 1)
HEHR RGN R R (BHEER NEBERR
BAULDLHIRBE—-ERIERGEEEEH M
BRRGREHEFMERIEER M T . REER
#l 2 4b, SPIN 3£ 0] LAFE g 4 35 44, BB R &
H— AT REMPATR R B M A P 2R =4 K
PATHIE.

SSCHERPITHZEME. FAERA 2
N2 5%, B P FRg)E.

MY S ANHERINT . XA TITR
FEMMYTENRERTCAERUYEA. B
Y SAEH AR L. Fet SSCB3h 2 ~F
HE PR ARESE AP#R. REEK
TE 7 RABA S, AP EBUER 5 SSC &4 %
SRR P, B SR E B R S R 32 R
A RESR. BRWATRE, B A REHMIT
BREBER, NRIT R A B, WEFE & 5t SSC
FERRTENE2UNZ G IR P ENREN
ALk,

SSC #4 Promela BRI ANE 5 Fw.

{FE R A I T B SPIN 8l SSC &R, #
RIS R 6 FTR.

byte money=100

byte user_money=0
byte shop_money=0
byte day=0

bool isSend=false

It] {<>isSend }

active proctype user() {

do

! isSend —>> atomic {
shop_money=100;
money=03;
break; }

11 (day>6)—> {
user_money=100;
money=0;
breals; }

.t else —> day=day+1;

od

)

active proctype shop() {

do

: 1 (day<<7) —>isSend=true;

: tbreak;

od

)

init {
atomic{run user() ;run shop(); }

}
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0: - (:root:) creates proc
~ (:root:) creates proc
0: proc - (:root:) creates proc
user 8 else

user 17 day = (day+1)

tarting user with pid 3

proc
0: proc

4: proc 2 (:init:) creates proc
rocess Stateaent day
sinit dini run user() 1
tarting shop with pid 4
S: proc 2 (:imit:) creates proc
R :imit ini run shopQ) 1
7: proc 4 (shop) terminates
B user 8 else 1
3 user 17 day = (day+1) 1
D user 8 @alse 2
0 user 17 day = (day+1) 2
D user 8 else 3
O user 17 day = (day+1) 3
B user 8 else 4
D user 8 else 4
3 user 17 day = (day+1) 4
B user 8 else 5
D user 17 day = (day+1) 5
B ugser 17 day = (day+l) 6
B user 8 else 7
3 user 17 day = (day+1) 7
3 user 8 day>7 8
3 user 16 wuser_money = 18
Process Statement day
3 user 15 noney = 0 8
Process Statement day
D user B day>7 8
33: proc 3 (user) terminates
O user 16 wuser_money = 18
O user 15 money = 0 8
36: proc 2 (:init:) terminates
36: proc 1 (shop) terminates
36: proc O (user) tersinates
5 processes created
(a) EeHEE&
0: proc - (:root:) creates proc
0: proc - {:root:) creates proc
0: proc - (:root:) creates proc

Starting user with pid 3
1: proc 2 (:init:)

2 :init ini run user()

Starting shop with pid 4
2: proc 2 Czimit:)

ini run shop()

22 day<6

23 disSend = 1

Statement

22 day<6

8 isSend

23 1isSend = 1

8 isSend

9 shop_soney =

Statement

11 money = 0

Statement

break

shop_soney =

money = 0

22 day<6

8 break

proc 4 (shop) terminates

23 dsSend = 1 1

proc 3 (user) terminates

proc 2 (:init:) terminates

21: proc 1 (shop) terminates

21: proc O (user) terminates

5 processes created

creates proc

creates proc
2 :init
1 shop
1 shop
Process
1 shop
3 user
1 shop
0 user
O user
Process
0 user
Process
0 user
user
user
shop
user
18:

1 shop
19:

19:

-t
“°
[7d
)
3
a

[y

isSend

isSend

-
R e e e

9

3
3 11
1
3

(b) ZXBER,

0 (user)
1 (shop)

2 (sinit:)

3 (user)

4 (shop)

user_soney
100

noney

0

0
0

0 (user)
1 (shop)

user_soney
100

100
100

2 (inite)

3 (user)

4 (shop)

shop_noney
100
soney
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shop_soney
100
100
100
100
100

100
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