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Abstract: Smart contract is one of the core technologies of blockchain, and its security and reliability are very important. With
the popularization of blockchain application, the number of smart contracts has increased explosively, but the bugs of smart contracts
will bring huge losses to users. Based on the analysis of the operation mechanism and common vulnerabilities of Ethereum smart
contract, this paper uses symbol execution technology to detect bugs in smart contract. By constructing the smart contract control flow
graph of ethereum bytecode, the constraint conditions are designed according to the characteristics of smart contract bugs, and the
constraint solver is used to generate test cases to detect the common bugs of smarts contracts such as integer overflow, owner control,
call injection and reentry attack. The experimental results show that the detection scheme has good detection effect, and the accuracy
rate of smart contract bugs detection is up to 85%.
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Tab. 1 common opcodes in Ethereum

BRAERS | VL 4wtE 4 UIAE

0x00 STOP 1= 1IE AT

MALFE Y arg0. argl, ¥ arg0 + argl
0x01 ADD ;

S5 RN

MM ELH arg0. argl, #f argd * argl
0x02 | MUL ‘

RN

MARHECH arg0. argl, ¥ arg0 - argl
0x03 SUB

YN

MR ELE arg0. argl ¥ argl fEE|
Storage [1] arg0 4kt

0x55 | SSTORE

MARHELHE arg0. argl, 24 argl N ELE,

0x57 JUMPI
X B4 ] arg0 b

0xf0 | CREATE | & & 4R B4 Lot

0xf1 CALL | HEAHBER &2
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Tab. 2 Ethereum smart contract vulnerability types
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function batchTransfer(address[] _receivers, uint256 _value)
public  returns (bool)
{

uint cnt = _receivers.length;

uint256 amount = uint256(cnt) * _value;

require(cnt > 0 && cnt <= 20);

require(_value > 0 && balances[msg.sender] >= amount);

return true;
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27 1 Totalsupply-Overflow Ji :

function setOwner(address _owner) returns (bool success)

{

owner = _owner;
return true;

}

function mintToken(address target, uint256 mintedAmount)
onlyOwner
{

balanceOf[target] += mintedAmount;

totalSupply += mintedAmount;
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2 4 Constructor YR :

contract Owned

{
address owner;
function owned() public
{
owner = msg.sender;
}
}
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Table 3. Similarities and differences between cal |,

cal lcode and delegatecal |

{

function callFunc(bytes data)

{
this.call(data);

}
function authority() public

{

require(this == msg.sender);
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contract Delegatecal|Bug

{

function delegatecallFunc(address addr, bytes data)

{
addr.delegatecall(data);
}
}

contract Attacker

{

function attack()

{
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contract ReEntrancyBug {

function withdraw(address addr, uint256 amount) public

{
require(balances[msg.sender] >amount);
require(address(this).balance >amount);
addr.call.value(amount)();
balances[msg.sender] -= amount;

}

}

contract Attacker

{

constructor(address _reAddr)

{
re= ReEntrancyBug (_reAddr);

}

function () public payable

{ /rfallback Ei%k
if(re.balance >1 ether)
{

re.withdraw(addr,amount);

}

}

}
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Fig.1 Dynamic symbol execution flow
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END FOR
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Tab. 4 Integer overflow judgment scheme
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Fig.3 Basic flow of integer overflow detection
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Type: CALL (0)
From:normal0(0xe3ff20050f78738dd774ab17ddf84e78f279959
8)
To:contract0(0x85c88d0f7118f76235f6acf81641f129dc767534)
Data:0x79c650680000000000000000000000003cecda360e75cc
el7a3adbee61b57373847cc565ffFffffffffffffrffffirrrirer
FFFFFFFFFFFFFFFFFFFFee (*)

Return_data: 0x

Function call:mintToken(3478214309890853821289984884073
45255588369843557,1157920892373161954235709850086879
07853269984665640564039457584007913129639935) -> ST
OP (%)

Type: CALL (0)
From:normal0(0xe3ff20050f78738dd774ab17ddf84e78f279959
8)
To:contract0(0x85c88d0f7118f76235f6acf81641f129dc767534)
Data: 0x18160ddd
Return_data:0x000000000000000000000000000000000000000
0000000000000000000000000 (*)

Function call: totalSupply() -> RETURN

return: 0 (*)
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Type: CALL (0)
From:normal1(0x9ba625491215b0f3dc169f4f86d3022d39106¢1
1)
To:contractO(0xbd82ab8120a86b7h426a230bbh9daad7c57dfe6b4
)
Return_data:0x000000000000000000000000000000000000000
0000000000000000000000001 (*)

Function call:
setOwner(8885987411998822012380714898072769725226014
75089) -> RETURN

return: 1 (*)

YRR 3 U I BE 53 IR R S BEAE R an T

S HIIEAE NS HAGI, 25 L0 SR A S T DU 24
HHE RS BUE, A S5 AT Loy R B s, iR
4 call 7N IR .

3.2.4% N A

R AR NIRRT 7 A

1 REOHRE N ELK

2. gas KT 2300 (gas A2 2300 By A —AN5 2910 H

HEHNFET

3. Call fiE A Mk =T LLOAEAT

4.  Call #AEPATEI);

5. Call $iA758 /5 AT SSTORE #:1F .

FIH B AR AT (S BRI B AT BRI AR5 A
TERREIBENE LA 1-4 ZAFBRER, RITZPITHIRR(E
B 3 Call BEHAT )G, WHA SSTORE #1E, HEIFAT
storage 5 AIRIER, BCHRPRERIHTEL, WHERAER
TR 25 U o R AU A 5 6 R RETE 78 AR 22 A1 BB AT
W, 53 SSTORE #1E AR PAT « LT 7 AT REF B F -

Type: CALL (0)
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)
Return_data: 0x

Function call:
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98973) -> REVERT
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setOwner B8 £0# ] LR IhIR 9] o 24 %0 RE P s I EEJ\%IEF
e A HE ] setOwner H I i A, fil k&
REVERT 54

3.2.3Call 7= A&

Call JEN R A5 AF

1. Hbhknr AR A

2. Hhhbnr DARE I A 7 )

2383 call. callcode F1 delegatecall 54, #&lthl 2
BHUHEZANEE, 8 Q0K FE2HR H 4 KB R
T 1, I asthkgeT Lo 742 [RRERIE 202
B LA ZAAFEIE, G MR W1 2 800] Do A 5
P, IR .

SRR 6 danill ) GBS 5

Type: CALL (0)
From:attacker(0xch23551b14667759e98f805c589caa76a78b7cc
4)
To:contract0(0x4da25de5ha6b9ae0426e2060427e988fb60e5279
)
Value: 490 (*)

Gas used: 3000000

Return_data: 0x

Function call:deposit() -> STOP (*)

Type: CALL (0)
From:attacker(0xch23551b14667759e98f805c589caa76a78b7cc
4)
To:contractO(0x4da25de5ba6b9ae0426e2060427e988fh60e5279
)
Value: 0 (*)

Gas used: 3000000

Return_data: 0x

Function call:

withdrawAll(235) -> STOP (*)

tx.is_human:False

tX_result:STOP

1X.gas:2999431
Location:(4074614825719212754075773326508202633799911
31684, 375, 'Reentrancy bug', False)

possible_addresses:[14901585321805284656194433588479748
4357075474970, 0, 1]

possible_func:[b'\x00\x00\x00\x00", b'\x01\x01\x01\x01', b'\x0
0\x02\x00\x02']

RIAE DR T, 225 A& 21 H (tx.is_human), 28
S5 I (tx_result), 22 5 ¥ gas(tx.gas) KT 2300 I, {R7F 1 24 i
PAT(E B (location), FFFEAATHI B NERIET B 1 40T
R IR A IR .
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Tab.5 smart contract vulnerability detection

results
47 B ;2 igﬁ 2;?

BatchTransfer-Overflow 5 5 0 0
Totalsupply-Overflow 20 13 3 4
Mint-Token-Overflow 10 8 2 0
Setowner-Anyone 5 5 0 0
CustomCall-Abuse 20 18 2 0
Re-Erntrancy 10 10 0 0
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